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Abstract— Data mining is the technique of sorting through large data sets to recognize patterns and establish relationships to 

solve problem through data analysis. When data are highly delicate, the data need to be encrypted before farm out. Though, 

when data are encrypted, regardless of the underlying encryption scheme, performing any data mining tasks becomes very 

interesting without ever decrypting the relational data. With the latest popularity of cloud computing, data holders now have 

the opportunity to outsource not only their data but also data processing functionalities to the cloud. Because of data security 

and personal privacy concerns, sensitive data should be encrypted before being outsourced to cloud, and cloud should 

perform query processing works on the encoded data only. 

Result having encrypted dataset and apply classification on that dataset, also contain average response time for dataset 

encryption, performance of classification process, comparing performance of encryption and classification. Encryption is the 

most operative way to achieve data security. This paper shows privacy preserving data mining technique to achieve best 

performance on encrypted data. 
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1. INTRODUCTION  

Cloud computing enable entity to outsource both its 

database and data processing function. One way to Protect 

outsource data from unauthorized users involved the data 

owner encryption the data before outsourced. Advance 

Encryption standard (AES) and then outsource it to a 

cloud. Progress in storage and Processor technology has 

lead to creation of large database that record is 

transactional information. In data mining techniques 

development of incorporate privacy concern. In data 

mining classification is one of the most used in tasks and 

needed data for data mining is distributed several parties 

with security and privacy. K-NN is a computer 

classification algorithm, it can be used to predict what 

class data should be put into. It needs some reference data 

with correct class indicated. K-NN classification 

algorithm is use to database and data separated into 

classes for classification. AES algorithm for maintaining 

security purpose and for encrypted dataset. The number of 

rounds is for used the encryption. Round handling for 

encryption can begin the input with key list. The 

framework needs to discover own classes and controlled 

in which it does this to data clustering in database. K-

mean clustering is a technique of vector quantization from 

signal processing, that is agreed for clustering in data 

mining. K-means clustering plans to divide n observations 

into k clusters where in every observation belongs to the 

clusters with nearest mean, helping as a model of the 

clusters. In this research when data user registers, the 

record is generated in encrypted form which store in 

database. When data admin login can view his update 

record, insert or delete record. This will perform 

encrypted dataset.  

 

2. LITERATURE REVIEW 
The following journal papers are referred and studied to 

implement our proposed work effectively and efficiently 

for its better result. The following survey made to obtain 

the techniques for creating the proposed work. 

This paper presents protocols utilize an additive 

cryptography base privacy preserving data mining 

technique at different stages of query processing to achieve 

the best performance all computations can be done on the 

encrypted data .[1]  

In this paper, we focus on solving the classification 

problem over encrypted data. In particular, we propose a 

secure k-NN classifier over encrypted data in the cloud. 

The proposed protocol protects the confidentiality of data, 

privacy of user’s input query, and hides the data access 

patterns.[2] 

By using these reconstructed distribution, we are able to 

build classifier whose accuracy is comparable to the 

accuracy of classifiers built with original data.[3] 

It proposed an encryption scheme called Multi-

dimensional Range Query over Encrypted Data (MRQED), 

to address the privacy concerns related to the sharing of 

network audit logs and various other applications.[11] 

A. Existing System 
Existing work on privacy-preserving data mining (PPDM) 

cannot solve the DMED problem. Disturbed data do not 

have semantic security, so data perturbation techniques 

cannot be used to encrypt highly complex data. Also the 

perturbed data do not produce very accurate data mining 

results. Secure multi-party computation based approach 

assumes data are distributed and not encrypted at each 

participating party. 
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i. Centralized Methods: 

In the centralized method, we undertake that the data 

holder outsources his/her database and DBMS 

functionalities (e.g., k-NN query) to an untrusted external 

service worker which manages the data on behalf of the 

data owner where only important users are allowed to 

query the hosted data at the service provider. By 

outsourcing data to an untrusted server , many security 

issues arise, such as data privacy .To achieve data privacy, 

data owner is required to use data anonymization 

models(e.g., k-anonymity) or cryptographic (e.g., 

encryption and data perturbation) technique over his/her 

data before outsourcing them to the server. 

Encryption is a traditional technique used to protect the 

confidentiality of sensitive data such as medical records. 

Due to data encryption, the process of query estimation 

over encrypted data converts challenging. Along this 

direction, various techniques have been proposed for 

processing range and aggregation queries over encrypted 

data. 

ii. Data Distribution Methods: 

In the data distributed methods, data are supposed to be 

partitioned either up and down or straight and distributed 

among a set of independent, non-colluding parties. In the 

collected works, the data distributed methods trust on 

secure multiparty computation (SMC) techniques that 

enable multiple parties to securely evaluate a function 

using their respective private inputs without releasing the 

input of one party to the others. Many efforts have been 

prepared to address the problem of k-NN query in a 

scattered environment. Shaneck proposed privacy-

preserving algorithm to perform k-nearest neighbor search. 

The protocol is in based on secure multiparty computation 

for privately computing k-NN points in a horizontally 

partitioned dataset. 

 Disadvantage of Existing System: 

1. Because all the work is done at runtime k-NN can 

have poor run-time performance if the training set is 

large 

2. K-NN is very sensitive to irrelevant or redundant 

features because all features contribute to the 

similarity and thus to the classification. This can be 

improved by careful feature selection or feature 

increment. 

3. Not working on multiparty. 

4. Data loss. 

B. Proposed System 

To care for user privacy, numerous privacy-preserving 

classification techniques have been proposed. The existing 

techniques are not applicable to outsourced database 

environments where the data in encrypted for third party 

server. This proposed a privacy preserving encryption over 

encrypted data in the cloud. Our technique protects the 

user’s input query, and hides the data access patterns, the 

performance of our technique under different parameter 

setting since improving the efficiency improving the 

performance of our application. 

 1. Advantage Of Proposed System: 

 i) The system is totally secured all the data easy in        

encrypted format by using AES algorithm. The user can 

easily perform different type of operation in system. 

ii) Because the process is transparent, it is easy to 

implement and debug. 

iii) There are some noise reduction techniques that work 

only for Cryptography based privacy preserving that can 

be effective in improving the accuracy of the application. 

iv) Because all the work is done at runtime k-NN can have 

better run-time performance. 

 2. Objectives 

Moreover, database can also develop useful and delicate 

information about the actual data items by noticing the data 

access patterns even if the data are encoded. Therefore the 

privacy necessities of the DMED problem on a database 

are following: 

i) Data confidentiality: During the query performing, 

neither the substances nor any transitional results are 

released to the cloud. 

ii)  Query privacy: input request should not revealed to the 

cloud. 

iii) Hiding data access patterns: Access patterns to the data 

should not be exposed to the cloud to avoid any 

implication attacks. Access patterns related to any 

intermediate computations should also be unseen from the 

cloud.  

iv) Output security: At the end of the protocol, the 

production result should be exposed only end user; no data 

should be exposed to the cloud. 

 

3.METHODOLOGY 

1. AES algorithm: 

The Advanced Encryption Standard (AES) identifies a 

FIPS-approved. Cryptographic procedure that can be used 

to defend automatic data. The AES algorithm is a 

symmetric block secret message that can encrypt and 

decrypt information. Encryption changes data to an 

incoherent form called cipher text; decoding the cipher text 

converts the data back into its original form, called 

plaintext. AES is a block cipher which encodes 128 bits of 

data at a time. It delights the 16 bytes as a grid of 4×4. 

Message which are lengthier than 128 bits are broken into 

blocks of 128 bits. Each block is encrypted separately 

using exactly the similar steps.    

We use this algorithm for more security and for 

maintaining privacy. AES includes three block cipher: 

AES-128, AES-192, and AES-256. Each cipher encrypts 

and decrypts data in blocks of 128 bits by cryptographic 

keys of 128-, 192-, and 256-bits, correspondingly. The 

AES encryption algorithm describes a number of 

conversion that are to be performed on data stored in an 

array. The first stage of cipher is to put the data into an 

array; after which the cipher transformation are repeated 

over a number of encryption rounds. 

The overall structure are shown in following figure. 



International Journal of Research in Advent Technology, Special Issue, Convergence 2019 

E-ISSN: 2321-9637 

Available online at www.ijrat.org 

56 

 

 
 

For encryption, each round contains of the succeeding four 

steps: 

1] Substitute bytes 

2] Shift rows 

3] Mix columns 

4] Add round key 

STEP 1: This step consists of using a 16×16 lookup table 

to find a replacement byte for a given byte in the input 

state array. The passes in the lookup table are formed by 

using the ideas of multiplicative inverse in GF (28) and bit 

scrambling to finish the bit-level associations inside each 

byte. 

STEP 2: The bytes in every row of the state are moved 

cyclically to the leftward. The aim of this alteration is to 

scramble the byte order inside each 128 bit block. 

STEP 3: The shift-rows step along with the mix-column 

step causes each bit of the cipher text to depend on every 

bit of the plain text after 10 rounds of processing. In DES, 

one bit of plaintext affected roughly 31 bits of cipher text. 

But now we want each bit of the plain text to affect every 

bit of the cipher text in a block of 128 bits. 

STEP 4: This step is for adding the round key to the 

production of the preceding step during the forward 

process. 

For decryption, each round contains of the succeeding four 

steps: 

1] Inverse shift rows 

2] Inverse substitute bytes 

3] Add round key 

4] Inverse mix columns  

 

2. Cryptography Based PPDM 

Cryptography is a method to safe communication over an 

insecure channel, but encryption is only one of the 

branches of cryptography. This can be related to 

examples such as signing, commitment schemes, private 

information retrieval, offline digital cash, etc. Privacy 

preserving data mining is very important because there is 

a necessity to develop and preserve accurate information. 

There is a necessity to develop correct data mining 

models that will be used in the protection of individual 

record. 

 This technique includes secure multiparty computation 

where a computation is secure if at the completion of the 

computation, no one can know anything except its own 

input and the results. Cryptography based algorithms are 

considered for protective privacy in a scattered situation 

by using encryption techniques. Transformed data are 

exact and protected. Better privacy compare to 

randomized approach.  It offers a well-defined model for 

privacy that includes methods for proving and 

quantifying it. Second a vast set of cryptographic 

algorithms and constructs to implement privacy 

preserving data mining algorithms are available in this 

domain. 

 

 Advantage of Cryptography based PPDM 

i) Because the process is transparent, it is easy to 

implement and debug. 

ii) In situation where an explanation of the output of the 

classifier is useful cryptography based PPDM can be very 

effective if an analysis of the neighbors is useful as 

explanation. 

iii) There are some noise reduction techniques that work 

only for cryptography based PPDM that can be effective I 

n improving the accuracy of the classifier. 

 

4. SYSTEM DESIGN 
Design is an initial stage of the project where a project’s 

key constructions, configuration, criteria for success, and 

major deliverables are all scheduled out. The point is to 

improve one or more designs which can be used to achieve 

the selected project goals. Participants can then choose the 

best design to use for the actual implementation of the 

project. The project design phase might generate a variety 

of different outputs, including sketches, Flowcharts, 

HTML screen designs, prototypes, photo impression and 

more. 

1. Design Architecture 

To protect user privacy, various privacy-preserving 

classification technique have been proposed over the past 

decade. The existing technique are not applicable to 

outsourced database environments where the data resides 

in encrypted form on a third party server. This paper 

proposed a novel privacy-preserving encryption over 

encrypted data in the cloud. Our technique protects the 

confidentiality of data, users input query, and hide the data 

access pattern. We also evaluated the performance of our 

technique under different parameter setting since 

improving efficiency improving the performance of our 

application; we plan to investigate alternative and more 

efficiency solutions to the problem in our future work. 

Also we will investigate alternative and extend our 

research to other classification algorithm. 

In our project we take a dataset regarding the books. This 

dataset includes records with attribute such as ISBN no., 

author name, book name, publisher name and publish year. 

Our main theme is encrypt the dataset and perform 

different curd operation on encrypted dataset.  

 



International Journal of Research in Advent Technology, Special Issue, Convergence 2019 

E-ISSN: 2321-9637 

Available online at www.ijrat.org 

57 

 

 
         Fig: Design Architecture 

2. Dataset Encryption:  

In this module we consider the library dataset have so 

much records including various attributes such as ISBN 

no., author name, and publisher name and publish year. 

Our main objective is to perform operation on encrypted 

dataset for that purpose, we use the AES encryption 

algorithm with 128 bit key. By using this it can transfer all 

records in encryption format. On the other hand user can 

store their important document in that system which can 

also in encrypted format.  

3. Classification: 

Classification is a data mining function that assign items in 

a collection to target categories or classes. The goal of 

classification is to correctly calculate the target class for 

each case in the data. For classification we use the KNN 

algorithm. It is necessary to classify all the records before 

performing operations on that. 

4. Operations: 

In this module, we are going to perform crud operations on 

the dataset. Because of the classification phase our dataset 

is ready to perform operations. The operations include 

insertion, updation and deletion. We required all the 

records in classify format and we use the KNN for 

classification. 

 

5. IMPLEMENTATION          
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                                    Admin Dashboard 

 

 
                                                

                                           Add Book 
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                                          Sorting Records 

 

6. RESULT AND DISCUSSION 

Results are nothing but achieving our goals that we set at 

starting of this project. This system will give more accurate 

results as compared to existing system as the problem of 

insufficient data is get resolved in this proposed system by 

perform classification.  

There are various methodologies used in different papers 

like Decision Tree, SVM, KNN. These methodologies have 

their advantages and disadvantages as they somewhat get 

overcome in this paper. Dataset contain number of table, 

and that table number of record. Each and every 

methodology used in previous papers want some 

modifications to overcome their drawback. So the proposed 

system introduces new method to answer users query. Due 

to this user can get more accurate and satisfied answers. 

 

7. CONCLUSION 

To guard user privacy, various privacy-preserving 

classification techniques have been proposed over the past 

period. The existing techniques are not applicable to 

outsourced. We proposed a system in which user can 

update, insert, delete their data. Whole data can be stored in 

encrypted form. For data storing relational database can be 

used. As per the security purpose privacy should be given 

to data.                                                                                                    

Database environments where the data resides in encrypted 

form on server and it manage by semi honest model. We 

proposed a PPDM i.e. Privacy preserving data mining 

technique over encrypted data. When we insert data and it 

is stored in the database. Files are classified into different 

fields. The time require for classification for PPDM 

technique is less as compared to other technique. From this 

we conclude our technique is best as compared to existing 

technique. 
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