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Abstract- Security of data is the difficult issue of today that have many areas including computers and 

communication. Modern cyber security attacks have surely affects of the users. Cryptography is technique used 

to create authentication, integrity, availability, secrecy and identification of information data can be continued 

also security and privacy of information data can be given to the user. The cryptography methods and different 

methods are used to make available a high security to many applications. The greater use of multimedia 

applications in the industrial and IT process requires us to protect secret information data from unauthorized 

access. Cryptography is essential solution to protect our information against attacks. 
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1. INTRODUCTION  

Cryptography is the study of methods for 

communication secrecy if third person is there called 

conflicts. Mostly, cryptography is used to used to 

construct and analyze protocols that stops conflicts or 

the people from reading secret messages. There are 

different features in security of information such as 

data confidentialiality, data integrity, authentication 

and disapproval are in the middle of modern 

cryptography. The existence of recent cryptography is 

at the junction of streams of mathematics, computer 

science, electrical engineering, communication science 

and physics.  

Cryptography in the recent age was effectively 

similar to the encryption, the conversion of 

information from a readable state to non readable text. 

The author of an coded message shares the decipher 

technique only with intended destination to prevent 

access from conflicts. The techniques used to execute 

cryptology have become progressively composite and 

its application more universal.  

 

Two types of cryptographic techniques exist, viz –  

 Symmetric key algorithm  

 Asymmetric key algorithm.  

In the first one, two communicating entities share a 

secret key and the messages are encrypted and 

decrypted at either of the ends using the same key 

whereas in the later one each entity having its private 

key (secret key) and public key. Message is encrypted 

using public key by sender entity and is decrypted 

using its private key by the entity itself. Security of the 

data depends upon secrecy and complexity of the 

keys.  
Image encryption seems to be one of the effective 

ways for security of information. Thus, image 

encryption is implemented on altera DE2 board. At 

first, the image data is transferred to the development 

board. After that the image data are connected using 

SOPC Builder in Altera QuartusII. 

2.  SURVAY ON IMAGE ENCRYPTION 

TECHNIQUES 

2.1.   AES Algorithm 

Amal Hafsa, Anissa Sghaier, worked on AES image 

encryption techniques. The AES is a symmetric-

cryptosystem, in which both who send and receives 

uses a single key for encoding and decoding of the 

message128 is the length of plaintext, while one 

hundred twenty two, one hundred ninety two and two 

hundred fifty six are either keylength. Advanced 

encryption standard method is an iteration based 

algorithm. One iteration is called as one round, for key 

length one hundred twenty eight, one hundred ninety 

two, two hundred fifty six the no. of rounds required 

are ten, twelve and fourteen. The one hundred twenty 

eight bit algorithm is separated into 16 bytes. These 

bytes are shown as state array of 4*4 called state 

matrix, and all the various methods such as subbytes 

operation, shiftrows operation, mixcolumn operation 

and addround operation are executed on state matrix.  
 SubBytes Modification: The Sub Bytes 

modification is a irregular byte exchange method. 

The Sub Bytes modification is processed using  the 

S-box table having 256 numbers (from 0 to 255) 

and their Coincide with resulting values. 

  ShiftRows Operation: In this method, every state 

matrix row is cyclically moved to the left, which 

depend on row index. The initial row is not moved, 

the second moved 1 byte position, the third 2 byte 

and the fourth 3 byte position. 

 MixColumns Transformation: In mixcolumns 

operation, a simple matrix multiplication is 

performed. Each column Vector of the state is 

multiplied with a standard matrix. It must be noted 

that polynomials are treated as  bytes rather than 

numbers. 

https://en.wikipedia.org/wiki/Encryption
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 Add Round Key Operation: In Addition of Round 

Key method, a Round Key and the State matrix are 

added by a simple X-OR operation done on plain 

text and input key. W column illustrates key 

matrix. For encoding as well as decoding addround 

key is used. 

2.2 Blowfish Algorithm  

In [2] the blowfish encryption scheme has been 

studied, Bruce Schneier, world's first  cryptologist 

proposed the Blowfish algorithm [2] and made it 

accesable in the public sector. Blowfish is a varying 

key length,block cipher of 64 bit. The method was 

first proposed in 1993, and has not been broken yet. It 

can be modified applications of hardware because of  

it concentration. 

 

 

 
Fig 1.Blowfish algorithm 

 

The algorithm is as shown having two parts: 

first is expansion of key  part and data- encryption part 

is the second part. In key expansion a key size of 

maximum 448 bit is change to some subkey array of 

4168 bytes. Information encryption requires through a 

16-round (commonly) network. 

 In each round there is key and data depending on 

substitution and key condition on permutation. The 

operations of XOR and addition are executed on 32 bit 

word. 

 

2.3 DES Algorithm 

Data encryption standard was the initial 

encryption standard to be approved by NIST. It was 

proposed by an IBM team around 1974 and chosen as 

a national standard in 1997 [2]. 

 
Fig 2.DES algorithm 

The DES algorithm is as shown in fig. DES has 64 

block cipher. The algorithm starts with initial 

permutation then 16 rounds and then final 

permutation. The application of DES are in 

commercial and military domain. 

 

2.4 RSA Algorithm 

 

RSA algorithm is called as the most excellent  

encryption public key algorithm. It has been widely 

applied to encryption and decryption and digital 

signature.[3] Basic steps are as follows: 

(1)Consider two large random numbers and we call 

them p and q. p is unequal to q. Then compute N, 

which is equal to the value p*q; 

(2)Choose an integer e  less than ϕ (n) and ϕ (n)=(p-

1)*(q-1). Here ϕ (n) and e should be comparatively 

prime numbers. 

(3)Use Expanded-Euclidean algorithm to calculate d. 

The formula is given below: 

 d * e≡ 1 mod ((p-1)*(q-1))After the above  operation, 

(N, e) is public key and (N, d) is private key.  

 

2.5 Diffie-Hellman 
The determination of the Diffie-Hellman 

algorithm is to allowed two users to interchange a 

secret key confidentially that can be used for 

subsequent encryption of information. The Diffie-

Hellman encryption depends on its difficulty of 

calculating discrete logarithms. q is a prime number  

and α  is an integer and  are two publicly familiar 

numbers. α is a primitive root of q. Consider the 

consumer A and B wants to interchange a key. 

Consumer A chooses a random number   <q and 

calculates the public key    mod q.Similarly, user B 

separately selects a random number   <q and 

calculates public key      
 

mod q. Each side the X 

value is kept secret and makes the value of Y 

accessible publicly to the opposite side. Consumer A 

calculates the key as       
   mod q. and 
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consumer B calculates the key as       
  mod q. 

Thus, both the sides have interchange a secrete key. 

 

                   

                                                      .   

3. COMPARISON 

                                                         TABLE I.COMPARISON OF VARIOUS CRYPTOGRAPHIC ALGORITHM 

FACTORS AES DES RSA DH 

Key Used Similar Key is 

required for 

encoding and 

decoding 

Similar Key is 

required for 

encoding and 

decoding 

Different Key is 

required for 

encoding and 

decoding 

Different Key is 

required for 

encoding and 

decoding 

Algorithms symmetric symmetric asymmetric asymmetric 

Key length 128,192,256 bits 56 bits 1024 bits Key exchange 

control 

Speed High High High Low 

Tunable No No Yes Yes 

Power 

consumption 

Lower Lower Higher Higher 

Security higher security lower security Least secure Less secure than 

RSA 

cost low high high depends on key 

implementation simple complex complex complex  than  

rsa 

 

 

4.   CONCLUSION 

The various encryption methods based on FPGA are 

reviewed in this paper. Cryptography is used to attain 

few objectives  like security, Data incurruptibility, 

authentication etc. of the send data Now, to achieve 

these objective various people have developed various 

cryptographic algorithms. Since the algorithms are 

not built for small quantity the algorithms are not 

efficient for small amount of data. The goal of this 

work was to design and implement a new 

methodology to deal with this issue so that we don’t 

have to apply those methodologies (which are not 

cost-effective) to encode a minor data. 
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