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Abstract— With the prevalence of distributed computing, cell phones can store/recover 

individual information from anyplace whenever. Subsequently, the information security 

issue in versatile cloud turns out to be increasingly extreme and counteracts further 

advancement of portable cloud. There are considerable investigations that have been led to 

enhance the cloud security. Be that as it may, the vast majority of them are not material for 

portable cloud since cell phones just have constrained registering assets and power. 

Arrangements with low computational overhead are in incredible requirement for versatile 

cloud applications. In this paper, we propose a lightweight information sharing plan 

(LDSS) for versatile distributed computing. It receives CP-ABE, an entrance control 

innovation utilized in ordinary cloud condition, however changes the structure of access 

control tree to make it reasonable for portable cloud situations. LDSS moves a vast part of 

the computational concentrated access control tree change in CP-ABE from cell phones to 

outer intermediary servers. Moreover, to diminish the client repudiation cost, it acquaints 

property depiction fields with execute sluggish disavowal, which is a prickly issue in 

program based CP-ABE frameworks. The test results demonstrate that LDSS can 

adequately diminish the overhead on the cell phone side when clients are sharing 

information in portable cloud situations. 

 

Index Terms— mobile cloud computing, data encryption, access control, user revocation 

 

1. INTRODUCTION 

 

With the development of cloud 

computing and the popularity of smart 

mobile devices, people are gradually getting 

accustomed to a new era of data sharing 

model in which the data is stored on the 

cloud and the mobile devices are used to 

store/retrieve the data from the cloud. 

Typically, mobile devices only have limited 

storage space and computing power. On the 

contrary, the cloud has enormous amount of 

resources. In such a scenario, to achieve the 

satisfactory performance, it is essential to 

use the resources provided by the cloud 

service provider (CSP) to store and share the 

data. Nowadays, various cloud mobile 

applications have been widely used. In these 

applications, people (data owners) can 

upload their photos, videos, documents and 

other files to the cloud and share these data 

with other people (data users) they like to 

share. CSPs also provide data Management 

functionality for data owners. Since personal 

data files are sensitive, data owners are 

allowed to choose whether to make their 

data files public or can only be shared with 

specific data users. Clearly, data privacy of 

the personal sensitive data is a big concern 

for many data owners. The state-of-the-art 

privilege management/access control 

mechanisms provided by the CSP are either 

not sufficient or not very convenient. They 

cannot meet all the requirements of data 

owners. First, when people upload their data 

files onto the cloud, they are leaving the data 

in a place where is out of their control, and 
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the CSP may spy on user data for its 

commercial interests and/or other reasons. 

Second, people have to send password to 

each data user if they only want to share the 

encrypted data with certain users, which is 

very cumbersome[15]. To simplify the 

privilege management, the data owner can 

divide data users into different groups and 

send password to the groups which they 

want to share the data. However, this 

approach requires fine-grained access 

control. In both cases, password 

management is a big issue. 

 

Apparently, to solve the above problems, 

personal sensitive data should be encrypted 

before uploaded onto the cloud so that the 

data is secure against the CSP[16]. 

However, the data encryption brings new 

problems. How to provide efficient access 

control mechanism on cipher text decryption 

so that only the authorized users can access 

the plaintext data is challenging. In addition, 

system must offer data owner’s effective 

user privilege management capability, so 

they can grant/revoke data access privileges 

easily on the data users[17]. There have 

been substantial researches on the issue of 

data access control over ciphertext. In these 

researches, they have the following common 

assumptions. First, the CSP is considered 

honest and curious. Second, all the sensitive 

data are encrypted before uploaded to the 

Cloud. Third, user authorization on certain 

data is achieved through 

encryption/decryption key distribution. In 

general, we can divide these approaches into 

four categories: simple ciphertext access 

control, hierarchical access control, access 

control based on fully homomorphic 

encryption [1][2] and access control based 

on attribute-based information encryption 

(ABE). All these proposals are designed for 

non-mobile cloud environment. They 

consume large amount of storage and 

computation resources, which are not 

available for mobile devices. According to 

the experimental results in [11], the basic 

ABE operations take much longer time on 

mobile devices than laptop or desktop 

computers. It is at least 27 times longer to 

execute on a smart phone than a personal 

computer (PC). This means that an 

encryption operation which takes one 

minute on a PC will take about half an hour 

to finish on a mobile device. Furthermore, 

current solutions don’t solve the user 

privilege change problem very well. Such an 

operation could result in very high 

revocation cost. This is not applicable for 

mobile devices as well. Clearly, there is no 

proper solution which can effectively solve 

the secure data sharing problem in mobile 

cloud. As the mobile cloud becomes more 

and more popular, providing an efficient 

secure data sharing mechanism in mobile 

cloud is in urgent need. 

To address this issue, in this paper, we 

propose a Lightweight Data Sharing Scheme 

(LDSS) for mobile cloud computing 

environment. 

The main contributions of LDSS are as 

follows: 

 

(1) We design an algorithm called 

LDSS-CP-ABE based on Attribute-Based 

Encryption (ABE) method to offer efficient 

access control over ciphertext. 

 

(2) We use proxy servers for encryption 

and decryption operations. In our approach, 

computational intensive operations in ABE 

are conducted on proxy servers, which 

greatly reduce the computational overhead 

on client side mobile devices[18]. 

Meanwhile, in LDSS-CP-ABE, in order to 

maintain data privacy, a version attribute is 

also added to the access structure. The 

decryption key format is modified so that it 

can be sent to the proxy servers in a secure 

way. 
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(3) We introduce lazy re-encryption and 

description field of attributes to reduce the 

revocation overhead when dealing with the 

user revocation problem[19]. 

 

(4) Finally, we implement a data sharing 

prototype framework based on LDSS. The 

experiments show that LDSS can greatly 

reduce the overhead on the client side, 

which only introduces a minimal additional 

cost on the server side[20]. Such an 

approach is beneficial to implement a 

realistic data sharing security scheme on 

mobile devices. The results also show that 

LDSS has better performance compared to 

the existing ABE based access control 

schemes over ciphertext[21]. 

 

The rest of this paper is organized as 

follows. Section 2 presents some 

fundamental concepts in secure mobile 

cloud data sharing and the security premise. 

Section 3 gives the detailed design of LDSS. 

Section 4 and 5 give the safety assessment 

and performance evaluation, respectively. 

Section 6 presents related works. Finally, 

Section 7 concludes our work with the 

future work. 

 

2. PRELIMINARIES AND 

ASSUMPTIONS 

 

In this section, we first briefly present the 

technique preliminaries closely related. to 

LDSS, and then present the system model 

and some security assumptions in LDSS. 

 

2.1 Preliminary Techniques 

 

2.1.1 Bilinear Pairing 

Define a function e as follows: 

         e : G0 G0  G1 

 

In this function, both G0 and G1 are 

multiplicative cyclic groups of the prime 

order p. 

Assume that g is a generator of G0  , Zp is 

a finite field. 

Then e is a bilinear pairing if e has the 

following properties: 

(1) Bilinear: : u,v G0 , a, b  Zp , 

e(u
a
 , v

b
 )  e(u,v)

ab
 .. 

(2) Non-degeneracy: e(g, g) is a member 

of G1 if g is a 

member of G0 . 

(3) Computability: u,v G0 , e(u,v) can 

be calculated. 

In our implementation, we usually take G0 

as a group consisting points on an elliptic 

curve, G1 as a multiplicative subgroup of a 

finite field, e as a Weil or the Tate pairing 

based on an elliptic curve over a finite field. 

Further descriptions on how these 

parameters are defined and generated can be 

found in [15].  

 

2.1.2 Attribute-Based Encryption 

 

Attribute-based encryption (ABE) is 

proposed by Sahai and Waters [29]. It is 

derived from the Identity-Based Encryption 

(IBE) and is particularly suitable for one-to-

many data sharing scenarios in a distributed 

and open cloud environment. Attribute-

based encryption is divided into two 

categories: one is the Ciphertext-Policy 

Attribute Based Encryption (CP-ABE), in 

which the access control policy is embedded 

into ciphertext; the other one is Key-Policy 

Attribute Based Encryption (KP-ABE), in 

which the access control policy is embedded 

in the user's key attributes. In real 

applications, CP-ABE is more suitable since 

it resembles role-based access control. In 

CP-ABE, the data owner designs the access 

control policy and assigns attributes to data 

users. A user can decrypt the data properly if 

the user’s attributes satisfy the access 

control policy. 

2.2 Security Assumptions 

 

2.2.1 Semi-trusted Server 
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LDSS is designed under the same 

assumptions proposed in 0 that the CSP is 

honest but curious, which means that the 

CSP will faithfully execute the operations 

requested by users, but it will peek on what 

users have stored in the cloud. The CSP will 

faithfully store users’ data, undertake an 

initial access control, update data according 

to users’ requests. However, CSP may do 

malicious actions such as collusion with 

users to get the data in plain text. 

 

In LDSS, proxy encryption server and 

proxy decryption server are introduced to 

assist users to encrypt and decrypt data so 

that user-side overhead can be minimized. In 

essence, proxy servers are also machines in 

the cloud. Thus, we consider that they are 

honest but curious just as the CSP. 

2.2.2 Trusted Authority 

 

In this paper, to make LDSS feasible in 

practice, a trusted authority (TA) is 

introduced. It is responsible of generating 

public and private keys, and distributing 

attribute keys to users. With this mechanism, 

users can share and access data without 

being aware of the encryption and 

decryption operations. 

 

We assume TA is entirely credible, and a 

trusted channel exists between the TA and 

every user. The fact that a trusted channel 

exists doesn’t mean that the data can be 

shared through the trusted channel, for the 

data can be in a large amount. TA is only 

used to transfer keys (in a small amount) 

securely between users. In addition, it’s 

requested that TA is online all the time 

because data users may access data at any 

time and need TA to update attribute keys. 

 

3. OUR PROPOSED 

MECHANISM 

 

In this section, we describe the LDSS 

system design. First, we give the 

overview of LDSS, and then we present 

LDSS-CP-ABE algorithm and system 

operations, which are the base of LDSS 

algorithm. Finally, we describe LDSS in 

details. 

 

3.1 Overview 

 

We propose LDSS, a framework of 

lightweight data-sharing scheme in 

mobile cloud (see Fig. 1). It has the 

following six components. 

 

(1)Data Owner (DO): DO uploads data 

to the mobile cloud and share it with 

friends. DO determines the access control 

policies. 

 

(2) Data User (DU): DU retrieves 

data from the mobile cloud. 

 

(3) Trust Authority (TA): TA is 

responsible for generating and 

distributing attribute keys. 

 

(4) Encryption Service Provider 

(ESP): ESP provides data encryption 

operations for DO. 

 

(5) Decryption Service Provider 

(DSP): DSP provides data decryption 

operations for DU. 

 

(6) Cloud Service Provider (CSP): CSP 

stores the data for DO. It faithfully 

executes the operations requested by DO, 

while it may peek over data that DO has 

stored in the cloud. 

 

As shown in Fig. 1, a DO sends data to 

the cloud. Since the cloud is not credible, 

data has to be encrypted before it is 

uploaded. The DO defines access control 

policy in the form of access control tree 
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(refer to Definition 2 in Section 3.2) on 

data files to assign which attributes a DU 

should obtain if he wants to access a 

certain data file. In LDSS, data files are 

all encrypted with the symmetric 

encryption mechanism, and the 

symmetric key for data encryption is also 

encrypted using attribute based 

encryption (ABE). The access control 

policy is embedded in the ciphertext of 

the symmetric key. Only a DU who 

obtains attribute keys that satisfy the 

access control policy can decrypt the 

ciphertext and retrieve the symmetric 

key. As the encryption and decryption are 

both computationally intensive, they 

introduce heavy burden for mobile users. 

To relieve the overhead on the client side 

mobile devices, encryption service 

provider (ESP) and decryption service 

provider (DSP) are used. Both the 

encryption service provider and the 

decryption service provider are also 

semi-trusted. We modify the traditional 

CP-ABE algorithm and design an LDSS-

CP-ABE algorithm to ensure the data 

privacy when outsourcing computational 

tasks to ESP and DSP. 

 

 

2.2.3 Lazy Re-encryption 

 

In ciphertext access control, data needs to be 

re-encrypted when some users’ access 

privileges to the data are revoked. However, 

frequent re-encryption brings heavy 

computational overhead, and the accessed 

plaintext data may already be stored on 

these data users. Therefore, this paper adopts 

the lazy re-encryption method proposed in 

 

[3]. With lazy re-encryption, when a user’s 

access privilege is revoked, data is not re-

encrypted until the data owner updates the 

data. 

 

 

 

 

 

  

 

 

 

 

 

 

 

Fig. 1. A lightweight data-sharing 

scheme (LDSS) framework 

 

3.2 LDSS-CP-ABE Algorithm 

 

To better illustrate LDSS-CP-

ABE algorithm, we first define 

the following terms. 

 

 

Definition 1: Attribute 

 

An attribute defines the access privilege 

for a certain data file. Attributes are 

assigned to data users by data owners. A 

data user can have multiple attributes 

corresponding to multiple data files. A data 

owner can define a set of attributes for its 

data files. The data accesses are managed by 

access control policy specified by data 

owners. 

Let A = {A1, A2, A3, ..., An} be the set of 

attributes for a 

 

data owner. Each data user u also has a set 

of attributes Au, which is a non-empty 

subset of A, namely Au {A1, A2,A3, ..., An}. 

 

Definition 2: Access Control Tree 

 

Access control tree is the specific 

expression of access control policies, in 

which the leaf nodes are attributes, and 

non-leaf nodes are relational operators such 
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as and, or, n of m threshold. Each node in 

an access control tree represents a secret, 

and the secret of a top node can be split 

into multiple secrets by secret sharing 

scheme 

3.3 System Operations of LDSS 

 

LDSS scheme is designed for data 

sharing in mobile cloud. The whole 

process of LDSS includes system 

initialization, file sharing, user 

authorization, and file access 

operations. It also has to support 

attribute revocation and file update 

operations. 

 

3.3.1 System Initialization 

 

In system initialization, 

Function 1 is executed. The 

specific process is described as 

follows. 

 

(1) When the data owner (DO) 

registers on TA, TA runs the algorithm 

Setup() to generate a public key PK and 

a master key MK. PK is sent to DO 

while MK is kept on TA itself. 

 

(2) DO defines its own attribute set and 

assigns attributes to its contacts. All these 

information will be sent to TA and the 

cloud. 

 

(3) TA and the cloud receive the 

information and store it. 

3.3.2 File Sharing 

 

The process of file sharing uses Function 

3 to encrypt data files. The specific 

process is described as follows. 

 

(1) DO selects a file M which is 

to be uploaded and encrypts it using a 

symmetric cryptographic mechanism 

(such as AES, 3DES algorithm) with a 

symmetric key K, generating ciphertext 

C. 

 

             (2) DO assigns access control policy 

for M and encrypts 

 

K with the assistance of ESP using 

Function 3, generating the ciphertext 

of K (CT). 

 

(3)DO uploads C, CT and access 

control policy to the cloud. 

3.3.3 User Authorization 

 

The process of user authorization 

executes Function 2 to generate attribute 

keys for data users. The specific process 

is described as follows. 

 

(1) DU logins onto the system and 

sends, an authorization request to TA. The 

authorization request includes attribute 

keys (SK) which DU already has. 

 

          (2)TA accepts the authorization 

request and checks whether DU has logged 

on before. If  

               the user hasnt logged on before, go 

to step (3) , otherwise go to step (4). 

 

       (3) TA calls Function 2 to generate 

attribute keys (SK) for DU. 

 

(4) TA compares the attribute 

description field in the attribute key 

with the attribute description field 

stored in database. If they are not 

match, go to step (5), otherwise go to 

step (6). 

 

(5) For each inconsistent bit in 

description field, if it is 1 on data 

users side and 0 on TA side, it 

indicates that 
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4. SECURITY ANALYSIS 

 

The security assessment is based on the 

security assumptions we described in 

Section 3. The possible scenarios that 

malicious users may expose plaintext to 

others are not discussed. 

 

4.1 Security Analysis of LDSS-CP-ABE 

 

LDSS-CP-ABE algorithm is designed on 

top of Attribute-Based Encryption (ABE). 

The security of ABE is based on the 

bilinear diffie-hellman assumptions. 

 

Bilineardiffie-hellman assumptions: When 

attackers only have a, b, c, z Zp, there 

exists no polynomial algorithm that can get 

the relationship between 

(A=ga, B=gb, C=gc, Z=e(g, g)ab/c) and 

(A=ga, B=gb, C=gc, Z=e(g, g)z). In other 

words, attackers cannot get Z=e(g, g)z that 

corresponds to e(g, g)ab/c. 

 

4.2 Data Confidentiality against 

Conspiracy 

 

The data confidentiality is taken into 

account from two aspects. In LDSS, data 

are encrypted with a symmetric key. The 

security of this part is guaranteed by 

symmetric encryption mechanism. Next, 

the symmetric key is encrypted by attribute 

encryption. The security of this part 

depends on the encryption process. 

 

4.3 Confidentiality of Access Control 

Policy 

 

The security of access control policy is that 

no participants could know the specific 

content of the access control policy except 

data owners. LDSS introduces attribute 

description field so that access control 

policy is described by the corresponding 

attribute description bit. ESP and the Cloud 

can only get the relationships between 

different attribute description bits, but not 

the specific content of access control 

strategy, thus protecting the access control 

strategy 

 

5. PERFORMANCE 

EVALUATION 

 

Table:1 

COMPUTATIONAL OVERHEAD OF 

BASIC OPERATIONS OF ABE 

  SCHEMES   

     

Types of 

Pairing 

Exponentiatio

n Multiplication 

Devices     

PC 20 ms 5 ms 

0.7 

ms  

     

Mobile 550 ms 177 ms 

26 

ms  

     

 

         Table: 

The cost of access control 

mechanisms is closely related to the 

size of access control policy. To reflect 

closely to the reality, in our 

experiment, the number of attributes 

owned by individual users is fixed, and 

the size of access control policy varies. 

We assume that the average number of 

attributes owned by DO is 10, and the 

number of attributes included in the 

access policies varies from 1 to 32. 
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Table:2 

COMPUTATIONAL OVERHEAD 

OF DATA SHARING 

 

 

Exponentiatio

n 

Exponentiatio

n 

Paring on G0  

on G0 on G1   

    

ESP 2|Ta| 0 0 

    

DO 3 1 0 

    

 

TABLE 3 

COMPUTATIONAL OVERHEAD 

OF DATA ACCESS 

 

  

Exponentiati

on 

Exponentiatio

n Paring on 

G0   on 

G0 

 

on G1      

       

 DSP  0 |Ta| 2|Ta|+1 

        

 DO  0 1   0 

        

The cost of data sharing comes 

from the execution of the function 

Encryption(), which is executed 

every time when sharing data files. 

The function Encryption() 

 

includes exponentiation operation on 

G0 (the number of operations is 

proportional to the number of attributes 

included in the access strategy) and one 

exponentiation operation on G1. The 

cost of this function depends on which 

one does the encryption operation. 

Before introducing ESP, the cost is on 

DO. After the usage of ESP, the cost on 

DO is reduced to a constant value, and 

is no longer associated with the number 

of attributes in access control strategies. 

The overhead on ESP and DO is shown 

in Table 2. 

 

6. RELATED WORKS 

 

In this section, we focus on the works of 

ciphertext access control schemes which 

are closely related to our research. Access 

control is an important mechanism of data 

privacy protection to ensure that data can 

only be acquired by legitimate users. There 

has been substantial research on the issues 

of data access control in the cloud, mostly 

focusing on access control over 

ciphertext. Typically, the cloud is 

considered honest and curious. Sensitive 

data has to be encrypted before sending to 

the cloud. 

 

User authorization is achieved through 

key distribution. The research can be 

generally divided into four areas: simple 

ciphertext access control, hierarchical 

access control, access control based on 

fully homomorphic encryption [1][2] and 

access control based on attribute-based 

encryption (ABE). 

 

Simple ciphertext access control 

refers to that after data file encryption, 

the encryption keys are distributed in a 

secure way to achieve authorization for 

trusted users [3]. To reduce the 

overhead of massive user key 

distribution, Skillen and Mannan [4] 

designed a system called Mobiflage that 

enables PDE (plausibly deniable 

encryption) on mobile devices by hiding 

encrypted 

 

7. CONCLUSION AND 

FUTURE WORK 

 

In recent years, many studies on access 

control in cloud are based on attribute-

based encryption algorithm (ABE). 
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However, traditional ABE is not suitable 

for mobile cloud because it is 

computationally intensive and mobile 

devices only have limited resources. In 

this paper, we propose LDSS to address 

this issue. It introduces a novel LDSS-CP-

ABE algorithm to migrate major 

computation overhead from mobile 

devices onto proxy servers, thus it can 

solve the secure data sharing problem in 

mobile cloud. The experimental results 

show that LDSS can ensure data privacy 

in mobile cloud and reduce the overhead 

on users side in mobile cloud. In the 

future work, we will design new 

approaches to ensure data integrity.  

To further tap the potential of mobile 

cloud, we will also study how to do 

ciphertext retrieval over existing data 

sharing schemes. 
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