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Abstract: A growing number of data owners choose to outsource data files to the cloud. Cloud service provider tries 

to provide a promising service for data storage, which saves the users costs of investment and resource. Today, 

technical research works focus on Remote data possession Checking protocols permit to check that a remote server 

can access an uncorrupted file with the help of third party verifiers. The model makes client independent from 

initiating verification request and keeping the track of previous records which reduces client’s time. To verify the 

correctness of data in cloud storage, this paper proposes an efficient ECC based Provable Data Possession (EPDP) 

Protocol with data dynamics. The proposed protocol preserves confidentiality of data stored in cloud storage and 

allows data owner to verify the integrity of data without retrieving the whole original data. Large number of clients 

like to store data onto public cloud server (PCS) due to increase in advancement in cloud computing. we consider 

the task of allowing a third party auditor (TPA), on behalf of the cloud client, to verify the integrity of the dynamic 

data stored in the cloud. The introduction of effective TPA eliminates the involvement of the client through the 

auditing of whether his data stored in the cloud is indeed intact. The proposed scheme is highly efficient and 

resilient against the malicious data modification attack, server clouding attacks and failures. 

 

Index Terms: cloud data storage, data integrity, cryptography, proxy based public key cryptography, Third Party 

Auditor 

 

1. INTRODUCTION  

Cloud computing is a model for enabling ubiquitous, 

convenient, on-demand network access to a shared 

pool of configurable computing resources that can be 

rapidly provisioned and released with minimal 

management effort or service provider interaction [1]. 

The cloud provides server-based applications and all 

data services to the user, with output displayed on the 

client device [3]. Memory allocated to the client 

system's web browser is used to make the application 

data appear on the client system display, but all 

computations and changes are recorded by the server 

and final results including files created or altered are 

permanently stored on the cloud servers [4]. The 

central trouble of remote data security is ensuring 

integrity of remotely located data which is out of 

client reach [5]. Even though the benefits of cloud are 

significant and tremendous one unique aspect that 

impedes the adoption of cloud by many individuals 

and enterprises is concern over data security [6]. 

Ensuring confidentiality and integrity of the 

outsourced data is very important since data are 

stored on shared servers at remote site [7]. We 

provide remote Data Integrity Check using Proxy 

Server with Partial Data method is used to address 

the problem. Our algorithm is efficient and very 

flexible. Based upon the real client’s authorization, 

our protocol can realize private data integrity check 

using partial data [8]. To fully ensure the data 

integrity and save the cloud users’ computation 

resources as well as online burden it is of critical 

importance to enable public auditing service for 

cloud data storage users may resort to an independent 

third party auditor (TPA) to audit the outsourced data 

when needed [9]. 

 
Figure 1: System Model  
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2. RELATED WORK  

The propose allowing a TPA to keep online storage 

honest by first encrypting the data then sending a 

number of pre computed symmetric keyed hashes 

over the encrypted data to the auditor[10]. The 

auditor verifies both the integrity of the data file and 

the server possession of a previously committed 

decryption key [11]. The malicious cloud server may 

damage the client’s data in order to gain more 

benefits and to maintain their reputation. Many 

researchers proposed the equivalent system model 

and security model to work on security issue. Latest 

work was proposed [12]. Proposed attestable data 

possession (ADP) paradigm[11]. In ADP model, the 

checking can verify the remote data integrity without 

retrieval or download of the complete data. ADP is a 

probabilistic evidence on remote data integrity check 

by inputting random set of blocks from the public 

clouds servers, which significantly reduces I/O costs 

[13]. One of the biggest concerns with cloud data 

storage is that of data integrity verification at un-

trusted servers. For example, the storage service 

provider, which experiences Byzantine failures 

occasionally, may decide to hide the data errors from 

the clients for the benefit of their own [14]. They 

extend the PDP model to support provable updates to 

stored data files using rank-based authenticated skip 

lists. This scheme is essentially a fully dynamic 

version of the PDP solution [15]. To support updates, 

especially for block insertion, they eliminate the 

index information in the computation in Attendee’s 

PDP model and employ authenticated skip list data. 

 

3. SYSTEM STRUCTURAL MODELING 

The cloud environment and the multilevel security 

system required to protect the data stored in cloud 

server’s responsibilities of a data owner in securing 

data discussed exhaustively [16]. There are many 

clients but only one server web layer directly has 

business logic layer in it and it interacts with 

database, then it can handle only one client at a time. 

Hence we use separate business logic layer which 

interacts with database layer [17]. The cloud is large 

amount of data files to be stored in the cloud the 

cloud server (CS), which is managed by cloud service 

provider (CSP) to provide data storage service the 

third party auditor (TPA), who has expertise and 

capabilities that cloud users do not have and is trusted 

to assess the cloud storage service security on behalf 

of the user upon request [18]. The proposers 

proposed a on spot verification approach to 

undertaking ownership of data records and engaged 

error correcting coding technology to ensure 

constraint on their scheme is that the number of 

challenge is utilized the homomorphism signature to 

design an improved scheme [19]. 

 
Fig. 2. Cloud Data Storage overview 

 

4. PROPOSED SYSTEM PROTOCOL  

To ensure the correctness of storage, an efficient 

Provable Data Possession protocol using Elliptic 

Curve Cryptography is proposed our model is 

effective and efficient in providing authentication, 

authorization during the access of the data and also 

ensures the integrity of the data stored on the public 

cloud [20]. Our method called remote data integrity 

check using partial data provides security for the 

client’s data during data uploading and provides 

security for the data stored in remote place by 

integrity checking of the data stored in remote place 

with the partial data [21]. Cloud Storage Server 

(CSS): an entity, which is managed by Cloud Service 

Provider (CSP), has significant storage space and 

computation resource to maintain the clients’ data 

Privacy-preserving to ensure that the TPA cannot 

derive users data content from the information 

collected during the auditing process. 
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Fig.3 Proposed System 

 

 

 

5. ALGORITHM 

The Advanced Encryption Standard, or AES, is a 

symmetric block cipher to protect classified 

information and the world to encrypt sensitive data. 

Security Competing algorithms were to be judged on 

their ability to resist attack, as compared to other 

submitted ciphers, though security strength was to be 

considered the most important factor in the 

competition [22]. AES comprises three block ciphers: 

AES128, AES-192 and AES-256. Each cipher 

encrypts and decrypts data in blocks of 128 bits using 

cryptographic keys of 128, 192 and 256 bits, 

respectively [23]. 

 
Fig 4: Schematic Representation of AES Structure 

The process of decryption of an AES cipher text is 

similar to the encryption process in the reverse order. 

Each round consists of the four processes conducted 

in the reverse order. 

 Add round key 

 Mix columns  

 Shift rows  

 Byte substitution  

The sub-processes in each round are in reverse 

manner, unlike for a Feistel Cipher, the encryption 

and decryption algorithms need to be separately 

implemented, although they are very closely related. 

 

Key Generation Phase  

The key generation algorithm, Gen Key  is executed 

by data owner to generate secret and public key pair. 

A secret and public key pair (sk, pk) as output. Data 

owner selects a random integer k from [1,n-1],and 

P=kG is computed, where k is the secret key and P is 

the public key [24].. 

Algorithm : GenKey  

1. Procedure: GenKey(1k )→(sk,pk)  

2. Select a random integer k ϵ [1,n-1]  

3. Compute P=kG  

4. sk← k, pk←P  

5. End Procedure 

Third Party Auditor  

In the cloud paradigm, by putting the large data files 

on the remote servers, the clients can be relieved of 

the burden of storage and computation. As clients no 

longer possess their data locally it is of critical 

importance for the clients to ensure that their data are 

being correctly stored and maintained [25] 

 

 
Figure.5 Third Party Auditor Architecture 

A. Integrity Verification  

The verifier before storing the file at the archive, 

preprocesses the file and appends some Meta data to 

the file and stores at the archive. At the time of 

verification the verifier uses this Meta data to verify 

the integrity of the data. TPA will does the equality 

check between the SigGen() and SigAvil() Ack will 

be sent to the Client depend upon the equality 

checking [26].  

Dynamic Data Operation with Integrity Security 

Now we show how our scheme can explicitly and 

efficiently handle fully dynamic data operations like 

Data Modification including data insertion  and data 

deletion (D) for cloud data storage. We assume that 

the file F and the signature Sig() have already been 

generated and properly stored at server [27]. In case 

those clients do not necessarily have the time, 

feasibility or resources to monitor their data, they can 

delegate the monitoring task to a trusted TPA. 

 

6. PERFORMANCE ANALYSIS 

The proposed protocol is proved to be correct and is 

also sound correctness the outsourced data is stored 

honestly in cloud storage server, then whenever the 

server receives a challenge from verifier could 
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compute proof for the challenge that will always be 

accepted by the verifier. The schemes proposed is 

based on bilinear pairing which involves computation 

cost for multiplication operation, exponentiation 

operations and bilinear pairs. Since the proposed 

EPDP protocol is built without pairing, the 

computation cost. The computation cost for each 

algorithm  and the proposed new protocol. From the 

analysis, it is determined that the computation cost is 

minimized and thereby the comparison result proves 

the efficiency of the proposed protocol. 

 
Fig. 6. Comparison between  the proposed protocol 

 

7. CONCLUSION AND FUTURE WORK 

Our system supports data dynamics i.e., using our 

new data structure, the data owner can perform insert, 

modify or delete operation on file blocks with high 

efficiency. The focus is on stopping data being 

disclosed by un-trusted service providers when data 

owners distribute their database entries along with 

error recovery. To achieve the assurances of cloud 

data integrity and availability and enforce the quality 

of dependable cloud storage service for users. The 

approach focuses on file break flexibility and 

automation in random challenge generation. To 

ensure confidentiality and integrity of data 

outsourced to cloud storage, in this paper, an efficient 

provable data possession protocol using elliptic curve 

cryptography is proposed. In our discussion, we went 

up with too many phases like setup, tag generation 

etc. It becomes too congested from the point of view 

of the architecture. The same can be solved using 

automatic key generation algorithms or virtual key 

generation systems. Service level agreement (SLA). 

It is important to note that our proof of data integrity 

protocol just checks the integrity of data i.e. if the 

data has been illegally modified or deleted. 
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