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Abstract:In rapid development of internet of things, IOT devices are used in different areas like health, home 

appliances, transport, agriculture and industrial purpose etc. Bulk amount of data is generated from these IOT 

devices. Storing that large amount of data generating from IOT device locally is unwise decision because that 

end devices storage spaces is limited and many Threats because of unreliable devices and networks. Now days 

we are using cloud to store data generating form IOT devices in secure and confidentially. So, taking the privacy 

and security as a criteria we need to provide a secure algorithm to protect the communication over the internet 

from cryptanalyst. In previously provided security for IOT data using symmetric key techniques. In this paper 

we proposed a Mongrel approach for providing secure for data generating from IOT in cloud using private 

security techniques. One of security algorithm to encrypt the data is RSA algorithm. In this paper, an 

overviewof the hybrid RSA algorithm is explained. 

 

  Index Terms:Different approaches in cryptography  

 

1. INTRODUCTION 

 

The term cryptography means that to produce 

a confidentiality to a message or information that's 

send over a network. Cryptography springs from 

Greek that stands for secret writing. The most 

objective of the cryptography is to produce the 

confidentiality. . the 2 vital words employed in 

cryptography are secret writing and secret writing. 

Secret writing means that to encipher a secret 

message employing a key. Secret writing means 

that to decipher the encrypted secret message to 

induce the first message. There are 2 sorts of 

cryptologic measures To realize these objectives: 

stellate Cryptography and uneven Cryptography. 

There are several algorithms to produce the safety 

like AES, DES, RSA, Rail fence, DSA, 

Elgamal.AES, DES, Rail fence comes un- der 

stellate cryptography and RSA, DSA, and Elgamal 

comes below uneven cryptography. the most 

objective of those algorithms is to produce a secure 

manner of communication over a network. For 

associate degree uneven cryptography there's a key 

distribution happens between the users on the each 

ends. Key distribution means that the transfer of 

keys between the top users. 

 

2. DIFFERENT APPROACHES OF 

CRYPTOGRAPHY ASYMMECTRIC 

CRYPTOGRAPHY 

 

 Asymmectric Cryptography: 

 

Asymmetric algorithms essentially require two 

keys. One is that the public key and also the 

different is that the personal key. In these uneven 

algorithms the message are going to be encrypted 

through the general public key, that is merely 

renowned to the user, and also the encrypted 

message are going to be sent to the receiver. The 

receiver can rewrite the encrypted message with the 

sender’s personal key. Public key are going to be 

proclaimed publicallyto each user. So, here the 

protection is especially concerned to the personal 

key. Here the encoding are going to be done 

victimization the senders public key and also the 

cryptography are going to bedone by the personal 

key. The process of uneven encoding goes as 

follows  
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Fig. 1. ASYMMECTRIC CRYPTOGRAPHY: 

 

  

 

3. SYMMETRIC CRYPTOGRAPHY: 

 

 Symmetric algorithmic program deals with 

just one shared key. The Shared key are going to be 

used each for coding and also the decryption. The 

sender encrypts the message with the shared key 

and sends the encrypted message to the receiver. 

The receiver rewrites the message with the shared 

key to decrypt the message. Here if the secret’s 

compromised then the attack are going to be 

simple. So, here the safety is principally committed 

the confidentiality with the shared key. It is a 2 

manner algorithmic program because it deals with 

just one key that's shared between the sender and 

also the receiver. it's otherwise known as as secure-

key algorithmic program. the sole advantage is that 

the coding of the information are going to be 

stronger. The process of parallel coding goes as 

follows  

 

 

 

 
 

 

Fig. 2. SYMMETRIC CRYPTOGRAPHY 

 

we can clearly see that both the cryptographic 

approaches does the same thing but the only 

change is in the key, one uses the shared key and 

the other uses two keys. 2 In this paper , we have a 

tendency to progressing to use a uneven 

algorithmic program and that we are progressing to 

increase the protection to the RSA algorithmic 

program. the most advantage of the RSA 

algorithmic program has one key to write and 

having one key to decode.  

 

4. RELATED WORKS 

A. Overview Of Rsa Algorithm: 

 

RSA is AN uneven science formula utilized 

by the pc devices for the cryptography and secret 

writing of the message for the secure transfer and 

it's one in every of the initial systems. The most 

necessary properties of public key cryptography 

theme are :  

• Public and personal keys are used for 

cryptography and secret writing thence this can be 



International Journal of Research in Advent Technology, Special Issue, March 2019 

E-ISSN: 2321-9637 

International Conference on Technological Emerging Challenges (ICTEC-2019) 

Available online at www.ijrat.org 

 

208 

 

a property that's applicable for this formula than the 

stellate cryptography formula  

• The receiver can desires a novel key for the 

secret writing which secret is referred as a personal 

key and therefore the receiver desires a novel key 

for cryptography which secret is referred as a 

public key.  

• This formula is advanced by the attackers to 

spot the plain text from the cipher text and 

therefore the public key  

• Even although this public key personal and 

personal key are generated mathematically it's not 

such a straightforward to spot the private key from 

the general public key. 

 Generation of public key and personal key 

in RSA:  

When the person are coming to begin 

communication victimization cryptography then 

there's a requirement of generation of the uneven 

keys and therefore the generation of this uneven 

will follow the bound process: 

 • Module generation(n) 

 • Select 2 prime numbers P and letter 1) 

currently calculate n=p*q wherever n could be a 

largest variety and it's at a minimum of 512 bits.  

• To notice derived number(e) 1) e ought to be 

bigger than one and fewer than (p-1)(q-1). 2) The 2 

numbers e and (p-1)(q-1) ought to be co-primes 

 • Public key generation  

• The module and therefore the derived variety 

(n, e) can creates the general public key 

 • The strength of the RSA is that the attackers 

cannot notice the n price a part of public key in 

finite time because it is obtained from the 2 primes 

p and letter. 

 • Private key generation 

 • The non-public key d is calculated from p, q 

and e.  

1) d is that the inverse of This relationship 

is written mathematically as follows – male erectile 

dysfunction = one mod (p-1)(q-1) Here each the 

primes p and letter ought to be co primes. RSA 

formula is incredibly sturdy as a result of it takes a 

heap of days to decipher those prime numbers. It 

involves numerous resolution ways . The process 

of the RSA formula goes as follows Example:  

Let’s say P and letter are seventeen and 

eleven. Then n = P * letter = 187. 

e = (P-1) * (Q-1) = (17-1) * (11-1) = (16 * 10) = a 

hundred and sixty connected 

 prime is 7. 

 d = e ^ (-1) mod n d = twenty three keys generated 

area unit (7,187) and (23,187)  

Message encryption: Receiver provide her public 

key n and e to sender and keeps her non-public key 

secret. Sender desires to send message M to 

receiver. He computes the cipher text c: C= m^e 

mod n C = (88)^ seven mod (187)  By hard we'll 

get, C = 11 

 Message decryption: Receiver will recover m 

from c by victimization her non-public key d 

within the following procedure m = c^d mod n M = 

(11) ^ twenty three mod (187) By hard the worth 

we'll get, M = 88.  

 

 

 
 

Fig. 3. 

 

5. RSA ANALYSIS 

 

The security of RSA relies upon the 

qualities of two separate capacities. The RSA 

cryptosystem is most mainstream open key 

cryptosystem quality of which depends on the 

down to earth trouble of figuring the substantial 

numbers.  

•Encryption Function  

•Key Generation  

In the event that both of these two capacities are 

demonstrated non single direction, at that point 

RSA will be broken. Actually, in the event that a 

procedure for calculating effectively is created, at 

that point RSA will never again be sheltered.  

The quality of RSA encryption radically goes 

down against assaults if the number p and q are not 

expansive primes as well as picked open key e is a 

modest number. 
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6. PROPOSED ALGORITHM 

 

As we all know that the RSA algorithmic 

program is principally involved non-public key. So, 

we have a tendency to area unit reaching to offer 

the protection for the non-public key. Our model is 

that we have a tendency to area unit reaching to 

offer a countersign that mixes 2 elements. One half 

are going to be directly far-famed with the sender 

and therefore the alternative half are going to be 

generated by the algorithmic program. this implies 

user can generate 0.5 countersign and therefore the 

remaining 0.5 are going to be generated by the 

algorithmic program. This counter sign are going to 

be send to the user before encrypting . 

 

 

 
 

As we tend to all understand that the RSA rule 

is mainly concerned personal key. So, we've got a 

bent to square measure progressing to provide the 

protection for the personal key. Our model is that 

we've got a bent to square measure progressing to 

provide a countersign that mixes a pair of parts. 

One 0.5 are progressing to be directly known with 

the sender and thus the choice 0.5 are progressing 

to be generated by the rule. this means user will 

generate zero.5 countersign and thus the remaining 

0.5 are progressing to be generated by the rule. 

This countersign are progressing to be send to the 

user before encrypting. 

 

7. CONCLUSION 

 

In this section, we conclude in our paper 

we provide security for data generating from IOT 

on cloud As we know that the RSA algorithm is 

mainly involved with private key. So, we are going 

to provide the security for the private key. Our 

model is that we are going to provide a password 

that combines two parts. One part will be directly 

known with the sender and the other part will be 

generated by the algorithm. This means user will 

generate half password and the remaining half will 

be generated by the algorithm. This password will 

be send to the user before encrypting . 
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