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Abstract: We attempt to display a reasonable correlation between the most widely recognized four encryption algorithms in particular; 

AES, DES, 3DES and Blowfish as far as security and power utilization. This quickly depicts another technique to improve the security of 

Blowfish algorithm; this can be conceivable by supplanting the pre-characterized XOR task by new activity '#'. When we are including 

extra key and supplanting old XOR by new activity '#', Blowfish will gives better outcomes against an interruption. This paper is about 

encryption and unscrambling of messages utilizing the secret key square figure which is known as 64-bits Blowfish which is being 

intended to expand the general message security and furthermore to improve the execution. 
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1. INTRODUCTION: 

 There are numerous Encryption algorithms which are 

created and are utilized for data security. They are ordered into 

for the most part two sorts relying on the kind of security keys. 

The two classifications are symmetric and unbalanced 

encryptions. In symmetric or private encryption just a single key 

is utilized to encode or decrypt the information.  

 Quality of the symmetric encryption relies on the 

measure of the key. For a similar algorithm, encryption utilizing 

the more drawn out key is hard to break than one utilizing littler 

key. In a symmetric or open encryption two keys are utilized, 

one is utilized to scramble and other is utilized to unscramble 

the information [6]. 

 Blowfish is square figure 64-bit square that can be 

utilized as a swap for the DES algorithm. It takes a variable 

length key, running from 32 bits to 448 bits; default 128 bits. 

Blowfish is unpatented, permit free, and is accessible free for all 

clients. Blowfish has variations of 14 rounds or less. Blowfish is 

successor to Twofish [13]. This is sorted out as pursues: Related 

work has been displayed in segment 2, execution investigation 

of various encryption algorithm in area 3, investigation of 

Blowfish algorithm in segment 4, Study of proposed algorithm 

to adjust Blowfish utilizing 4-states. 

 

2. LITERATURE SURVEY: 

 [1][11][12] the four of the prevalent secret key 

encryption algorithms, i.e., DES, 3DES, AES (Rijndael), and the 

Blowfish have been actualized, and their execution is thought 

about by scrambling input records of fluctuating substance and 

sizes, on various Hardware stages. The algorithms have been 

actualized in a uniform language, utilizing their standard details, 

to permit a reasonable examination of execution speeds. 

 [2] This acquaints another technique with improve the 

execution of the Bluefish Algorithm. This is finished by 

building another structure for the 16 adjusts in the first 

algorithm by supplanting the OR activity with another presented 

task. This structure influences utilization of numerous to emit 

keys. The standard of Cellular Automata (CA) is utilized to 

produce these various keys in a basic and compelling way. The 

proposed technique gives top notch encryption, and the 

framework is exceptionally impervious to endeavors of breaking 

the cryptography key. 

 

3. DESCRIPTION OF ALGORITHM  

Blowfish is the symmetric square figure algorithm and it 

scrambles the square information of 64-bits at once. It pursues 

the Feistel organize and the working procedure of this algorithm 

is isolated into two sections. 

A. Key-expansion  

In this part we will separated the key of at most 448 bits into a 

few sub key exhibits with the end goal that complete will tally to 

4168 bytes. 

B. Data-Encryption 

 In the information encryption process we will emphasize 

multiple times of system. Furthermore, in each round, there 

comprises of the key-subordinate change, and the key-and 

information subordinate substitution. The tasks in the algorithms 

are XORs or increases on 32-bit words. What more we need to 

do in this procedure is to make four recorded cluster information 

query tables for each round. 

 

4. STUDY OF BLOWFISH ALGORITHM: 

Blowfish is a symmetric square figure that can be utilized as a 

drop-in substitution for DES or IDEA. It takes a variable-length 

key, from 32 bits to 448 bits, making it perfect for both 

residential and exportable use. Blowfish was planned in 1993 by 

Bruce Schneier as a quick, free option in contrast to existing 

encryption algorithms. From that point forward it has been 

broke down significantly, and it is gradually picking up 

acknowledgment as a solid encryption algorithm [7]. Blowfish 

is a variable-length key, 64-bit square figure. The algorithm 

comprises of two sections: a key development part and an 

information encryption part. Key development changes over a 

key of at the most 448 bits into a few sub key clusters totalling 

4168 bytes. Information encryption happens through a 16-round 

Feistel organize. Each round comprises of a key ward 

Permutation, and a key-and information subordinate 

substitution. All tasks are XORs and augmentations on 32-bit 

words. The main extra activities are four recorded exhibit 

information queries per round. 
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5. ARCHITECTURE: 

                                    
 

6. Study of proposed algorithm to modify 

Blowfish using 4-states:  

This exploration proposed another improvement to the Blowfish 

algorithm. The proposed improvement makes utilization of the 

new activity characterized in the past segment, task '#' connected 

amid each round in the first Blowfish algorithm, where another 

key is expected to apply this task at the two sides, this key may 

come in paired structure and convert to a 4-states key, or it 

might as of now arrive in a 4-states as that should be possible 

with quantum channel. Therefore, two keys will be utilized in 

each round of the first Blowfish, the main key K1will be utilized 

with the xL and Pi to deliver the following left part. The second 

key K2 will be utilized with F (xL) and xR to create the correct 

part. These three contributions to the '#' task ought to be right 

off the bat changed over from 32 bits to a 16 digits each might 

be one of four states (0, 1, 2, 3), i.e., every two bits changed 

over to its proportional decimal digits 

 
 

7. WORK IN FIELD OF BLOWFISH ALGORITHM   As per paper "Blowfish Algorithm Josef Steinberger , 

and Karel Ježek ". Ms Neha Khatri – Valmik, Prof. V. K 
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Kshirsagar Dept. of Comp. Science and Engg. Govt. School of 

Engg. Aurangabad, India. Apr. 2014  

 In this work the creator has talked about Blowfish 

algorithm, that it is a variable-length key square figure. What's 

more, in this he have depicted in subtleties the working of the 

blowfish algorithm and applications where the blowfish 

algorithm is utilized. For this paper we get the thought with 

respect to the procedure which is adjusted in the encryption and 

decoding utilizing the blowfish algorithm. The data which we 

get from this paper are as per the following, the key size which 

is utilized for encryption and in the unscrambling procedure and 

rounds which are performed in the information encryption and 

last yield which we get from that. 

 

8. CONCLUSION: 

AES has a superior execution than other regular algorithms. 

AES should be better algorithm which was contrasted with 

unique Blowfish Algorithm. Blowfish has no known security 

feeble focuses so far it tends to be considered as a phenomenal 

sort of standard encryption algorithm. Be that as it may, 

including extra key and supplanting the old XOR by new 

activity '#' as a purposed by this investigation to give more 

heartiness to Blowfish Algorithm and make it more grounded 

against an interruption. This development Blowfish Algorithm is 

increasingly proficient in vitality utilization and security to 

decrease the utilization of battery control gadget. 

 

REFERENCES: 

[1] Himani Agrawal and Monisha Sharma 

“Implementation and analysis various symmetric 

cryptosystems “ in indian Journal of Science and 

Technology in Vol. 3 No.12 (Dec 2010) ISSN: 0974- 

6846.pp.1173-1176.  

[2] Jawahar Thakur, Nagesh Kumar,“DES,AES 

andBlowfish: Symmetric Key Cryptography 

Algorithms Simulation Based Performance Analysis,“ 

in International Journal of Emerging Technology and 

Advanced Engineering (ISSN 2250-2459, Volume 1, 

Issue 2, December 2011), pp.6-12  

[3] Shanta, yoti Vashishtha on “ Evaluating the 

performance of Symmetric Key Algorithms: 

AES(Advanced Encryption Standarand DES (Data 

Encryption Standard) in IJCEM International Journal 

of Computational Engineering & Management, Vol. 15 

Issue 4, July 2012 ,pp.43-49  

[4] Monika Agrawal,Pradeep Mishra “A Comparative 

Survey on Symmetric Key Encryption 

Techniques”International Journal on Computer Science 

and Engineering (IJCSE) Vol.4 No. 05 May 2012, 

pp.877-882.  

[5] Ms NehaKhatri – Valmik and Prof. V. K Kshirsagar 

,"Blowfish Algorithm",IOSR Journal of Computer 

Engineering (IOSR-JCE),e-ISSN: 2278-0661, p- ISSN: 

2278-8727Volume 16, Issue 2, Ver. X (Mar-Apr. 

2014), PP 80-83,Apr. 2014  

[6] Pia SinghProf. Karamjeet Singh, "IMAGE 

ENCRYPTION AND DECRYPTION USING 

BLOWFISH ALGORITHM IN MATLAB", 

International Journal of Scientific & Engineering 

Research, Volume 4, Issue 7, July-2013,ISSN 2229-

5518  

[7] Maulik P. Chaudhari and Sanjay R. Patel,A Survey on 

Cryptography Algorithms,International Journal of 

Advance Research in Computer Science and 

Management Studies,Volume 2, Issue 3, March 

2014,ISSN: 2321-7782  

[8] Pratap Chnadra Mandal,Superiority of Blowfish 

Algorithm,International Journal of Advanced Research 

in Computer Science and Software Engineering  

[9] Daemen, J., and Rijmen, V. "Rijndael: The Advanced 

Encryption Standard."Dr. Dobb's Journal, March 

2001, PP. 137-139. 

[10] Coppersmith, D. "The Data Encryption Standard (DES) 

and Its Strength against Attacks."IBM Journal of 

Research and Development, May 194,pp. 243 -250. 

[11] R. Vasantha, R. Satya Prasad , " An identity encryption 

cloud scheme based on SMTP using advanced blow 

fish algorithm"International Journal of Engineering & 

Technology ,  7 (1.5) (2018) 191-195  

[12] R. Vasantha, R. Satya Prasad" An Advanced Security 

Analysis by Using Blowfish Algorithm" International 

Journal of Scientific Research in Computer Science, 

Engineering and Information Technology © 2017 

IJSRCSEIT | Volume 2 | Issue 6 | ISSN : 2456-3307 

 

 


