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Abstract: Multi-screen streaming media is being widely used in todays world. Users subscribe to interested channels and 

and their data is stored on cloud. A miner who have access to this data can analyze users behavioural pattern and attack on 

them by unnecessary spamming which might lead to harmful sites. In any case, while mining information put away on open 

cloud, it definitely presents protection worries on sensitive datasets. To empower regular itemset mining, this work requires n 

supported semi-genuine servers to make scattered decipherment throughout the analysis on encrypted information. Also, the 

need for this extra n supported semi-fair servers backs off the consecutively time of continuous itemset mining and presents 

gigantic collaborations and correspondence overheads. In this proposed framework, a protection safeguarding structure for 

safe regular itemset mining on encoded information, where just a single helped server (alluded to as Evaluator) is required 

other than the Cloud Service Provider (CSP). A modified paillier homomorphic algorithm is used here for encrypting the user 

hit count data which is encrypted and can be used for analysis purpose directly. 

Key Words: paillier encryption, data security, multi-screen streaming. 

 

1. INTRODUCTION  

Distributed computing is the Practice of utility figuring 

where, assets are professional vided by the specialist organi-

zation and the customer will pay as they utilize the assets. 

Client can get to the cloud through thin customer. Cloud 

likewise gives memory to substantial measure of infor-

mation to store and permits calculation. Consequently parcel 

of client can depend on cloud as it lessens the framework 

cost that the client needs to contribute.  

Frequent itemset mining, that will be that the fundamental 

activity in association rule mining, is a standout amongst the 

most broadly utilized information mining strategies on huge 

datasets today. With the sensational increment on the size of 

datasets gathered and put away with cloud benefits lately, it 

is likely to convey this calculation escalated mining process 

in the cloud. The measure of work additionally exchanged 

the estimated mining calculation into the correct calculation, 

where such techniques not just enhance the precision like-

wise plan to improve the effectiveness. In any case, while 

mining information put away on open mists, it definitely 

presents protection worries on sensitive datasets. 

There are many applications that are used by customers and 

their data being stored on cloud. The user is constantly wor-

ried about their data being wrongfully used or even being 

seen by others. In this project, the user can subscribe or buy 

to various channels that are available and watch videos. 

Many miners eagerly wait to use their data for recommenda-

tion purpose in general. By studying the user behavioral pat-

tern, the miners can even attack on them by unnecessary 

spamming which the user does not need. Here, in this pro-

ject, mining is performed on encrypted user data to ensure 

user privacy and mining results in channel recommendation 

for users which can be used in multiple screens. Paillier ho-

momorphic encryption is used for this purpose, which is 

best suited for frequent item set mining that is being used 

here. 

User can shift from system to their mobile phone by scan-

ning the qr code of the video and then logging in. User can 

add trustworthy device also. We can either set the device for 

one-time access or trustworthy device. In this way, the video 

can be shared among devices without interruption and user 

need not login again and again.  

  

2. RELATED SYSTEM 
To empower frequent itemset mining, this work requires n 

supported semi-genuine servers to perform distributed deci-

pherment throughout the analysis on encrypted information. 

Also, the need for this extra n supported semi-fair servers 

backs off the running time of continuous itemset mining and 

presents gigantic collaborations and correspondence over-

heads. There are many homomorphic algorithms that can be 

used, but each with different purposes. RSA is not fully ho-

momorphic as it does not support additive property. RSA 

supports multiplicative homomorphic property, that is on 

performing multiplication on encrypted data directly, we get 

the actual result which is obtained on multiplying original 

input values. 

 

 

 

 
 

Also, white box cryptography does some special obfusca-

tion method which is used for obfuscating some very specif-

ic type of code.    

 

 

3. PAILLIER PRIVACY 

Paillier cryptosystem is widely used as a homomorphic en-

cryption plan to guarantee security prerequisites in numer-

ous privacy ɸ preserving information mining plans. Homo-

morphic encryption plot is one of the valuable apparatuses 

for taking care of encoded delicate data. Be that as it may, a 
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large portion of existing plans has not been broadly utilized 

as a part of down to applications because of their inefficien-

cy. In this paper, we give an added homomorphic encryption 

plot which can be utilized for assessing some measurable 

data, for example, the mean and variance.  

Frequently used terms: 

ɸ𝑛 - set of n integers   

ɸ𝑛∗ - set of integers coprime to n - this set consists of ɸ(𝑛) 

number of integers  

ɸ𝑛𝑛∗ - set of integers coprime to 𝑛  - this set consists of 

𝑛ɸ(𝑛) number of integers 

ɸ(𝑛) is Eulers totient function, that is number of positive in-

tegers which are less than n and are co-primes to n. 

Key group:  

n=pq where p and q are large prime numbers that are ran-

domly chosen. 

λ=lcm(p-1)(q-1) 

Selecting α and 𝛽 randomly from set of ɸ 𝑛𝑛∗ then calculate  

𝑔=(𝛼n+ 1)𝛽  mod 𝑛   

Public-key: (n, g), Secret key: λ 

Encryption  

1. Let m be the message to be encrypted where 𝑚∈ ɸ 𝑛  

2. Selecting random r where 𝑟∈ ɸ ∗𝑛  

3. Compute ciphertext as: 𝑐=𝑔 ∙𝑟  mod 𝑛   

Decryption  

1. Ciphertext 𝑐∈ ɸ ∗𝑛  

2. Compute message: 𝑚=(𝑐  mod 𝑛 ) . µ mod n where 

function  (u)=
   

 
. 

The main difference from the original paillier algorithm is the 𝑔 that is being 

chosen. The density of this is mostly n. The likelihood that the irregular 

component from the set picked up is extremely unimportant in bit length of 

open key n. 

Paillier additive homomorphic property: 

D(E(m1)*E(m2) mod n^2) = (m1 + m2) mod n 

where, E(m1) = encrypted message1; E(m2) = encrypted 

message2; M1= message1; M2=message2;  

           D() is the decryption function. 

In this scenario, suppose, there are 3 users and 5 channels to 

which they can subscribe and watch videos. The number of 

videos they have watched in each channel is recorded and 

the overview can be seen in Table 1. 

Table 1: User hit count on channels 

 Movies Sports News Comedy Discover 

User1 5 13 0 10 8 

User2 7 0 3 15 2 

The number of times the user has visisted that particular 

channel is noted and this data when used in wrong hands, 

they can harm user by spamming. So, for transparency, the-

se digits can be encrypted using paillier algorithm. For ana-

lysing purpose, performing frequent item set mining, where 

addition of these encrypted data is possible using the addi-

tive homomorphic property of paillier. Overall user data can 

be obtained and recommended for the users as trending vid-

eos from that channel or as most watched and subscribed 

channel.    

       

4. RESULTS 
In this segment, we assess the execution of our conventions, 

what's more, contrast it and past arrangements. The execu-

tion assessments for our protection safeguarding regular 

itemset mining conventions are tried on four PCs running 

Windows 10 with Intel Core i5-4570 4.20 GHz CPU on 8 

GB RAM. In particular, one is utilized to mimic information 

clients to scramble every one of the exchanges also, transfer 

them to CSP; one is utilized as the Miner, and whatever is 

left of the two are utilized as the CSP and the Evaluator in-

dividually. To inflate network latency, we assume that the 

delay of one round communication is around 10 millisec-

onds all things considered, and the broadcast rate between 

two servers is around 10 Mbps. 

 

5. CONCLUSION 

Here, a concrete privacy preserving recurrent item-set min-

ing on encoded cloud data is proposed with improved effi-

ciency and security. A multi-screen channel user data is 

used for this purpose. User can subscribe to the various 

channels available and channel recommendation will be 

provided using query processing of encrypted data. In fu-

ture, further improvement can be done on huge datasets with 

improved efficiency. Also, many machine learning algo-

rithms are coming up, which can be used for better channel 

recommendation based on likes and peers watched videos. 
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