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Abstract- Current verification frameworks experience the ill effects of numerous shortcomings. Printed passwords are 

generally utilized; notwithstanding, clients don't pursue their necessities. Clients will in general pick significant words 

from lexicons, which make printed passwords simple to break and helpless against lexicon or beast compel assaults. 

Numerous accessible graphical passwords have a secret key space that is not exactly or equivalent to the literary secret 

word space. Shrewd cards or tokens can be stolen. Numerous biometric validations have been proposed; be that as it 

may, clients will in general oppose utilizing biometrics due to their meddling and the impact on their protection. 

Additionally, biometrics can't be disavowed. In this paper, we present and assess our commitment, i.e., the 3-D secret 

word. The 3-D secret word is a multifaceted validation plot. To be verified, we present a 3-D virtual condition where 

the client explores and cooperates with different articles. The grouping of activities and communications toward the 

articles inside the 3-D condition develops the client's 3-D secret phrase. The 3-D secret word can consolidate most 

existing confirmation plans, for example, printed passwords, graphical passwords, and different kinds of biometrics 

into a 3-D virtual condition. The plan of the 3-D virtual condition and the kind of articles chose decide the 3-D secret 

word key space. 

Index Terms- Textual Passwords; Biometric Passwords; Graphical Passwords; 3-D Passwords.  

 

1. INTRODUCTION 

The sensational increment of PC utilization has offered 

ascend to numerous security concerns. One noteworthy 

security concern is confirmation, which is the way 

toward approving your identity to whom you professed 

to be. When all is said in done, human validation 

methods can be delegated: 

 
Fig. 1.  Human Authentication Techniques – 

Classification 

1.1. Textual Passwords 

Recall-based techniques require the user to repeat or 

reproduce a secret that the user created before. 

Recognition based techniques require the user to 

identify and recognize the secret, or part of it, that the 

user selected before. One of the most common recall-

based authentication schemes used in the computer 

world is textual passwords. One major drawback of the 

textual password is its two conflicting requirements: 

the selection of passwords that are easy to remember 

and, at the same time, are hard to guess. 

Klein [2] collected the passwords of nearly 15 000 

accounts that had alphanumerical passwords, and he 

reached the following observation: 25% of the 

passwords were guessed by using a small yet well- 

formed dictionary of 3 X 106 words. Furthermore, 21% 

of the passwords were guessed in the first week and 

368 passwords were guessed within the first 15 min. 

Klein [2] stated that by looking at these results in a 

system with about 50 accounts, the first account can be 

guessed in 2 min and 5–15 accounts can be guessed in 

the first day. Klein [2] showed that even though the full 

textual password space for eight-character passwords 

consisting of letters and numbers is almost 2 X 1014 

possible passwords, it is easy to crack 25% of the 

passwords by using only a small subset of the full 

password space. It is important to note that Klein’s 

experiment was in 1990 when the processing 

capabilities, memory, networking, and other resources 

were very limited compared to today’s technology. 

1.2. Graphical passwords 

Various graphical password schemes have been 

proposed. Graphical passwords are based on the idea 

that users can recall and recognize pictures better than 

words. However, some of the graphical password 

schemes require a long time to be performed. 

Moreover, most of the graphical passwords can be 

easily observed or recorded while the legitimate user is 

performing the graphical password; thus, it is 

vulnerable to shoulder surfing attacks. Currently, most 

graphical passwords are still in their research phase and 

require more enhancements and usability studies to 

deploy them in the market. 

1.3. Biometrics 

Numerous biometric plans have been proposed; 

fingerprints, palm prints, hand geometry, face 

acknowledgment, voice acknowledgment, iris 

acknowledgment, and retina acknowledgment are on 

the whole unique biometric plans. Each biometric 
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acknowledgment plot has its favorable circumstances 

and burdens dependent on a few factors, for example, 

consistency, uniqueness, and agreeableness. One of the 

primary downsides of applying biometrics is its 

nosiness upon a client's close to home trademark. 

Additionally, retina biometrical acknowledgment plans 

require the client to enthusiastically expose their eyes 

to a low-force infrared light. Furthermore, most 

biometric frameworks require an extraordinary 

examining gadget to verify clients, which isn't pertinent 

for remote and Internet clients. 

1.4. 3-D passwords 

The 3-D password is a multifaceted validation 

conspire. It can consolidate all current verification 

plans into a solitary 3-D virtual condition. This 3-D 

virtual condition contains a few articles or things with 

which the client can interface. The kind of association 

fluctuates starting with one thing then onto the next. 

The 3-D password is constructed by watching the 

activities and cooperations of the client and by 

watching the successions of such activities.  

It is the client's decision to choose which sort of 

verification methods will be a piece of their 3-D 

password. This is achieved through communicating just 

with the items that get data that the client is agreeable 

in providing and disregarding the articles that demand 

data that the client inclines toward not to provide. For 

instance, if a thing demands an iris filter and the client 

isn't happy in providing such data, the client just avoids 

interfacing with that thing. Besides, giving the client 

the freedom of decision with respect to what kind of 

validation plans will be a piece of their 3-D password 

and given the huge number of articles and things in the 

earth, the quantity of conceivable 3-D passwords will 

increment. Consequently, it turns out to be 

considerably more difficult for the aggressor to figure 

the client's 3-D password. 

 

2. RELATED WORKS 

Numerous graphical password plans have been  

proposed [6]– [8], [10]– [12]. Blonder [6] presented the 

principal graphical password blueprint. Bonder's 

concept of graphical passwords is that by having a 

foreordained picture, the client can choose or contact 

locales of the picture causing the arrangement and the 

area of the contacts to develop the client's graphical 

password. After Blonder [6] , the thought of graphical 

passwords was created. Numerous graphical password 

plans have been proposed. 

 
           Figure 2 –Graphical Passwords – Classification 

 

Dhamija and Perrig [7] proposed Déjà Vu, which is a 

Recognition-based graphical secret phrase framework 

that validates Users by picking portfolios among fake 

portfolios. These portfolios are workmanship 

randomized portfolios. Each picture is gotten from a 8-

B seed. In this manner, a confirmation server does not 

have to store the entire picture; it basically needs to 

store the 8-B seed. Another acknowledgment based 

graphical secret key is Passfaces [8]. Passfaces 

essentially works by having the client select a subgroup 

of k faces from a gathering of n faces. For validation, 

the framework demonstrates m appearances and one of 

the faces has a place with the subgroup k. The client 

needs to do the choice commonly to finish the 

validation procedure. Another plan is the Story plot [9], 

which requires the determination of pictures of items 

(individuals, vehicles, sustenances, planes, touring, and 

so forth.) to frame a story line. Davis et al. [9] inferred 

that the client's decisions in Passfaces and in the Story 

conspire result in a secret word space that is far not 

exactly the hypothetical entropy. Consequently, it 

prompts a shaky verification conspire.  

The graphical secret key pattern of Blonder [6] is 

viewed as review based since the client must recall 

determination areas. Besides, PassPoint [10]– [12] is a 

review based graphical secret phrase mapping, where a 

foundation picture is exhibited and the client is allowed 

to choose any point on the image as the client's secret 

key (client's PassPoint). Draw a Secret (DAS), which is 

a review based graphical secret key mapping and 

presented by Jermyn et al. [13], is essentially a matrix 

in which the client makes an illustration. The client's 

illustrations, which comprise of strokes, are viewed as 

the client's secret word. The estimate and the intricacy 

of the matrix influence the plausible secret key space. 

Bigger matrix sizes increment the full secret phrase 

space. Notwithstanding, there are constraints in 

framework unpredictability because of human blunder. 

It turns out to be difficult to review where the 

illustration began and finished and where the center 

focuses were on the off chance that we have expansive 

lattice sizes.  
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One vital kind of verification depends on your identity 

or, at the end of the day, biometrics. Biometric 

acknowledgment frameworks have been 

comprehensively contemplated as a method for 

validation. Fingerprints, palmprints, face 

acknowledgment, voice acknowledgment, and iris and 

retina acknowledgment are altogether extraordinary 

philosophies of biometric acknowledgment 

frameworks.  

• Human properties are helpless against change every 

now and then because of a few reasons, for example, 

maturing, scarring, face cosmetics, change of hairdo, 

and ailment (change of voice).  

• People will in general oppose biometrics for various 

reasons. A few people feel that keeping a duplicate of 

the client's fingerprints isn't adequate and is a risk to 

the client's protection. Likewise, a few clients oppose 

the possibility of a low-power infrared light or some 

other sort of light coordinated at their eyes, for 

example, in retina acknowledgment frameworks.  

• Biometrics can't be disavowed, which prompts a 

predicament in the event that the client's information 

have been produced. Dissimilar to other confirmation 

plans where the client can change his/her printed secret 

phrase if there should arise an occurrence of stolen 

secret phrase or supplant his/her token on the off 

chance that it has been stolen or fashioned, a client's 

biometrics can't be renounce. 

 

3. SCHEME 

In this area, we present a multifaceted confirmation 

conspire that consolidates the advantages of different 

verification plans. We attempted to fulfill the 

accompanying prerequisites  

1. The new plan should not be either review based or 

Recognition based as it were. Instead, the plan should 

be a mix of review , acknowledgment , biometrics-, 

and Token-based confirmation plans.  

2. Users should have the freedom to choose whether the 

3-D password will be exclusively review , biometrics-, 

acknowledgment , or token-based, or a mix of two 

plans or more. This freedom of choice is fundamental 

since clients are different and they have different 

necessities. A few clients dislike to convey cards. A 

few clients dislike to provide biometrical data, and a 

few clients have poor recollections. Thusly, to 

guarantee high client worthiness, the client's freedom 

of determination is essential.  

3. The new plan should provide privileged insights that 

are anything but difficult to recollect and extremely 

difficult for intruders to figure.  

4. The new plan should provide privileged insights that 

are difficult to record on paper. Additionally, the plan 

privileged insights should be difficult to impart to other 

people.  

5. The new plan should provide mysteries that can be 

effectively revoked or changed.  

 

Based on the aforementioned prerequisites, we propose 

our commitment, i.e., the 3-D password validation 

conspire. 

4. 3-D PASSWORD 

The 3-D password is a multifaceted validation plot. 

The 3-D password introduces a 3-D virtual condition 

containing different virtual items. The client explores 

through this condition and interfaces with the items. 

The 3-D password is just the blend and the grouping of 

client associations that happen in the 3-D virtual 

condition. The 3-D password can consolidate 

acknowledgment ,  review , token-, and biometrics-

based frameworks into one validation conspire. This 

should be possible by designing a 3-D virtual condition 

that contains objects that demand data to be recalled, 

data to be recognized, tokens to be presented, and 

biometrical data to be verified.  

 

For instance, the client can enter the virtual condition 

and type something on a PC that exists in (x1, y1, z1) 

position, at that point go into a room that has a unique 

finger impression acknowledgment device that exists in 

a position (x2, y2, z2) and provide his/her finger 

impression. At that point, the client can go to the 

virtual carport, open the vehicle door, and turn on the 

radio to a particular channel. The blend and the 

arrangement of the past activities toward the particular 

articles build the client's 3-D password.  

 

1.Computer with which the client can type;  

2.A unique finger impression reader that requires the 

client's unique finger impression;  

3.A biometrical acknowledgment device;  

4.A paper or a white board that a client can compose, 

sign, or Draw on;  

5.An automated teller machine (ATM) that demands a 

token;  

6.A light that can be switched on/off.  

7.A TV or radio where channels can be selected;  

8.A staple that can be punched;  

9.A vehicle that can be driven;  

10.A book that can be moved starting with one spot 

then onto the next;  

11.Any graphical password conspire;  

12.Any genuine item;  

13.Any up and coming verification plot.  

 

The activity toward an article (accept a unique mark 

acknowledgment device) that exists in area (x1, y1, z1) 

is different from the activities toward a comparable 

item (another unique mark acknowledgment device) 

that exists in area (x2, y2, z2), where x1!= x2, y1!= y2, 

and z1!= z2. Along these lines, to play out the 

authentic 3-D password, the client must pursue a 

similar situation performed by the real client. This 

implies cooperating with similar articles that reside at 

the accurate areas and play out the precise activities in 

the best possible succession. 

 

5. 3-D PASSWORD SELECTION AND INPUTS 

Give us a chance to consider a 3-D virtual 

environment space of size G x G x G. The 3-D 

environment space is represented by the coordinates (x, 

y, z) Є [1, . . . , G] x [1, . . . , G] x [1, . . . , G]. The 

articles are distributed in the 3-D virtual environment 
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with one of a kind (x, y, z) coordinates. We expect that 

the client can explore into the 3-D virtual environment 

and associate with the items utilizing any information 

device, for example, a mouse, keyboard, unique mark 

scanner, iris scanner, stylus, card reader, and 

mouthpiece. We consider the grouping of those 

activities and cooperations utilizing the past 

information devices as the client's 3-D password. For 

instance, consider a client who explores through the 3-

D virtual environment that comprises of an office and a 

gathering room. Give us a chance to expect that the 

client is in the virtual office and the client pivots to the 

door located in (10, 24, 91) and opens it. At that point, 

the client shuts the door. The client at that point finds a 

PC to one side, which exists in the position (4, 34, 

18),And the client types "FALCON." Then, the client 

strolls to the gathering room and gets a pen located at 

(10, 24, 80) and draws just a single dot in a paper 

located in (1, 18, 30), which is the dot (x, y) coordinate 

with respect to the paper space is (330, 130). The client 

at that point presses the login catch. The underlying 

portrayal of client activities in the 3-D virtual 

environment can be recorded as pursues: 

(10, 24, 91) Action = Open the office door; 

 

(10, 24, 91) Action = Close the office door; 

 

(4, 34, 18) Action = Typing, “F”; 

 

(4, 34, 18) Action = Typing, “A”; 

 

(4, 34, 18) Action = Typing, “L”; 

 

(4, 34, 18) Action = Typing, “C”; 

 

(4, 34, 18) Action = Typing, “O” 

 

(4, 34, 18) Action = Typing, “N”; 

 

(10, 24, 80) Action = Pick up the pen; 

 

(1, 18, 80) Action = Drawing, point = (330, 130). 

 

 
 

Figure 3 – (a) Snapshot of a proof-of-concept 3-D 

virtual environment, where the user is typing a textual 

password on a virtual computer as a part of the user’s 

3-D password. (b) Snapshot of a proof- of-concept 

virtual art gallery, which contains 36 pictures and six 

computers 

To simplify the idea of how a 3-D password works, 

Fig. 4 shows a state diagram of a possible 3-D 

password authentication system. 

6. 3-D  VIRTUAL ENVIRONMENT  DESIGN 

GUIDELINES 

Designing an all-around studied 3-D virtual 

environment influences the convenience, viability, and 

worthiness of a 3-D password framework. Thusly, the 

initial phase in building a 3-D password framework is 

to design a 3-D condition that mirrors the 

administration needs and the security necessities. The 

design of 3-D virtual situations should pursue these 

guidelines. 

 
Figure 4 – State diagram of a possible 3-D password      

application 

a. Real-life similarity: The imminent 3-D virtual 

environment should reflect what individuals are used to 

finding, all things considered. Items used in virtual 

environments should be moderately comparable in size 

to genuine articles (sized to scale). Conceivable 

activities and associations toward virtual articles 

should reflect genuine circumstances. Article reactions 

should be practical. The objective should have a 3-D 

virtual environment that clients can associate with, by 

utilizing presence of mind.  

b. Object uniqueness and distinction: Each virtual article 

or thing in the 3-D virtual environment is different 

from some other virtual item. The uniqueness 

originates from the way that each virtual article has its 

very own qualities, for example, position. 

Subsequently, the planned connection with item 1 

isn't equivalent to the association with article 2. In 

any case, having comparable articles, for example, 20 

PCs in a single spot may befuddle the client. In this 

manner, the design of the 3-D virtual environment 

should consider that each article should be 

distinguishable from different items. A 

straightforward genuine precedent is home 

numbering. Expect that there are at least 20 homes 

that resemble one another and the homes are not 

numbered. It is difficult to distinguish which house 

was visited a month prior. Additionally, in designing 

a 3-D virtual environment, it should be simple for 

clients to explore through and to distinguish between 

articles. The distinguishing factor builds the client's 
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acknowledgment of items. In this manner, it improves 

the framework convenience. 

c. Three-dimensional virtual environment size:  

A 3-D virtual environment can depict a city or even the 

world. Then again, it can depict a space as focused as a 

solitary room or office. The extent of a 3-D 

environment should be painstakingly studied. A huge 

3-D virtual environment will build the time required by 

the client to play out a 3-D password. Additionally, a 

huge 3-D virtual environment can contain countless 

items. Along these lines, the plausible 3-D password 

space broadens. Be that as it may, a little 3-D virtual 

environment as a rule contains just a couple of items, 

and along these lines, playing out a 3-D password will 

take less time. 

d. Number of objects (items) and their types:  

Some portion of designing a 3-D virtual environment is 

determining the sorts of articles and what number of 

items should be placed in the environment. The sorts of 

items reflect what kind of reactions the article will 

have. For effortlessness, we can consider mentioning a 

printed password or a unique mark as an item reaction 

type. Choosing the correct item reaction types and the 

quantity of articles influences the likely password 

space of a 3-D password. 

e. System importance: The 3-D virtual environment 

should consider what systems will be protected by a 

3-D password. The number of objects and the types 

of objects that have been used in the 3-D virtual 

environment should reflect the importance of the 

protected system. 

 

7. 3-D PASSWORD APPLICATION 

Since a 3-D password can have a password space that 

is huge compared to other confirmation plots, the 3-D 

password's principle application domains are securing 

basic frameworks and assets. Conceivable basic 

applications include the accompanying. 

1. Critical servers: Many large organizations have critical 

servers that are usually protected by a textual 

password. A 3-D password authentication proposes a 

sound replacement for a textual password. Moreover, 

entrances to such locations are usually protected by 

access cards and sometimes PIN numbers. Therefore, a 

3-D password can be used to protect the entrance to 

such locations and protect the usage of such servers. 

2. Nuclear and military facilities: Such facilities should 

be protected by the most dominant confirmation 

frameworks. The 3-D password has a huge plausible 

password space, and since it can contain token-, 

biometrics-, acknowledgment , and knowledge-based 

confirmations in a solitary verification framework, it is 

a sound decision for abnormal state security areas. 

3. Airplanes and jetfighters:  

In view of the conceivable risk of abusing planes and 

jetfighters for religion-political agendas, use of such 

planes should be protected by a ground-breaking 

validation framework. The 3-D password is recommended 

for these frameworks. 

 

In addition, 3-D passwords can be used in less critical 

systems because the 3-D virtual environment can be 

designed to fit any system’s needs. A small 3-D 

virtual environment can be used in many systems, 

including the following: 

i. ATMs; 

ii. Personal digital assistants; 

iii. Desktop computers and laptop logins; 

iv. Web authentication. 

 

8. SECURITY ANALYSIS 

To examine and study how secure a framework is, we 

need to consider how hard it is for the aggressor to 

break such a framework. A conceivable estimation is 

based on the data substance of a password space, which 

is defined in [13] as "the entropy of the likelihood 

distribution over that space given by the overall 

frequencies of the passwords that clients really pick." 

We have seen that printed password space might be 

moderately substantial; in any case, an assailant may 

just need a little subset of the full password space as 

Klein [2] observed to effectively break such a 

verification framework. Thus, it is vital to have a plan 

that has a huge conceivable password space as one 

factor for expanding the work required by the 

aggressor to break the verification framework. Another 

factor is to find a plan that has no past or existing 

knowledge of the most plausible client password 

choice, which can likewise oppose the assault on such 

a verification conspire. 

 
Figure 5 - Password space of the 3-D password, 

textual password, Passfaces, and DAS with grid sizes 

of 5 × 5 and 10 × 10. Length is the number of actions 

and interactions for a 3-D password, the number of 

characters for textual passwords, the number of 

selections for Passfaces, and the number of points that 

represent the strokes for DAS. The length is up to 

eight (characters/actions, interactions, 

inputs/selections). 

 

1.5.  3-D Password Space Size 

One important factor to determine how difficult it is 

to launch an attack on an authentication system is the 

size of the password space. To determine the 3-D 

password space, we have to count all possible 3-D 

passwords that have a certain number of actions, 

interactions, and inputs toward all objects that exist in 

the 3-D virtual environment. We assume that the 
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length of the 3-D password is Lmax, and the 

probability of the 3-D password of size greater than 

Lmax is zero. 

To measure the 3-D password space, we will calculate 

Π (Lmax, G) on a 3-D virtual environment that has 

the space (G x G x G) for a 3-D password of a 

length (number of actions, interactions, and inputs) 

of Lmax or less. 

In the following expression, AC represents the 

possible actions toward the 3-D virtual environment, 

whereas Π represents the total numbers of possible 3-D 

passwords of length Lmax or less: 

 
 

In the following expression (2), Omax is the number of 

objects in the 3-D virtual environment: 

 
Where xi = xj, yi = yj, and zi = zj, only if i = j. The 

design of the 3-D environment will determine the 

value of Omax. The variable m represents all 

possible actions and interactions toward all existing 

objects Oi. However, g(AC) counts the total number 

of actions and inputs toward the 3-D virtual 

environment, whereas m, as we mentioned before, 

counts the actions and interactions toward the 

objects. An example of g(AC) can be a user 

movement pattern, which can be considered as a part 

of the user’s 3-D password. 

The function is the number of possible actions and 

interactions toward the object Oi based on the object 

type Ti. Object types can be textual password 

objects, DAS objects, or any authentication scheme. 

 
 

The function f is determined from the object type. It 

counts the possible actions and interactions that the 

object can accept. If we assume that an object 

“Keyboard” is in location (x0, y0, z0) of type = 

textual password, f will count the possible characters 

and numbers that can be typed, which is around 93 

possibilities. As we mentioned before, an object type 

is one of the important factors that affects the overall 

password space. Therefore, higher outcomes of 

function f mean larger 3-D password space size. 

 
Figure 6 - Password space of the 3-D password, textual 

password, Passfaces, and DAS with grid sizes of 5 × 5 

and 10 × 10. Length is the number of actions and 

interactions for a 3-D password, the number of 

characters for textual passwords, the number of 

selections for Passfaces, and the number of points that 

represent the strokes for DAS. The length is up to eight 

(characters/actions, interactions, inputs/selections). 

 

 
Figure 7 - observing the number of possible 

actions/interactions of a 3-D password within a 3-D 

environment specified in Section V-A compared to the 

two critical points of textual passwords. Point “a” is the 

bit size of Klein 
[2]  

(3 × 10
6

) dictionary of eight-character textual 

passwords. Point “b” represents the full password space 

of eight-character textual passwords. 

 

Fig. 7 shows the points where the 3-D password 

exceeds two important textual password points. Point 

“a” shows that by having only two actions and 

interactions as a 3-D password, the 3-D password 

exceeds the number of textual passwords used by 

Klein 
[2] 

to break 25% of textual passwords of eight 

characters. Point “b” represents the full textual 

password space of eight characters or less. It shows 

that by performing only four interactions, actions, and 

inputs as a 3-D password, the 3-D password space 

exceeds the full textual passwords of eight characters 

or less. 
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From the previous equations, we observe that the 

number of objects and the type of actions and 

interactions determines the probable password space. 

Therefore, the design of the 3-D virtual environment 

is a very critical part of the 3-D password system. 

Figs. 4 and 5 illustrate the resulting password space of 

the proposed 3-D password compared to textual 

password, Passfaces, and DAS of a grid of 5 x 5 and 

10 x 10, respectively. Notice the difference between a 

3-D passwords built on a simple 3-D virtual 

environment compared to the other authentication 

schemes. 

1.6.  3-D Password Distribution Knowledge 

Studying the client's conduct of password 

determination and knowing the most likely literary 

passwords are the key behind dictionary assaults. Klein 

[2] used such knowledge to gather a little arrangement 

of 3 x 106 words that have a high likelihood of use 

among clients. The inquiry is the manner by which has 

such data (exceedingly likely passwords) been found 

and why. Clients tend to pick words that have meaning, 

for example, places, names, well known individuals' 

names, sports terms, and natural wordings. In this 

manner, finding these different words from the 

dictionary is a moderately basic assignment. Utilizing 

such knowledge yields a high achievement rate for 

breaking printed passwords. Any validation conspire is 

affected by the knowledge distribution of the client's 

insider facts. According to Davis et al. [9], Passfaces 

[8] clients tend to pick faces that mirror their very own 

taste on facial engaging quality, race, and gender.  

Additionally, 10% of male passwords have been 

guessed in just two suppositions. Another study [14] 

about client choice of DAS [13] concluded that for 

their mystery passwords, clients tend to draw things 

that have Meaning, which improves the aggressor' s 

task.  

As of now, knowledge about client practices on 

choosing their 3-D password does not exist. Each client 

has different necessities and inclinations while 

choosing the fitting 3-D password. This reality will 

expand the exertion required to find an example of 

client's exceptionally selected 3-D password. In 

addition, since the 3-D password joins a few 

confirmation plans into a solitary validation condition, 

the assailant needs to study each and every verification 

conspire and needs to discover what the most plausible 

selected insider facts are. For literary password, the 

profoundly plausible selected printed password may be 

determined by the utilization of dictionaries. 

Nonetheless, there are numerous verification plans with 

undiscovered plausible password space.  

Since each 3-D password framework can be designed 

according to the protected framework necessities, the 

aggressor needs to independently study each 3-D 

password framework. This is on the grounds that 

questions that exist in one 3-D password framework 

probably won't exist on other 3-D password 

frameworks. Consequently, more exertion is required 

to build the knowledge of generally likely 3-D 

passwords. 

1.7.  Attacks and Counter Measures 

To realize and understand how far an authentication 

scheme is secure, we have to consider all possible 

attack methods. We have to study whether the 

authentication scheme proposed is immune against 

such attacks or not. Moreover, if the proposed 

authentication scheme is not immune, we then have to 

find the countermeasures that prevent such attacks. In 

this section, we try to cover most possible attacks and 

whether the attack is valid or not. Moreover, we try to 

propose countermeasures for such attacks. 

I. Brute Force Attack: The attacker  needs to attempt 

all conceivable 3-D passwords. This kind of 

assault is extremely difficult for the 

accompanying reasons. 

a. Time required to login: The total time needed for a 

legitimate user to login may vary from 20 s to 2 min or 

more, depending on the number of interactions and 

actions, the size of the 3-D virtual environment, and the 

type of actions and interactions done by the user as a 3-

D password. Therefore, a brute force attack on a 3-D 

password is very difficult and time consuming. 

b.  Cost of attacks: In a 3-D virtual condition that 

contains biometric acknowledgment articles and token-

based items, the aggressor needs to manufacture all 

conceivable biometric data and produce all the required 

tokens. The expense of producing such data is 

exceptionally high; subsequently, splitting the 3-D 

password is all the more testing. Also, the high number 

of conceivable 3-D password spaces (as appeared 

Table I) leaves the aggressor with zero chance of 

breaking the 3-D password. 

II. Well-Studied Attack: The attacker  attempts to find the 

most noteworthy plausible distribution of 3-D 

passwords. Be that as it may, to dispatch such an 

assault, the aggressor needs to get knowledge of the 

most plausible 3-D password distributions. Procuring 

such knowledge is exceptionally difficult in light of 

the fact that the aggressor needs to study all the 

current verification conspires that are used in the 3-D 

condition. Also, obtaining such knowledge may 

require producing all current biometrical data and 

may require fashioning token-based data. In addition, 

it requires a study of the client's determination of 

items, or a blend of articles, that the client will use as 

a 3-D password. In addition, an all around studied 

assault is hard to achieve since the aggressor needs to 

play out a customized assault for each different 3-D 

virtual condition design. Each framework can be 

protected by a 3-D password that is based on a one of 

a kind 3-D virtual condition. This condition has 

various items and kinds of article reactions that differ 

from some other 3-D virtual condition. Subsequently, 

a deliberately customized study is required to 

introduce a powerful assault. 

III. Shoulder Surfing Attack: An attacker utilizes a camera 

to record the client's 3-D password or endeavors to 

watch the genuine client while the 3-D password is 

being performed. This assault is the best sort of assault 

against 3-D passwords and some other graphical 

passwords. Notwithstanding, the client's 3-D password 

may contain biometrical data or literary passwords that 
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can't be seen from behind. The assailant might be 

required to take additional measures to break the 

genuine client's 3-D password. Along these lines, we 

expect that the 3-D password should be performed in a 

protected spot where a shoulder surfing assault can't be 

performed 

IV. Timing Attack: In this attack, the attacker sees to 

what extent it takes the authentic client to play out a 

right sign-in utilizing the 3-D password. This 

perception gives the aggressor an indication of the 

authentic client's 3-D password length. Be that as it 

may, this kind of assault alone can't be exceptionally 

fruitful since it gives the aggressor minor indications. 

In this way, it would most likely be launched as a 

major aspect of an all-around studied or animal power 

assault. Timing assaults can be exceptionally powerful 

if the 3-D virtual condition is ineffectively designed.  

 

9. EXPERIMENTAL RESULTS 

We have built an experimental 3-D virtual 

environment that contains a few objects of two sorts. 

The primary sort of reaction is the literary password. 

The second sort of reaction is mentioning graphical 

passwords. Very nearly 30 clients volunteered to try 

different things with the earth. We asked the clients to 

make their 3-D password and to sign-in utilizing their 

3-D password a few times more than a few days. 

1.8.  Experimental  Virtual  3-D Environment 

In our experiment, we have used Java Open GL to 

build the 3-D virtual environment and we have used 

a 1.80-GHz Pentium M Centrino machine with 

512-MB random access memory and ATI Mobility 

Radeon 9600 video card. 

The design of the experimental 3-D virtual 

environment represents an art gallery that the user 

can walk through and is depicted in Fig. 3. 

 

 
Table 1 - Resulting number of possible 3-d passwords 

of total length Lmax 

10. USER STUDY 

We conducted a user study on 3-D passwords using 

the experimental 3-D virtual environments. The study 

reviewed the usage of textual passwords and other 

authentication schemes. The study covered almost 30 

users. The users varied in age, sex, and education 

level. Even though it is a small set of users, the 

study produced some distinct results 
[13]

. We 

observed the following regarding textual passwords, 

3-D passwords, and other authentication schemes. 

1. Most users who use textual passwords of 9–12 

character lengths or who use random characters as a 

password have only one to three unique passwords. 

2. More than 50% of user’s textual passwords are eight 

characters or less. 

3. Almost 25% of users use meaningful words as their 

textual passwords. 

4. Almost 75% of users use meaningful words or 

partially meaningful words as their textual 

passwords. In contrast, only 25% of users use random 

characters and letters as textual passwords. 

5. Over 40% of users have only one to three unique 

textual passwords, and over 90% of users have eight 

unique textual passwords or less. 

6. Over 90% of users do not change their textual 

passwords unless they are required to by the system. 

7. Over 95% of users under study have never used any 

graphical password scheme as a means of 

authentication. 

8. Most users feel that 3-D passwords have a high 

acceptability. 

9. Most users believe that there is no threat to personal 

privacy by using a 3-D password as an authentication 

scheme. 

Literature Review 

 http://www.ieeexplore.ieee.org: An IEEE paper 

published in 2008 was the basic information source. 

 http://www.youtube.com: Meticulous details about 

the 3D passwords and 3D virtual environment were 

the result of various videos available on YouTube. 

 http://www.3dvas.com: VAS is a network of 3D 

virtual Galleries for displaying art on the internet. 

Any artist interested in mounting an exhibition can 

do so in a simple, user friendly way. All you have to 

do is open an account (for free), choose an 

appropriate 3D gallery and upload your artworks. 

Once you've done that, anyone can visit your 

exhibition. Every visitor is represented by a 3D 

character, allowing everyone to see and be seen in the 

3d gallery space in real-time. 

 

11. CONCLUSION AND FUTURE WORKS 

There are numerous verification conspires in the 

present state. Some of them are based on client's 

physical and social properties, and some other 

verification plans are based on client's knowledge, for 

example, literary and graphical passwords. In addition, 

there are some other critical validation plots that are 

based on what you have, for example, brilliant cards. 

Among the different validation plans, literary password 

http://www.ieeexplore.ieee.org/
http://www.youtube.com/
http://www.3dvas.com/
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and token-based plans, or the mix of both, are usually 

applied. Be that as it may, as mentioned previously, 

both confirmation plans are helpless against specific 

assaults. Also, there are numerous confirmation plots 

that are at present under study and they may require 

additional time and exertion to be appropriate for 

business use.  

The 3-D password is a multifaceted validation plot that 

consolidates these different verification plans into a 

solitary 3-D virtual condition. The virtual condition can 

contain any current verification plot or even any up and 

coming validation conspires by adding it as a reaction 

to activities performed on an item. In this manner, the 

resulted password space turns out to be extremely 

substantial compared to any current verification plans.  

The design of the 3-D virtual condition, the choices of 

articles inside nature, and the item's sort mirror the 

resulted password space. It is the assignment of the 

framework administrator to design the earth and to 

choose the proper article that mirrors the protected 

framework prerequisites. Additionally, designing a 

basic and simple to utilize 3-D virtual condition is a 

factor that leads to a higher client agreeableness of a 3-

D password framework.  

The decision of what verification plans will be a piece 

of the client's 3-D password mirrors the client's 

inclinations and prerequisites. A client who wants to 

recollect and review a password may pick printed and 

graphical passwords as a major aspect of their 3-D 

password. Then again, clients who have more difficulty 

with memory or review may like to pick brilliant cards 

or biometrics as a feature of their 3-D password. 

Besides, clients who want to keep any kind of 

biometrical data private probably won't connect with 

items that require biometric data. Along these lines, it 

is the client's decision and decision to build the desired 

and preferred 3-D password.  

The 3-D password is still in its beginning times. 

Designing different kinds of 3-D virtual situations, 

deciding on password spaces, and translating client 

feedback and encounters from such conditions will 

bring about upgrading and improving the client 

experience of the 3-D password.  

In addition, gathering assailants from different 

backgrounds to break the framework is one of things to 

come works that will lead to framework improvement 

and demonstrate the unpredictability of breaking a 3-D 

password. Also, it will demonstrate how the aggressors 

will gain the knowledge of the most plausible 3-D 

passwords to dispatch their assaults.  

Shoulder surfing assaults are as yet conceivable and 

successful against 3-D passwords. Hence, an 

appropriate arrangement is a field of research. 

 (A.1) 
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