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Abstract- Now a days the online social networking business has become an easy and effective way to perform the 

business .so the online business platforms are offering the virtual currency and few signup rewards for the users. But a 

few groups of individuals are creating more accounts just to avail this reward and as soon as the rewards gets credited, 

they stop using their accounts.so this creates a huge loss to the online business. So we have found a technique where 

this kind of just for reward users can be deprioritized and the actual and active users can avail the rewards and many 

inactive accounts can be traced before even crediting the rewards we in this technique mainly studies the behavior of 

the accounts in three different ways .they are how an individual adds money to his account  ,the type of transactions 

he make and how an individual uses the virtual currency we have studied this patterns by experimenting and we have 

collected data from TencentQQ an online business platform and we have obtained the results and the obtained results 

are 78.2 % accurate and the false positive result is only 31.8%.Index Terms-Keyword1, keyword2, keyword3 

(Separate Index Terms with semicolon). 

 

1. INTRODUCTION 

  In order to detect the malicious accounts by 

overcoming the challenges we have designed a unique 

system namely SuperProGuard. The SuperProGuard 

collects the behavioral data of the profile that 

participates in the online promotion. The behavioral 

data is mainly based on three aspects 1)usage of profile 

,2)collection of virtual currency ,3)usage of virtual 

currency.SuperProGuard uses a classifier which 

classifies the difference between the normal user 

accounts and the accounts controlled by the attackers we 

have examined the data  collected from TencentQQ a 

leading online social network business platform that 

accepts virtual currency . 

It very much important to trace out the fake accounts 

which are controlled by the attackers who performs the 

malicious activities by detecting the malicious accounts 

it is possible to block the accounts or decreasing the 

rewards to search accounts however it is very difficult 

job to detect these kind of accounts because attackers 

here doesn’t use any kind of traditional methods like 

creating links for phishing to launch the attacks .these 

accounts look very much similar to the real active 

accounts as a result it is really difficult to detect the 

accounts by using the normal existing methods . 

The online currency is a very easy platform for 

different kinds of business where the online promotion 

is one of the important activity as a promotion the 

online business platforms offers a small amount of 

virtual currency as reward to the users .users can use 

these rewards to get discount while buying the products 

online ,transfer to  the peer accounts as the gift 

otherwise convert them into actual money this virtual 

money reduces the interaction between business 

platforms and financial  institutions however this results 

in a great threat by the attackers who creates and 

controls the large number of user accounts by signing as 

an new user or by compromising the existing user 

accounts .the attackers perform malicious operations by 

using the virtual currency i.e. acquired from creating the 

multiple number of fake accounts. this reduces the 

effectiveness of the online promotion of the online 

business and it results in the defaming of the business as 

a result, huge loss is incurred to the business. Moreover, 

the active users cannot properly use the perks that have 

been offered by the online business platforms. 

 

2. RELATED WORK 

The online social network plays important roles in both 

cyber and business, detection of fake accounts in online 

social networks has become important many detection 

techniques had been proposed but the attackers are 

capable enough to override all the previous 

techniques.an attack can be considered as information 

flow from attacker through many malicious accounts 

and finally to the victim accounts apart from those three 

methods we also use few more techniques to detect the 

malicious accounts they are 1)to learn about the 

infrastructure of the network which host the attacker 

information 2)the content attackers message (spam 

message) 3)the structure between the attacker account 

and victim account  for example, both the accounts has 

many similarities like both of them perform the search 

operations in order to search the products online etc. . 

Compared to the old traditional methods to detect the 

malicious accounts, here we are facing new challenges 

to detect the fake account that takes part in the online 

promotions. Unlike the spamming accounts these 

accounts do not depend on spam messages nor does not 

require any network infrastructures to launch the attacks 

so the old traditional methods cannot be applied to 

detect the malicious accounts in online promotion 

activities. IN-order to face the new challenges our 

technique detects the attacker accounts by examining 

the regular activities and   financial activities of the 

accounts. SuperProGuard is capable of using features 

from networking and financial for the detection. 
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3.BACKGROUND 

An online social network that combines financial 

activities is associated with both online banking and 

virtual currency.  The below figure1 is an example a 

QQ account the popular online social network of 

Tencent which is associated with online banking 

account for real currency and account for virtual 

currency. A user can deposit real currency to her 

online bank account; she can also recharge her 

virtual currency account from her bank account by 

taking part in online promotions user can also 

recharge her virtual currency account by the 

obtained rewards where a user can use two kinds of 

currencies to buy products or transfer funds to the 

others account.  

 

 
Figure-1 below represents the virtual currency flow 

when fake accounts take part in the online promotions 

the flow is basically combination of three different 

phases, they are 1) collecting the virtual currency 2) 

transferring the currency 3) laundering the currency. IN 

the first stage the attackers controls the multiple 

accounts from which they collect the rewards in the 

form of virtual currency and in the second stage the 

attacker transfers the virtual currency from multiple 

accounts to a single accounts the transferring of the 

currency takes place in multiple level at the end of the 

second stage the attacker collects huge amount of virtual 

currency which will be transferred to laundering 

accounts, the virtual currency is converted into real 

money by selling the virtual currency to individual 

buyers the attackers also provide discounts to individual 

buyers where few individuals use the virtual currency to 

buy products from illegal websites. 

 

 
   is to detect the malicious accounts which take part 

in online promotions just for virtual currency before 

even rewards are given. Tracing out the malicious 

accounts at this point of time is very helpful.as a 

simple it first detects the freshly registered accounts 

which are to be controlled by bots basically, online 

promotions require users to be registered for certain 

amount of time. Therefore, the detected inactive and 

malicious accounts can be replaced with newly 

registered active users. This can limit attackers’ 

capabilities to some extent and secondly our 

technique also detects the malicious accounts which 

thereby gets deprioritized which limits the account 

from acquiring rewards this reduces the financial 

loss of the business to some extent. 

 
4. DATA 

We have collected the data from TencentQQ a Chinese 

online social network company which offers different 

services like messaging, online shopping, voice text etc. 

All the above services support the virtual currency 

usage the TencentQQ has around 899 million active QQ 

accounts it is one of the world’s leading online social 

networking company which supports the virtual 

currency in online promotions. 

Our dataset is of 18,000 malicious accounts and 18,000 

active accounts all those accounts are randomly sampled 

from accounts that took part in online promotions in 

August 2015.the labeling of the accounts starts from 

identifying the currency laundering accounts (accounts 

associated with virtual currency spams and accounts 

which sells virtual currency in famous e-commerce 

website).if an account transfers the virtual currency to 

another account which is associated with money 

laundering this kind of accounts are labeled as malicious 

accounts. Such tracking is involved in multiple layers of 

transferring as shown in the above figure-2.the data 

used for the detection system are collected before even 

launching the online social promotions because, the 

main objective of our technique is to detect the 

malicious accounts before the rewards are credited. The 

below figure-3 shows the relation between the data 

collection process, online promotion event and account 

tracing (labeling process). 

The trackback method is effective in manually accounts 

so, we cannot use this process practically as it requires 

huge amount of manual efforts for analyzing like 

identifying suspicious virtual currency collectors from 

external e-commerce websites and comparing the 

collected spamming data with user accounts and also 
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comparing sellers accounts with user accounts on the 

other hand we can only detect the malicious accounts 

only when  they take part in online social 

promotions.so, this cannot proactively reduce the 

financial loss to a business. From each individual 

account we collect the following information 1) login 

activities 2) purchase activities 3) recharge activities 4) 

expenditure activities 5) anonymized account that has 

sent messages to. 

 
5. SYSTEM DESIGN 

Basically, the Benign (real active users) accounts are 

used by the users on regular basis for chatting, calling, 

online purchase etc. whereas the malicious account are 

not at all used on regular basis they are just used for 

collecting the rewards and transferring the virtual 

currency during the online promotions. 

We have designed a website in order to test the 

technique the website is basically a e-commerce website 

where it contains 3 modules namely  

1. Bank admin  

2. User module  

3. Seller module. 

 

The module-1 is acts as a transaction channel which 

monitors the financial transactions between seller and 

user where the user has to pay certain amount (virtual 

currency or real currency) to buy the product from the 

seller this transaction is monitored and recorded by the 

bank admin. 

 

 

 

 
 

Fig.5.1 Flow chart diagram of  

Bank Admin 

 

module-2 is basically used by the user where the user 

has to first get registered by entering all the required 

details then the details are verified and gets authorized, 

then from the next login the user can just enter login 

credential (username and password) the user can logout 

after he has completed his task on his profile. 

 
 Fig.5.2 Flow chart diagram of User Module 

 

Module-3 is the seller module where the seller has to 

register first by filling all his details and after getting 

registered he can upload the details of his products by 
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giving the description about his products and the users 

look at the products and purchases the product and there 

is also review feature where the user can give the review 

on the product he has purchased. Seller also has to 

logout as soon as he completes his task on his profile. 

Here the seller can either accept or reject the user 

purchase request. 

 
Fig.5.3 Flow chart diagram of Seller Module 

 

6. IMPLEMENTATION 

Our web application has three modules as discussed 

previously. Any new user want to register has to fill out 

all the details and then a request goes to the admin then 

the admin will monitor the user for a specified time 

period following the three previously discussed phases 

by observing all the patterns the admin decides if he can 

accept the registration or not .If the admin accepts them 

the user can start availing all the benefits and credits 

.But if the admin find some malicious activity during 

the waitlist time period then the admin rejects the user 

request therefore he cannot get any benefits and gets 

deprioritized .In some cases the user gets blocked by the 

admin the he loses the access to his profile and he 

cannot further use the web application for any purpose. 

 

7. CONCLUSION 

This paper presents a unique system which 

automatically detects the malicious accounts which 

takes part in online social network promotions using 

three categories which includes the behavior, the virtual 

currency usage and its collection of the currency. The 

results are based on the data collected data from 

TencentQQ a leading social network promoting 

company here it achieved 78.2% detection rate with 

21.8% false positive rate. 
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