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Abstract---Smart phones have become more and more popularyeses with more people getting addicted to iis lho more a

luxury commodity now. As a result of evolution tmetfield of cell phones at present these can be fmsevarious purposes from
communication till making online payments. Howetes challenging part due to these developmentsiis security when the
device is lost or hacked. This android anti-thgfplecation helps in doing this job of securing dataan efficient way. This

application is designed to do operations like lmratracking, protect the device’s data even whendevice is lost or hacked,
store the retrieved data on Google drive and lbekphone. Here we achieve this using Android prognang, Google APIs and
Google drive. The commands are validated usingtogrpphic algorithms like Hashing techniques.
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1. INTRODUCTION
In today’s world the most common thing which evergo
carries with them is smart phone. There will be &t
personal information and some important credenfialg.
There is a chance that one may miss their smameghend
if some third person finds it they might misuse, ®ere is a
need to secure the smart phone which is lost so tha
information leak can be prevented and some measanes
be taken to recover the important information likeone
numbers, call history etc. The purpose behind dgpied
this application is to provide the user the fagilib track
their lost or misplaced device and to retrieve samgortant
information. Though there are multiple server-bagpgs in
Android and iOS app store, it's always been a ehglé to
protect the device and secure the data even a#teserver is
hacked. In order to overcome this, a unique methesl to
be implemented. The proposed android applicatioh wi
include most unique and secured features suclmdisj the
location using three methods which will be selected
automatically based on the availability, lock tbetldevice,
erase the content, and hide the app to work iftkstezode.
These features will be included using 2 methodscdading
the feature and few are done by integrating theg&oAPIs.

In API's Google drive is the central control managat for
the functioning of the app with all vital securipyoperties.
Android programming will be used to accomplish the
project and a secure cryptographic algorithm wik b
deployed to encrypt the authentication of commaand
communication between the devices.
This paper is organized as follows:

» The second section is literature survey where we ha

described about the ideas which we have taken from
various related papers.

» The third section is Requirements specification nghe
we are explaining about the tools and technologies
required for this application.

» The fourth section is design and implementatiorreHe
we are explaining the architecture, implementation
details of the application.

* In the fifth section we have presented the expected
outcomes of this application when finally built.

* In the sixth section we describe about the conctusi
and future scope of the application.

2.LITERATURE SURVEY

[1]Anti-Theft Application for Android Based Devic&s

» Application deploys an enterprise security solutibat
meets users’ immediate and long-term requiremewnts b
providing the images and videos of the thief argbal
providing the information about the location of the
android based smart phone with the help of text
messages. With the advent of time, technology is
evolving every day.

* It is keep on checking for SIM number, once a thief
changes the SIM, it will detect that SIM is chandsd
comparing new SIM unique number with stored one
and send the signal to start services.

As soon as signal is received, services gets dtartthe
background which will start making video recording
from front camera if present otherwise from back
camera and also take 2-3 snapshots, which arelsitore
the SD card.

* A service will send an MMS and an email with atedh
shaps or video clips to an alternate mobile nunaoer
to an email address respectively, once it recgiveper
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setting for multimedia messages and internet
connectivity.

[2]SMS Based Emerging Techniques for Monitoring and
Controlling Android Mobiles™

By this application user can perform various
operations in its mobile even if mobile is very far
from him, like by sending a single text message we
can fetch and store our contact numbers, fetch our
device's location, auto respond to the incoming
messages, send SMS from our remote mobile,
fetching SIM and mobile details used for GSM
network.

The features of this Applications afeelephony,
Authentication Module, Location Based Services,
Convenience to the user and efficiency.

[3] Cloud based Anti-Theft Application for Android
Device$!

SMS alert and snapshots of the thief.

Track current location of the lost device and destec
the thief using GPS.

Services will be activated whenever application
detects the change of SIM card.

SIM change alert notification would be sent to the
alternate mobile number of the user. The snapshots
would be taken by the camera and would be sent to
the registered valid email address without taking
any permission from the user.

[4] Remote Android Assistant with Global Positiogin
System Trackin§’

The mobile’s data can be accessed and retrieved
even when the mobile is not present near us.
Information such as contacts, call logs, SMS logs,
location of the mobile can be fetched.

GPS, which is satellite based is used to get the
location of the mobile.

The web server acts like a server and android
phone acts like client.

[5] Mobile Tracking Based on Phone Theft Detectfbn

In this application user can set the mode as safe
when he only needs to change the SIM card in the
cases when the user is using dual SIM.

When the user’s mobile is stolen or misplaced, he
can send SMS to his lost android phone which is
having this anti-theft application installed on it.

The functionalities of the SMS sent by the user

are,

o |If the SMS sent is ‘locate’, then the GPS
value of the lost mobile is received.

o If the SMS sent is ‘ring, then the
application changes the lost mobile from
silent to general mode.

o If the SMS sent is ‘wipe’, then the memory
card content of the lost mobile is deleted by
the application.

3. REQUIREMENTSSPECIFICATION
A. Software Requirements

Knowledge about Android

Android is an open source and Linux-based operating
system for smart phones.

Android was developed by the Open Handset Alliance,
led by Google, and some other companies.

Android programming is based on Java programming
language, so knowledge about java is required.

Android studio

It is official integrated development environmemtr f
android operating system, and is used to develep th
android applications.

Google Drive:

Google drive is the service provided by the Godgle
file storage and synchronization purpose. It allahes
users to store the files on their servers, to syorihe
their files and to share the files between the csi

Most of the applications interact with databasevessr

to fetch the data to the mobile, but the interactio
between the server and the mobile application is no
secured, Google drive is used as server to sterédta
got from the lost mobile, as Google drive usesshépd

it is very secure. In Google drive the data is bidénd

it can be accessed only by the anti-theft appbecati
Google API's

Google API's are the application programming
interfaces which are developed by the Google aeg th
allow communicating with Google services and they
can be integrated to other services.

In our project location API is used for getting the
location of the lost device. Location API is bughtirely

in google play services. Location APl needs network
connection for providing pinpoint location of any
mobile system. It is also proven that location A®I
much better than hardware GPS, as location API is
more reliable source.

Security Requirements
Cryptographic algorithms like hash function.
Hash function is any function which is used to map
data of any length to fixed size. The return vabfie
the hash functions is called hash values.
In our project commands are sent by the alternative
mobile’s anti-theft application to the lost mobéati-
theft application in order to get location or dalys of
the lost mobile. Those commands have to be
authenticated, to get to know that those commands
are actually sent by the owner of the lost motite.
order to achieve this unique hash value can be
assigned to each command sent by the user. Both the
command and its hash value are sent to the lost
mobile. When the hash value and command is
received by the anti-theft app installed in thet los
phone, hash value is calculated for the command got
If the calculated hash value matches the hash value
sent, the authentication is achieved and the cordman
is validated.

Functional requirements of the anti-theft application
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e Locking the phone.

* Locating the phone

* Retrieving important information like phone numbers
and call history

» Stealth mode to hide the app.

« Erasing the content of the mobile.

4.DESIGN AND IMPLEMENTATION

Architecture of the Application

The figure 1 shows the architecture of the appbcatThis
gives the overall functioning of the app startingnf
installation till execution of the commands.

i. Lost Device side:

The first step here starts with installation of &pp on to the
device. Then the users have to register by chootieg
existing Google account or else creating one. Then
authorize the Google drive access and give adnmiasacto
the app. Then set 4 digits PIN, set password. padhese
two entities and store them on to the Google ddf/ehe
selected Google account.

ii. Alternate Device side:

Here also, first step is to install the app on #fernate
device. Then select the same Google account thratated

to lost device account. Then again authorize thegio
drive access. Then app asks for 4 digits PIN arsdwerd

by the user. Then it is compared with the onesestan the
Google drive. If matched then the user credentais
validated. Then the user can perform various congman
operations.

iii. Command execution:
Now after installations are done and the credentile
verified then the user can send commands from the
Alternate mobile device to the lost device througbogle
drive. Then the commands are authenticated atnhadtile
side using hashing technique. Then the commands are
executed and the results of the execution arebsait to the
Google drive which can be accessed on the altemalsle.
figure. 2 shows the flow chart for command exeautio
The commands which can be executed by the user are:

1. Location of the lost device

2. Backup call logs and erase

3. Backup photos in gallery and erase

4. Capture the image

A. Retrieving the call logs and photos

When we give command to retrieve the call recoats |
entries of the calls are created along with timagteand
stored in the Google drive, and similarly we cawmegihe
command to retrieve the images stored in the lesicd to
the Google drive.

B. Location tracking service

When we give locate command the location of the los

device can be retrieved using three main technighesen

by a decision making algorithm. The techniques are:

1. Location API: Using Google’'s Location API which is
built in Google play services. We need network
connection to work in location API. This method egv
the exact location of any device. Hence, this mettiso
given the first priority.

2. Hardware GPS: This method doesn't require network
connection. The algorithm gives a second prioriy t
this method which less efficient when compared to
location API because accuracy of the result of this
method lies till 100 meters. It will only provides uhe
approximate location.

3. Last location: This method has least priority. & i
selected by the algorithm only when the other two
methods fail to work. In the android system, thisra
telephony manager from which we can get to know the
last known location of the last device which isrstbin
the system. The location of the mobile will be stbin
the system during circumstances like change ircédie
tower, when the mobile has very low battery chavge
when the signal broke off.

C. Google drive connectivity and Command Validation

Google drive is used as a server for interactinp wie last
device. It is highly secured as it uses HTTPS. The
commands can't be sent without the knowledge ofutbher
because it will be authenticated by using hash tfanc
Google drive also offers additional property foe #mti-theft
app to remotely store the data on the cloud. Godgle is
also used to hide the important files that can teessed
only by the antitheft app. So, even if the Googleaant is
hacked the stored files can't be retrieved. Autication of
commands can be achieved by assigning a unique hash
value for each command requested by the user. WHen
user selects the command it will lead to the gdimraf the
assigned hash code which is sent to the userselas a
method of verification.

D. The offline feature of the Google Drive:

When the internet connection is not there for thig a theft
application, for uploading the files or logs in tdeve, the
application saves all the data in the cache merfudigwing

a queue data structure. Then the data is uploadibe tdrive
from the queue once the internet connection islavai to
the anti-theft application in the lost mobile.

E. Capturing image from the front camera

When the user sends this command then the fron¢i@aof
the device opens automatically and captures thgesaf
the surroundings which may be helpful to find cha thief.
Then using those images stored in the Google diinee
owner of the phone can lodge a complaint agairesthref.
It will act as a clue to find out the thief.
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5.EXPECTED OUTCOME
The proposed application was developed to secuee th
communication medium and data of lost devicainiue
algorithm involving
e Establishing the connection between lost device
and an alternative device using Google account.
e Getting the location of the lost device in the
alternative device.
* Restoring the call logs and other important data
using Google drive and Erasing the content.
* Opening the front camera and capturing the image.
Storing that image on to Google drive.
e Uninstallation protected and Working in stealth
mode to hide the app.

6. CONCLUSION

This android application will be developed to sectine
communication medium and data of lost device.We wil
make use of unique algorithm involving hash methfmts
authenticating the commands sent by the user ttegro
from sniffing, man-in-the-middle attack etc. Googleve
APl integration provides HTTPS channel for data
communication which tremendously prevents network
attacks.

If the lost mobile switched off this applicationlinot work,

for future scope we can implement a new algorittuingre

in the phone should make it switch on automatically
whenever the phone is switched off for more thamd@s.
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