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Abstract- Mostly users give the security to the accountssfadpplications using the method of password
authentication. In Authentication Chain, giving tinsecure or improper passwords had made the tbtead
weak,which is actually not.Instead of choosing $heart passwords they set those improper passwdrit$
can be easily memorized.So to overcome this mesimodpplication is developed which can be used aaygvh
anytime in all mobile devices like,mobile phonesigés,etc.But again the problem arised that theswpasds
given by these application can be easily expodetieiuser uses his/her password openly,by recgraivideo
while user is inserting the password or it's pattean be remembered easily i.e.this increasesrtigpility of
exposure of user's passwords to shoulder surfingdSprevent the shoulder surfing attacks on ugerssword
the new system called PassMatrix, which are baseth® graphical passwords which will resist thacks of
shoulder surfing.This cannot be captured evenrifera is used to hack it.This technique can be usaddroid
too.According the experiments which were condudidow,it proves that this technique can acheletter
security to password from shoulder surfing attacks.
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Passwords are given in many styles. .Among the
textual password is most common & widely use
Method or style.But it proved risky in terms of
confidentiality.Mostly users set the one passward t
multiple accounts on social website or devices.S %ﬁ;ggﬁm;it;?eﬂ;d increased the use of mobile
hackers can easily hack such passyvords and there §evices. So they may access their accounts of Isocia
more threats for all the account a single usgrUm. ebsites, snaps uploading .etc. If user is logging
choose. the shqrt and easy password which can ﬁ/les/her accounts in public then the hackers mak hac
memonzed easily rather than t.he proper passworﬂi%e passwords through the cameras or by observeng t
like random alpha numeric strlngs.Therefore,textuashoulder movement of the user. If the unauthorized
passwords proved insecure. So, to overcome this s
. L user gets the password then there is the thretiteto
problem,the graph|cal p?‘ssword authentication HySteuser's asset from shoulder surfing attacks. Dughigd
came into exiatence,which reduced the threatsemleatshomcler surfing attacks had increased at .re S
by textual passwords.It also have the advantageis . of the roblemsgare' 9
is easy to memorize.So graphical password system s P )
more secure and also comfortable for user.Graphic . . .
password are image-based passwords.But still i¢ ha}izi There is the problem of how the login operatan

. performed in the pub;ic with the security.
an drawbacks because even they can be easily ge%foNext roblem is how the space of password can be
remember,they can be easily get exposed to otteers | P P P

increased instead of the traditional type of pasdaio

they were easily attacked by shoulder surfm% Next problem is how to memorize the extra stuff
attacks.These type of passwords can be easi

observed just by movement of user’s shoulder orb lle authentication .tlme. .

. . S - X)The next problem is that only some devices hbee t
using cameras it can be captured in video.Givirg threstriction of limited usability of login
poor passwords in case of login is the weakesttdin ’
authentication system named Pass Matrix is predent
in this paper.It will protect users from being thetim 32 Attack Modd
to the shoulder surfing attacks,by using passwofds
one-time login.

3.21 Based on other papers published
previously,actions made by the users while logging
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the accounts can be typing method oMo avoid the shoulder surfing attacks and also the
keyboard,clicking on the images,etc.can provemudge attacks,etc on the mobile computing devices,
hazardous to the users. Attackers can use certAMe propse the system of new system of

categories to hack the passwords: Authentication named PassMatrix. Passmatrix will
1) Naked eyes. consist the sequence of images in the squaréxmatr
2) Video captures while inserting passwords The user will choose the desired pass-squares to

secure his/her system of device,in passmatrix syste
These type of attacks require lots of efforts andequence of number of imageswill be decided
technologies. according to the user's demand.i.e for example
Some of the authentication 7squares scheme.
Schemes including
Textual Password & PIN, which can be penetrated H
attack of shoulder surfing
The schemes give access passwords to attackers asjj#
soon as users login their accounts on social websitfs
or by choosing the particular images on the scesen |
password. Other schemes
can be used to hack the passords by the footad
captured in CCTV camera or the videos captured
normal cameras.

3.2.2 Attacks- Smudge attacks.

If the device is touch screen like touch screepldis
of mobile, TV, tabs,etc. These attacks are common a
also threatful.

& 3 Fig. Passmatrix Authentication System
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5. CONCLUSION

Nowadays the use of mobile computing
decies or the digital devices and also use of vgeb i

qwer tywuiop

SEERERRRE increased.And it also increased the risk of pasdsvor
r ERERERE hacking So different and also the strong

> 3

authentication system must be developed to protect
the social web-site accounts as well as mobilecgavi
like cell phones,laptops,tablets,etc or any touch

Fig. Smudge Attack screen devices.In this paper we have propoed the
system of authentication called Pass-Matrix whigh i

3.3 Assumptions quit strong authentication system as compared to
We not only consider the body movements for revealxisting authentication systems.
of passwords by attackers we also assume Although the pass-matrix authentication
1)SSL protects the client server communicatiogystem is considered as safe for the devicesoieqir
which will prevent the packets or them from Shoulder surfing attacks, they had the
data won't be eavesdropped by attackers drawbacks like they are not resistant to the bintee

2) Authentication of client-server should be taldé.  attacks. They can be detected in the brute force
3The display screens or the keyboard on the screaftacks. and can be misused to steal the personal o
must be smaller so that it can't be attacked by theonfidential information of an user.Pass-matrix can
shoulder surfing attacks. also be hacked or intruded by random or simply
4) Users shoulde access their accounts privately goesses.As compared

that it cannot be exposed to such users which m@AS , Pass-Points and Marcos’s finger-drawn

prove hazardous to him/her. doodles Pass-matrix is considered strong to secure

4. PASSMATRIX the devices from the shoulder —surfing attacks.
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