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Abstract- Nowadays storage cloud system is used for storing the large amount of user data. But issue of security 
of data in storage cloud storage that how we control and   preventing unauthorized access to users   data is store 
in storage  cloud. Overcome that situation is one well known access control model which is SecRBAC (RBAC), 
this model provide flexible controls and management by have a two mapping protocols , User to Role and Role a 
Privilege on data.  Although this SecRBAC can be make use for storing the data in secure manner storage cloud 
system which is uploaded by  owner user data, but this model assume that there is there is existence of trusted 
administrator who is going to manage all the user and role of organization does not actually happen in real 
condition. This system have implemented the Role Based Encryption   scheme which can be implemented with 
the RBAC model for storing data in secure manner the storage cloud system. In this system user of any role who 
has been added by the admin of organization will have to remind only his decryption key which will be given by 
the admin to user when user will be add to particular role. Based on this we have built up the storage architecture 
of cloud storage in which data having ability  to store data in public storage cloud .Access to the storage cloud 
will be provided to only administrator of organization. User having higher role having ability   to access the data 
of low level role's  data. Depending on the different condition different report will be generated 

 

Index Terms: - IBPRE, RBAC, Storage   cloud, Data Centric Security, Data Access Policy, Authorization. 

1. INTRODUCTION 

The secure RBAC (SecRBAC) based storage cloud 

system where access control policies will be enforced 

by the new Role Based Encryption (RBE) scheme. 

This RBE scheme enforces RBAC policies on 

encrypted data stored in the storage   cloud. In this 

RBE scheme owner of the data will encrypt the data 

and this encrypted data will be access by only that user 

which have appropriate role specified by the RBAC 

policy. If the user who want to access the data which 

is in encrypted form, if he satisfies the particular role 

then and only then he having ability to decrypt the 

data and he will be provided decryption key after 

satisfying the particular role. After getting the 

decryption key he having ability to decrypt the data 

and having ability to see the original content of the file 

that owner has uploaded to the public storage   cloud. 

As shown in Fig1. see that public storage cloud is 

accessible to any user because data canters of public 

storage cloud can be located anywhere hence user will 

never know where his data is stored. In contrast to this 

private storage cloud is accessible to only 

administrator of the organization, Thus from this 

discussion we can conclude that hybrid storage cloud 

is best where shared information can be stored into 

public storage cloud and secure information can stored 

on the private system storage cloud. In traditional 

access control systems, enforcement is carried out by 

trusted parties which are usually the service providers. 

In public system storage cloud, as data can be stored 

in distributed data centers, there may not be a single 

central authority which controls all the data centers. 

Furthermore the administrators of the storage cloud 

provider themselves would be able to access the data 

if it is stored in plain format. To protect the privacy of 

the data, data owners employ cryptographic 

techniques to encrypt the data in such a way that only 

users who are allowed to access the data as specified 

by the access policies having ability to do so. We refer 

to this approach as a policy based encrypted data 

access. The authorized users who satisfy the access 

policies having ability to decrypt the data using their 

private key, and no one else having ability to reveal 

the data content. Therefore, the problem of managing 

access to data stored in the storage cloud is 

transformed into the problem of management of keys 

which in turn is determined by the access policies. 

present the design of a secure RBAC based storage 

cloud storage system where the access control policies 

are enforced by a new role-based encryption (RBE). 

This RBE scheme enforces RBAC policies on 

encrypted data stored in the storage cloud with an 

efficient user revocation using broadcast encryption 

mechanism described. In proposed RBE scheme,  

owner user the data encrypts the data in such a way 

that only the users with appropriate roles as specified 

by a RBAC policy can decrypt and view the data. The 

role grants permissions to users who qualify the role 

and can also revoke the permissions from existing 

users of the role. The storage cloud provider (who 

stores the data) will not be able to see the content of 

the data if the provider is not given the appropriate 
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role. Proposed RBE scheme is able to deal with role 

hierarchies, whereby roles inherit permissions form 

other roles. A user is able to join a role after the owner 

has encrypted the data for that role. The user having 

ability to access that data from then on, and the owner 

does not need to re-encrypt the data. A user can be 

revoked at any time in which case, the revoked user 

will not have access to any future encrypted data for 

this role. With new RBE scheme, revocation of a user 

from a role does not affect other users and roles in the 

system. In addition, outsource part of the decryption 

computation in the scheme to the storage cloud, in 

which only public parameters are involved. By using 

this approach, our RBE scheme achieves an efficient 

decryption on the client side. In this also used the 

same strategy of outsourcing to improve the efficiency 

of the management of user to role memberships, 

involving only public parameters. Based on the 

proposed RBE scheme, developed a secure storage 

cloud data storage architecture using a hybrid storage 

cloud infrastructure.  

2. LITERATURE SURVEY 

Major headings should be typeset in boldface with the 

words uppercase. 

2.1.    A brief review of Earlier work by other 

author  

 Boyang  Wang, Student  Member, IEEE, Baochun Li, 

Senior Member, IEEE, and  Hui  Li, Member, IEEE 

has propose dapaperon” Public Auditing for Shared 

Data with Efficient User Revocation in the System 

storage cloud”. Where it gives information of Shared 

data with efficient user revocation in the system 

storage cloud. The storage cloud can improve the 

efficiency of user revocation. but it has disadvantage 

as ”Network Connections Dependency. Cost is more” 

[1].  

Cheng-Kang  Chu,  Sherman S.M. Chow,  Wen-Guey 

Tzeng,  Jianying  Zhou, and Robert H Deng  proposed 

a paper on ”Key-Aggregate Crypto system  for 

Scalable Data Sharing  In Storage cloud Storage.”  

More flexible than hierarchical key assignment which 

can only save spaces if all key-hold errs share a 

similar set of privileges. Allows efficient and flexible 

key delegation. ”Network Connections Dependency. 

here also has disadvantage that Cost is more and 

algorithm used are Key Aggregate Encryption, 

Decryption [2]. 

Seung Hyun Seo, Member, IEEE, Mohamed Nabeel, 

Member, IEEE, Xiaoyu Ding, Student Member, IEEE, 

and Elisa Bertino, Fellow, IEEE” proposed a paper on 

”An Efficient Certificateless Encryption for Secure 

Data Sharing in Public System storage clouds”. 

Securely share sensitive data in public system storage 

clouds. Improve efficiency. Here also has 

disadvantage that Network Connections Dependency 

and Cost is more” algorithm used is public key 

encryption algorithms [3] 

Mohamed Nabeel and Elisa Bertino, Fellow, IEEE 

proposed a paper on “Privacy Preserving Delegated 

Access Control in Public System storage clouds”. 

Decomposition ACPs used to privacy preserving fine-

grained delegated access control to data in public 

storage  clouds .The Owner has to handle a minimum 

number of attribute conditions while hiding the 

content from the storage cloud here also has 

limitations that ”Network Connections Dependency. 

Cost is more” algorithm used is optimization 

algorithms, gen graph, random cover, and policy 

decomposition [4]. 

Kaitai Liang, Man Ho Au ,Member, IEEE, Joseph K. 

Liu, Willy Susilo, Senior Member, IEEE, Duncan S. 

Wong ”he told about ”A DFA-Based Functional Proxy 

Re-Encryption Scheme for Secure Public Storage 

cloud Data Sharing”. Here also has limitations that 

“Network 

Connections Dependency. Cost is more” algorithm 

used are DFA based functional proxy re encryption 

[5]. 

Kaiping Xue, Member, IEEE and Peilin Hong, 

Member, this writer says that” A Dynamic Secure 

Group Sharing Framework in Public Storage cloud 

Computing”. ”Dynamic secure group sharing 

framework in public storage cloud computing 

environment The sharing files are secured stored in 

storage cloud servers and all the session key are 

protected in the digital Envelopes. Here also has 

limitations that ”Network Connections Dependency. 

Cost is more” algorithm used is Proxy signature 

algorithm. Diffie-Hellman[6]. 

3. Dissertation Plan 

3.1. Proposed Methodology 

The CCP-CABE framework, consists of a central 

trust authority (TA), e.g., the government health 
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agency, a trusted encryption service provider 

(ESP), a storage cloud provider, data owners (e.g., 

patients) and data users (e.g., healthcare 

professionals).  The Trust Authority issues public 

and private keys to data users through secure 

channels and publishes global parameters. The 

trusted ESP has enormous computational power. 

If a data owner is constrained by computational 

resource, the ESP can perform part of data 

encryption for the data owner by generating the 

partially encrypted header HP based on the data 

owner’s access control policy regarding attribute 

constraints, such that the data owner can perform 

further encryption requiring minimum 

computational power. In the telemedicine 

example, the patients have resource-limited 

biometric devices, and they need to distribute 

electronic heal the records (EHRs) to different 

storage servers hosted by storage cloud providers 

for health care professionals in remote places to 

review. Patients can specify different access 

policies with respect to healthcare professionals 

attribute ranges (e.g., positions, service duration). 

To protect the patient’s privacy, the government 

health agency issues keys to both patients and 

healthcare professionals. In this setup, the data 

owners can embed their access policies into the 

encrypted EHRs, and only thee legible health care 

professionals can decrypt the data based on their 

keys corresponding to the comparative attribute 

ranges. 

Section CCP-CABE the proposed CCP-CABE 

integrates all attribute ranges as a single 

encryption parameter and compares data users 

attribute ranges against attribute constraints of the 

access policy designated by the data owner 

through a multi-dimensional range derivation 

function (MRDF). Consequently, the 

communication overhead is substantially reduced, 

as the packet size is constant regardless of the 

number of attributes. Furthermore, intensive 

encryption and decryption operations can be 

delegated to a dedicated storage cloud encryption 

/ decryption service. As a result, the computation 

cost of resource limited data owners and data 

users remain minimal. These features make the 

CCP-CABE approach suitable for data sensing 

and retrieval services running on lightweight 

mobile devices or sensors. In addition, the devise 

an extended CCP-CABE (ECCPCABE) to 

enforce the access control policy written over 

attributes across various attribute domains. The 

presented schemes are secure against key 

collusion attacks (KCAs) from multiple data users 

and chosen delegation key and cipher text attacks 

(CDKCAs) from honest but curious storage cloud 

providers.  In summary, contributions are 

presented as follows: CCP-CABE is a new 

comparative attribute-based encryptions scheme 

to provide efficient and secure access control in a 

system storage cloud-based security service 

model. It leverages MRDF to compare data users 

attribute ranges against attribute constraints 

designated by the data owner. CCP-CABE cans 

predefine different range intersection relationship 

son different attributes. It also incorporates 

wildcards and negative attributes so it can handle 

more expressive types of data access control 

policies. CCP-CABE minimizes the 

communication overhead to constant size 

regardless of the number of attributes and 

comparison ranges. It also minimizes the 

computation overhead on resource-constrained 

data owners and data users irrespective of the 

number of attributes due to secure computation 

delegation. The evaluation shows that the 

computation overhead of mobile devices remains 

small and constant, which is independent of the 

comparison ranges and the number of user 

attributes. System extends CCP-CABE to enforce 

the access control over multiple attribute domains. 

The encrypted access policy prioritizes the level 

of confidentiality of different attribute domains.  

 

3.2. Key Collusion Attack 
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  An internal collision occurs, if a function within a 

cryptographic algorithm processes different input 

arguments, but return sane quall output argument. 

Atypical examples of sub functions where internal 

collisions may occur are non-injective mappings, e.g., 

the S-boxes of DES, which map 6 to 4 bits. Moreover, 

partial collisions may also appear at the output of 

injective and non-injective transformations, e.g. in 3 

bytes (24 bits) of a 4 byte (32 bit) output value. In the 

case of AES show that key dependent collisions can 

occur in one of the output bytes of the mix column 

transformation. This show that these internal collisions 

can be detected by power analysis techniques, 

therefore collision attacks should be regarded as a sub-

category of Simple Power Analysis (SPA). The term 

internal collision implies itself that the collision 

cannot be detected at the output of the algorithm. In 

cooperation with Hans Dogbert in it was shown in 

[SWP03], that cross-correlation of power traces (or 

possibly EM radiation traces) makes it possible to 

detect internal collisions which provide information 

about the secret key. Furthermore, in [Nov03, Cla04] 

it is even claimed that internal collisions can be make 

use to reverse-engineer substitution blocks of secret 

ciphers, such as unknown implementations of the 

A3/A8 GSM algorithm. Implementations which solely 

use countermeasures such as random wait states or 

dummy cycles will most probably succumb to internal 

collision attacks, since cross-correlation of power 

traces with variable time offsets will defeat these 

countermeasures. Also, in [Wie03] it was shown that 

the software counter me a sure known as the 

duplication method [GP99] may not succeed against 

internal collisions. Another advantage of collision 

attacks over side channel attacks such as Simple 

Power Analysis (SPA) and Differential Power 

Analysis (DPA) [KJJ99, KJJ98] is the fact that an 

internal collision will usually affect a sequence of 

instructions whereas SPA and DPA usually evaluate 

the power trace at a particular instance of time. For 

example, in the case of DES a collision in the output 

of the non-linear function f k in round one will affect 

almost the entire second round. Detecting collisions by 

examining a sequence of instructions may be 

advantageous in terms of measurement costs. On the 

other hand, it must be noted that DPA based attacks 

against AES have the advantage of being known 

Plain text attacks.   

 

4. Architecture 

 

 

 

 

5 Algorithm 

 

 

 
 

Fig.1 Architecture CSP 
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  CONCLUSION 

A data centric authorization solution has been 

proposed for the secure protection of data in the 

Storage cloud. Sec RBAC allows managing 

authorization following a rule-based approach and 

provides enriched role-based expressiveness including 

role and object hierarchies.  Access control 

computations are delegated to the CSP, being this not 

only unable to access the data, but also unable to 

release it to unauthorized parties. Advanced 

cryptographic techniques have been applied to protect 

the authorization model.  Is encryption key 

complement each authorization rule as cryptographic 

token to protect data against CSP misbehavior. The 

solution is independent of any PRE scheme or 

implementation as far as three specific features are 

supported.  A concrete IBPRE scheme has been used 

this system in order to provide a comprehensive and 

feasible solution. A proposal based on Semantic Web 

technologies has been exposed for their presentation 

and evaluation of the authorization model. Future lines 

of research include the analysis of novel cryptographic 

techniques that could enable the secure modification 

and deletion of data in the Storage cloud. This would 

allow to extend the privileges of the authorization 

model with more actions like modify and delete. 

Another interesting point is the obfuscation of the 

authorization model for privacy reasons. Although the 

 

 

 

 
 

 

Fig.2. AES Algorithm 
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usage of pseudonyms is proposed, but more advanced 

obfuscation techniques can be researched to achieve a 

higher level of privacy. (A.1) 
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