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Energy awareness and protocol management is begaminmportant factor in the design of MANET praitsc Because of
mobility, it needs the support of scalable routitigategies. These protocols try to consider thk gatation in order to respect
some QoS constraints and to reduce fake neightsitigrofor route discovery. In the existing systeommunication and packet
delivery ratio decreases when neighbor discovéty. fehe proposed ENRDP protocol selects the stphtk to reduce the fake
position and communication overhead. It selectsstable path, so neighbor discovery failure deegasd there by increases
the packet delivery ratio and reduces energy copsom End-to-End delay and packet lost. The effectess of ENRDP

protocol is demonstrated through NS2 stimulation.
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1INTRODUCTION

The term MANET (Mobile Ad hoc Network) refers to a
multihop packet based wireless network composeal ¥t

of mobile nodes that can communicate and move at th
same time, without using any kind of fixed wired
infrastructure. MANET is actually self organizingch
adaptive networks that can be formed and deformethe-

fly without the need of any centralized administmat
Otherwise, a stand for “Mobile Ad Hoc Network” A
MANET is a type ofad hoc networkhat can change
locations and configure itself on the fly. BecalW&NETS

are mobile, they use wireless connections to cdntec
various networks. This can be a standafieFiconnection,

or another medium, such as a cellular or satellite
transmission.
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Fig 1: Structure of MANET
2. EXISTING SYSTEM

The existing approaches require that mobile noglasIthe
position of their neighbors. However, such a preaam be
easily abused or disrupted by adversarial nodeabsence

of a-priori trusted nodes, the discovery and veation of
neighbor positions presents challenges that hawen be
scarcely investigated in the literature. Geograpbigting

in spontaneous networks, data gathering in sensor
networks, movement coordination among autonomous
robotic nodes, location-specific services for haidh
devices, and danger warning or traffic monitoring i
vehicular networks are all examples of service$ thald

on the availability of neighbor position informatioThe
correctness of node locations is therefore annatiortant
issue in mobile networks, and it becomes partitylar
challenging in the presence of adversaries aimihg a
harming the system

2.1Disadvantages of Existing System

. Correctly establish their location in spite of aks
feeding false location information, and

. Verify the positions of their neighbors, so as ébedt
adversarial nodes announcing false locations.

3.PROPOSED SYSTEM
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In this paper, we focus on the latter aspect, haftr
referred to as neighbor position verification (NFr
short). Specifically, we deal with a mobile ad hmtwork,
where a pervasive infrastructure is not presentl te
location data must be obtained through node-to-node
communication. Such a scenario is of particulaeriedgt
since it leaves the door open for adversarial noes
misuse or disrupt the location-based services ekample,
by advertising forged positions, adversaries cohids
geographic routing or data gathering processesctitig
network traffic and then eavesdropping or discaydin
Similarly, counterfeit positions could grant adwaiss
unauthorized access to location-dependent servilegs,
vehicles forfeit road tolls, disrupt vehicular fiaf or
endanger passengers and drivers.

3.1 Advantages of Proposed System

¢« Our NPV scheme is compatible with state-of the-
art security architectures, including the ones that
have been proposed for vehicular networks.

« It is lightweight, as it generates low overhead
traffic.

e |t is robust against independent and colluding
adversaries

e It leverages cooperation but allows a node to
perform all verification procedures autonomously

4. SYSTEM REQUIREMENTS
4.1. Hardwar e Requirements

e Processor -Pentium -l
e Speed -1.1Ghz

« RAM - 256 MB(min)

e Hard Disk - 20GB

¢  Floppy Drive -1.44 MB

« Key Board - Standard Windows Keyboard
-Two or Three Button Mouse

SVGA

. Mouse

. Monitor -

4.2. Softwar e Requirements:-
e  Operating System - LINUX
Network Simulator-2

¢ Front End - O TCL (Object Oriented
Tool Command Language

¢ Tool -

5. MODULE DESCRIPTION

« Node configuration setting

¢ Nodes unique identity

* Message exchange process for route discovery
« Distance computation

¢ Node position verification

¢ Node verification process

¢ Graph examination

5.1 Node Configuration Setting

The mobile nodes are designed and configured
dynamically, designed to employ across the netwthg,
nodes are set according to the X, Y, Z dimensidriclvthe
nodes have the direct transmission range to adirathdes.

5.2 Nodes Unique I dentity

All the mobile nodes tend to have a unique id itsr
identification  process, since the mobile nodes
communicates with other nodes through its own ngtwo
id. If any mobile node opted out of the networkrthtbe
particular node should surrender its network idh® head
node.

5.3 Message Exchange Process for Route
Discovery

This module states a 4 step message exchange prigees
POLL, REPLY, REVEAL, REPORT. As soon the protocol
executed the, POLL and REPLY messages are
firstbroadcasted by Source and its neighbors, otisjety.
These messages are anonymous and take advanttge of
broadcast nature of the wireless medium, allowiodes to
record reciprocal timing information without dissing
their identities.

5.4 Distance Computation

In order to compute the distance range, after alPand
REPLY message a REVEAL message broadcast by the
source nodes disclose to S, through secure and
authenticated REPORT messages, their identitieelisas

the anonymous timing information they collected.eTh
source S uses such data to match timings and tigsnti
then, it uses the timings to perform ToF-based irangnd
compute distances between all pairs of communigatin
nodes in its neighborhood.

5.5 Node Position Verification

Once Source node has derived such distances, & run
several position verification tests in order tossify each
candidateneighbor as either:Verified node, i.enpde the
verifier deems to be at the claimed position orlfyauode,
i.e., a node the verifier deems to have announced a
incorrect position or Unverifiable node, i.e., adeothe
verifier cannot prove to be either correct or fautlue to
insufficient information. The position verificatiorare
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performed by direct symmetric test, cross symmebst
and multilateration test.

5.6 Node Verification Process

In this module a proposed work of node verificatio
technique is introduced to detect the adversargsaa the
network. The node verification is done by hash fiomc
technique the public key and id of source node gees
hash id. In the same way the neighbor nodes genérat
hash id, if the source node hash id and neighbde @ash

id are same then the nodes are authenticated far da
transmission through the minimum distance range
discovered path to destination.

5.7 Graph Examination

The performance analysis of the existing and pregos
work is examined through graphical analysis.

6.|MPLEMENTATIONENVIRONMEN
T

Network simulator 2 is used as the simulation toothis
project. NS was chosen as the simulator partly useaf
the range of features it provides and partly begdusas an
open source code that can be modified and exterdiente
are different versions of NS and the latest versoms-
2.1b9a while ns-2.1b10 is under development.

6.1. Network Simulator (NS)

Network simulator (NS) is an object-oriented, dier
event simulator for networking research. NS proside
substantial support for simulation of TCP, routiagd
multicast protocols over wired and wireless networkhe
simulator is a result of an ongoing effort of resbaand
developed. Even though there is a considerabldad=mfe

in NS, it is not a polished product yet and bugs laging
discovered and corrected continuously.NS is written
C++, with an OTcll interpreter as a command and
configuration interface. The C++ part, which istfas run
but slower to change, is used for detailed protocol
implementation. The OTcl part, on the other hantictv
runs much slower but can be changed very fastiyis
used for simulation configuration. One of the adages of
this split-language program approach is that ibvedl for
fast generation of large scenarios. To simply use t
simulator, it is sufficient to know

OTcl. On the other hand, one disadvantage is that
modifying and extending the simulator requires
programming and debugging in both languages.

NS can simulate the following:
e Topology: Wired, wireless
e Sheduling Algorithms: RED, Drop Tall,
e Transport Protocols: TCP, UDP

* Routing: Static and dynamic routing

e Application: HTTP, Telnet, Traffic

generators

FTP,

6.2Network Components

This section talks about the NS components, mostly
compound network components. Figure 1.1 shows t@apar
OTcl class hierarchy of NS, which will help undarsting

the basic network components.

TelObject

Classifier

[ AddrClassifier ][ McastClassifier |

[Reno] sACK

Fig.2:0Tcl Class Hierarchy

The root of the hierarchy is the TclObject clasat is the
super class of all OTcl library objects (schedutertwork
components, timers and the other objects includird/
related ones). As an ancestor class of TclObjes©hject
class is the super class of all basic network corapb
objects that handle packets, which may compose cantp
network objects such as nodes and links. The lmetigork
components are further divided into two subclasses,
Connector and Classifier, based on the number ef th
possible output DATA paths. The basic network and

objects that have only one output DATA path areauritle
Connector class, and switching objects that hawsipte
multiple output DATA paths are under the Classifilass.

6.3Class TCL

The class Tcl encapsulates the actual instancheoOfTcl
interpreter and provides the methods to access and
communicate with that interpreter, code. The ctassides
methods for the following operations: 1.obtain terence

to the Tel instance

2.invokeOTcl procedures through the interpreter
3.retrieve, or pass back results to the interpreter
4.report error situations and exit in an uniforrnmer
5.store and lookup "TclObjects"

6.acquire direct access to the interpreter.
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Obtain a Referenceto the class Tl instance

A single instance of the class is declared in HEtt.cc as
a static member variable. The statement requireattess
this instance is Tel&tel = Tcl::instance();

Invoking OTcl Procedures

There are four different methods to invoke an OTcl
command through the instance, tcl. They differ esaky

in their calling arguments. Each function passetriag to
the interpreter that then evaluates the string iglabal
context. These methods will return to the callerthié
interpreter returns TCL_OK. On the other hand, hé t
interpreter returns TCL_ERROR, the methods willl cal
tkerror{}. The user can overload this procedure to
selectively disregard certain types of errors.

1.Passing Resultsto/from the Interpreter :When the
interpreter invokes a C++ method, it expects tiselte
back in the private member variable, tcl-> result.

2.Error Reporting and Exit: This method provides a
uniform way to report errors in the compiled code.

7. CONCLUSION

We presented a distributed solution for NPV, whadlows
any node in a mobile ad hoc network to verify tlosifion

of its communication neighbors without relying ompraori
trustworthy nodes. Our analysis showed that outogm is
very robust to attacks by independent as well disiding
adversaries, even when they have perfect knowleétjee
neighborhood of the verifier. Simulation resultsniion
that our solution is effective in identifying nodes
advertising false positions, while keeping the piulity of
false positives low. Only an overwhelming presemde
colluding adversaries in the neighborhood of thefiee, or
the unlikely presence of fully collinear networlptdogies,
can degrade the effectiveness of our NPV. Futund wdl
aim at integrating the NPV protocol in higher layer
protocols, as well as at extending it to a proactiv
paradigm, useful in presence of applications tiegdneach
node to constantly verify the position of its ndighs.
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