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Abstract— In this paper we are proposing a technique for hiding the important data using the technique of 
cryptography and steganography. Firstly, we encrypt the data using the proposed substitution cipher algorithm, 
and then embed the cipher text in the carrier image. At a single point of time, we will be using only 2-bit 
combination. This method first finds the total bytes of the data that has to be hidden. The selection of the bit 
position of the carrier image depends on the value of an index variable. Here the 6th bit means the LSB minus 
two locations, the 7th bit means the LSB minus one location and 8th bit means the least significant bit (LSB) 
location. The index value will change from 0 to 1 or 1 to 2 or 2 to 0 after each embedding. Before sending the 
embedded image the data is locked with a security id. Due to the security lock and the image bytes which 
depend on the size of the cipher text, this method is a stronger approach.  
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1. INTRODUCTION  

Since the start of internet, one of the most 
important factors of information technology and 
communication has been the security of information. 
There are mainly two techniques to achieve secrecy. 
Those are:  
1. Cryptography . 
2. Steganography. 
Cryptography is a technique in which the secret 
information is transformed to a new form such that the 
intruder can not understand the information. The 
Cryptographic algorithms are again two types. They 
are:  
              1. Public key cryptography 
              2. Secret key cryptography.  
Steganography is a technique of covert 
communication in which the intruder can not suspect 
that communication is going on. In steganography the 
secret information is hidden inside another file 
without degrading the quality of that file such that the 
intruder will not suspect that any communication is 
happening. The carrier file or  cover file can be an 
image, audio, video or text file.  
 

2. EXISTING IMAGE STEGANOGRAPHY 
METHODS  

 
In this paper the authors Gandharba Swain 

and Saroj Kumar Lenka proposed a scheme for secret 
communication  between  Alice  and  Bob  by using  
both cryptography and steganography. They have used 
3-bit variations in it.  Firstly, they encrypted the secret 
message using the 12-square cipher algorithm and   

 
 
 
implemented using Java programming language. A 
method for steganography using twelve square 
substitution ciphers which includes both alphabet and 
digit  
but the alphabet ‘q’ and some special character 
‘space’ is missing. [1] 
 
 
 
Discrete Wavelengths Transform (DWT). The 
frequency domain transform is Haar-DWT. It consists 
of 2 operations one  is horizontal operation and the 
other is vertical operation. At first, scan the pixels 
from left to right in horizontal direction then perform 
the addition and subtraction operations on 
neighboring pixels and then store the sum on the top 
and the difference on the bottom. Benefit of this is 
security is maintained as well as no message can be 
extracted without the “key matrix” and decoding 
rules. This technique can be used to reduce the extra 
data in the stego-image compress the size of key 
matrix as far as possible.[2] 
 
A new steganography approach for data hiding is 
proposed in which the Least Significant Bits (LSB) 
insertion to hide data within encrypted image data was 
used. The binary representation of the hidden data is 
used to overwrite the LSB of each byte within the 
encrypted image randomly. The  experimental results 
showed that the correlation and entropy values of the 
encrypted image before the insertion are similar to the 
values of correlation and entropy after the insertion. 
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Since the correlation and entropy have not changed, 
the method offered a good concealment for data in the 
encrypted image, and reduces the chance of the 
encrypted image being detected.[3] 
 
By representing the ASCII code decimal value of each 
character, in the secret message, as a set of separated 
single decimal-digit, also represent each decimal pixel 
value in the stego-image as a set of separated single 
decimal-digit. The technique creates a matching list 
between the decimal-digits of the characters in the 
secret message with the decimal-digits of the pixels in 
the stego-image. The technique compresses the 
created matching list to be as small as possible to 
embed it in the unused file space at the end of the 
stego-image file. The results show that the  technique 
provides more security against visual attack because it 
does not make any changes in the pixel of the stego-
image.[4] 

 
This paper proposed an approach in such way that, 
data is encrypted using Extended Substitution 
Algorithm and then this cipher text is concealed at two 
or three LSB positions of the carrier image. This 
algorithm covers almost all type of symbols and 
alphabets. The encrypted text is concealed variably 
into the LSBs. Therefore, it is a stronger approach. 
The visible characteristics of the carrier image before 
and after concealment remained almost the same.     [ 
5] 
 
A new  algorithm  to  hide  data  inside  mage using  
steganography technique is proposed. Here a bitmap  
(bmp) image will be used to hide the data. Data will 
be embedded inside the image using the pixels. 
Then the pixels of stego-image can be  accessed  
back  in order  to retrieve  back the hidden data 
inside the image. Two stages are involved. The first 
stage is to come up with a new steganography 
algorithm in order to hide the data inside the image and 
the second stage is  to  come  up  with  a  decryption  
algorithm  using  data retrieving method in order to 
retrieve the hidden data that is hided within the stego -
image. Advantage of this technique is SIS  maintains  
privacy,  confidentiality and  accuracy  of  the  data. [6] 
 
Here  a  highly  efficient  steganography  protocol  
is proposed. It is based on hamming codes, the 
embedding and the retrieval algorithm which have 
the same computational cost. The main idea behind 
this technique is to use a product code  of  two  
hamming  codes  with  goal  of  improving  the 
embedding rate .[7] 
 
               This   technique   gives   two   different 
schemes   are investigated.   The   first   one   is   
derived   from   a   blind watermarking  scheme.  The  
second  scheme  is  designed  for steganography  such  
that  perfect  security  is  achieved,  that means the 
relative entropy between cover data and stego data 
tends to zero. In this technique, information 
embedding has been  investigated  in  particular  in  

the  context  of  digital watermarking.   For   digital   
watermarking,   information embedding  
techniques  have  to  be  designed  such  that 
subsequent  processing  does  not  destroy  the  
embedded information.  This  property  makes  
digital  watermarking technology also attractive for 
steganography when information embedding is 
followed by lossy compression. Advantage of  this 
technique the performance of the schemes is 
compared with respect to security, embedding 
distortion and embedding rate. [8] 
 

3. PROPOSED METHODOLOGY 

In the paper, we are proposing a new scheme to hide 
the data effectively behind a carrier image. The 
communication between Alice and Bob is taken to a 
new dimension, by applying the method of both 
Cryptography and Steganography. 
 
The mixed techniques of cryptography and 
steganography provide a stronger approach of 
communication. The index variable and cryptography 
allows secure communication and it requires a key to 
read the information. An attacker is not able to 
remove the encryption but it is easy to modify the file 
and making it unreadable for the intended recipient. 
Steganography allows secure communication It 
cannot be removed and it requires significantly 
altering the data in which it is embedded. The 
embedded data will be confidential until an attacker is 
able to find a way to detect it.  
 
The overall work is done in 3 modules : 

1. First module Data Mixing( Sender side) 
   1. An image. 

 2. The secret information to be 
sent. 

   3. The cipher text to be embedded. 
   4. The resultant image after 
embedding 
 

2.  Second module, Embed the cipher text bit into 
image depending upon Index. 
 

3. Third module Data Extracting ( Receiver  side) 
   i  Received embedded image. 

 ii. The retrieved information from the image. 

 

A. PROPOSED ALGORITHM 

 Step1 - Transform the carrier image to 
binary 

 Step2- Apply the Substitution Cipher to get 
the cipher text of the secret message. 

 Step3- Convert the cipher text to binary. 
 Step4- The length of carrier image is 

sufficient enough to conceal the cipher text. 
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 Step5- Embed the cipher into the cover 
image using proper embedding process. 

 Step6- Attach the security id along with the 
image.  

 Step7- Now send the resultant image to 
receiver. 

 Step8- The receiver applies the reverse 
process to decipher the information. 

In the paper[1], the author had used 12 
squares substitution ciphers, which includes alphabets, 
numerals and special symbols. The problem with this 
method was that it missed some of the alphabets, like 
‘q’ and some of the special characters. To 
accommodate all characters and alphabets, we are 
here proposing a method  in which, we are using 14 
squares and substitution cipher methods to get the 
better end- results. Squares 1 to 8 are taken for upper 
and lower case alphabets and squares 9 to 14, are 
used for special symbols. In our algorithm, there are 
9X6 square matrix of alphabets and same size is for 
special characters and numerals. Each of the 9 by 6 
matrices contains the letters of the alphabet (upper 
case and lower case) and another six 6 by  7 
matrices arranged in squares for digits and special 
characters. All the special characters and digits from 
your desktop/laptop keyboard are included. So the 
following describes that how the matrices are prepared. 

In square-1, we have taken fifty two 
alphabets and two special characters @ and ?, out of 
which twenty six are capital letters and twenty six are 
small letters In each row we have arranged nine 
alphabets and each column contains six alphabets. 
Square-2 is made from square-1 by taking the first 
row of square-1 to sixth row place and other rows one 
position up. Similarly square-3 is created from 
square-2 by taking the first row of square-2 to sixth 
row place and other rows one position up. The same 
thing about square-4 which is created from square-3 
by taking the first row of square-3 to sixth row place 
and other rows one position up. In square-5, We have 
converted rows into column and inter changed first 
and last alphabets. The same steps follows in square-
6 to square-8 by taking first row of previous square 
and to sixth row place and other rows one position 
up. The plain text is read from left to right. If the 
character is an alphabet it refers to table-1, otherwise 
if it is a number or a special character it refers to 
table-2. The conversion from plain text to cipher text 
is performed as follows: 
The first alphabet’s plain text is in square-1 and its 
cipher is in same row and column location of square-
5.  
The second alphabet, its plain text is in square-2 and 
cipher text  is in same row and column location of 
square-6.  

The third alphabet, its plain text is in square-3 and 
cipher text is in same row and column location of 
square-7.  
The fourth alphabet, its plain text is in square-4 and 
cipher text is in same row and column location of 
square-8.  
 Similarly fifth alphabet corresponds to square-1 and 
square-5, 6th alphabet corresponds to square-2 and 
square-6, 7th alphabet corresponds to square-3 and 
square-7 and so on. 
 
For example if the plain text is: My name is msd9 
Its cipher text would be: Ga VwPU qr PrO05! 
 

4. THE EMBEDDING PROCESS 
 

The carrier image is transformed into 
binary form. Each  
pixel becomes 1 byte. The cipher text of the secret 
message is converted  into  bytes.  Now  calculate  
the  number  of  bytes, suppose it is n. Divide it by 2, 
say it is x. The x called as the index variable. The 
value x=0, corresponds to 6th and 7th bit locations, 
x=1 corresponds to 7th and 8th bit locations, of any 
pixel (byte) of the digital image. If present value of 
x=0 hide the two bits of cipher text in 6th and 7th 
bit locations of the present pixel (byte), and next 
value of x is 1 for the next pixel.  
If present value of x=1 hide the two bits of cipher 
text in 7th and 8th bit locations of the present pixel 
(byte), and next value of x is 0 for the next pixel. 

After embedding the text to the carrier image, the 
security id is entered. This security id is sent through 
communication to the receiver. This security id is 
needed in the reverse process to extract the secret 
message. 
 
Table 1: BYTE Selection using Index Variable 
 
Carrier file 
     Byte 

Operations Location Index 

Byte A Embed(11) 6th and 7th  1 
Byte B Embed(00) 7th and 8th  0 
Byte C Embed(10) 6th and 7th  1 
Byte D Embed(01) 7th and 8th  0 
Byte E Embed(11) 6th and 7th  1 
Byte F Embed(10) 7th and 8th  0 
Byte G Embed(10) 6th and 7th  1 
Byte H Embed(10) 7th and 8th  0 
Byte I Embed(10) 6th and 7th  1 
Byte J Embed(10) 7th and 8th  0 
Byte K Embed(10) 6th and 7th  1 
Byte L Embed(10) 7th and 8th  0 

 
Example: 
Consider the cipher text to be sent is: 
11001011 01111010 10101010 10011001 01010101.  
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This data is five bytes. So n=5 and x=1. 
Suppose the different bytes of the digital image are 
A,B,C,D,E etc. From table-1 we can see that in byte 
A of the carrier file we embedded the data bits 11  in  
6th  and 8th  bit  locations,  and  next  value  of  x 
becomes 0.We embed the next data bits 00 into 
byte B in 6th and  7th bit locations, next value of 
x becomes  1. Now we embed the next two bits 
10 in C in 7th and 8th bit locations and so on. See 
table-1. In every image there will be some bytes 
representing the image features which should not 
be altered. In JPEG images of size more than one 
Mega Bytes, there will be a maximum of hundred 
bytes carrying the image characteristics, if we 
modify these bytes the image will be disturbed. 
So these bytes should not be altered. For different 
image formats like BMP, JPG, TIF it is different. 
For JPG it is around  100 bytes. Normally these 
are the first  11 bytes of image. 
 
 

5. THE DATA EXTRACTION PROCESS 
At the receiver side, the message is extracted 

by applying the security code first and then the secret 
code is deciphered from the image. 
 

6.  EXPERIMENTAL RESULTS 
 

a. Selection of an image 
 

 
b. Entering plain text 

 

 
 
 
 
 
 
 

c. Conversion into cipher text 
 

 
 

d. Getting the embedded image 
 

 
 

e. Entering security code 
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f. Sending the image successfully 
 

 
 

g. After entering the security id at the receiving 
end, the image and the cipher is extracted. 

 

 
 
h. Receiving the secret message i.e., the plain text 

 

 
 
 

7. CONCLUSION 
 

It is observed that the algorithm works 
fine. It provides two levels of security One at the 
cryptography level and the other at the 
steganography level. If at all the intruder suspects it is 
very difficult for him to steal the data. The size of the 
image before and after embedding process is 
unchanged. The role of an index variable and the 
security code , makes this approach a stronger 
approach. 
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