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Abstract: Searching is one of the common task performetherinternet. Search engines are the basic tool of
the internet, from where one can collect relatddrination and searched according to the specifigerygor
keyword given by the user, and are extremely pofolarecursively used sites. The information oa teb is
growing dramatically. The users have to spend &ftdgime on the web finding the information they are
interested in. Today, the traditional search ergyh@ not give users enough personalized help lmvige the
user with lots of irrelevant information. In suchse, Personalized Web Search (PWS) has demonsiisted
effectiveness in improving the quality of variowagsch services on the Internet. However, evideshews that
users’ are not willing to disclose their privatéoinmation during search has become a major b&dorehe wide
use of PWS. The proposed PWS framework called UR®mly gives information about privacy protection
PWS applications that model user preferences aarbhgcal user profiles but also can adaptivelyegalize
profiles by queries while respecting user specifigdacy requirements.
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1. INTRODUCTION search depends on the query, user and search tontex
Over recent years, the World Wide Web has becomdH

new communication medium with Web information

access. The web search engine is the most importdnt Need of Personalization

portal for —ordinary people looking for useful Generic Search Engines present the results whieh ar

information on the web. This incorporates with L
) ) . . X general and not adaptable to individual users. @&or
informational, cultural, social and evidential veduto ; : . s

. . ; . articular query fired to the search engine, défer
be specific. With the existence of various Search . .

; results are provided for different users. Searchilte
Engines e.g. Google, Yahoo anq many more, the uselre organized for every user considering one’s
are tend to use them for retrieving their desireebW . . .

N . ) interest, preferences and information needs. [18 Th
pages and theinformation. Although today'search ne[ed for personalization arises due to the twooresas
engines can meet a ger’1eral request, they Camﬁ?stly, different users have different backgrouraas
distinguish different users’ specific needs welb, S

; : . interests. For the same query, they have different
users generally experience failure and improper

. . |nformation needs and goals. Secondly, User
results when search engines return irrelevant tesu

that do not meet their real intentions. A typicahich mformatlc_)n needs may change over time. Usgrs may
. : - . ave variety of requirements based on the time and
engine provides similar set of results W|thouth.

considering of who submitted the query. ThereforeC'rcumStanceS' For example, a zoologist user may us

the requirement arises to have personalized wgéjery mouse™ to find information about computer

. ; : 'ﬁ)eripheral when he/she wants to buy a computer
search system which gives outputs appropriatedo t d bmi
user as highly ranked pages and provide customizgPUse and a computer user may submit same query to
. ) find the information about the mouse as rodentdewhi
results depending on each user’s interests

: . watching any animal tv channel. Search engines can
Personalized Web Search (PWS) is a generghy 1o differentiate between such cases.
category of search techniques which aims to provide

better search results, according to individual user
needs. So, for this user information has to beectdd ™
and analysed so that the perfect search resulisreeq

for the user behind the issued query is to be gteen

the user. Personalization of web search is thegssoc . v .
of customizing web search results based on usass’ p!n order_to understand_ the user’s interests. 2. tbise
|Hformat|on to either filter the results returnerm

behaviour. Most of the queries submitted to sear - . . : .
) o he initial retrieval process, or directly includieis
engines are short and have ambiguity. Every usgr ma S .
; Information into the search process itself to delec
have different needs and goals under the same .quer ;
rsonalized results [2].

Thus the effectiveness of a personalization of we

2 Personalization Approach

When applied to search, personalization
would involve the following steps:
1. To collect and represent information aboutuber
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Web search personalization systems usscope of user’s private life. Protecting privasgues
gathered information about user from profilesrising from the lack of protection for such datat n
cookies and to conduct and revise the search tmly raise panic among individual users, but also
maximize the user satisfaction. The user profiles adowns the data-publisher’'s enthusiasm in offering
created which specifies the user's interestqersonalized service. In fact, privacy concernsehav
preferences and information needs to bettdsecome the major barrier for wide use of PWS
personalize the search results. There are two waysservices. [3]
generate user profiles- explicit and implicit userR. LITERATURE REVIEW & RELATED WORK
profiling. In the explicit approach users createirth This paper focuses on the literature of
profiles manually by providing some kind of feedbac profile-based personalization and privacy protectio
to a search system. In implicit user profiling, theer in PWS system.
profile is created from user’s past behavior, sagiy
determining the documents they do select for vigwin 2.1 Profile-Based Per sonalization
the duration of time spent viewing a document or Previous works on profile-based PWS
page browsing or scrolling actions. This is beiogel mainly focus on improving the search utility. The
in the background automatically by the searchasic idea of these works is to tailor the seaeshilts
system.[1][2] by referring to, often implicitly, a user profildat

Personalization of web search can be done gdveals an individual information goal. In the
either server side or client side. Many problenisear remainder of this section, we review the previous
on personalizing the web at server side like servgblutions to PWS on two aspects, namely the
should maintain all the search history for each angpresentation of profiles, and the measure of the
every user. It also has to search the history of &fectiveness of personalization.[3]
particular user when a user submits any ambiguous In the proposed UPS framework, we do not
query. The performance of the server gets down whéocus on the implementation of the user profiles.
many users submits the query at the same timactually, our framework can potentially adopt any
Therefore, most of the techniques employ cliene sichierarchical representation based on taxonomy of
approach as all the search histories and queries &howledge. As for the performance measures of PWS
maintained at the client system making the fasty w in the literature, Normalized Discounted Cumulative

to access the user profile. [2] Gain (nDCG) [4] is a common measure of the
effectiveness of an information retrieval systemris|
1.3 Solutions to Personalized Web Search (PWYS) based on a human graded relevance scale of item-

The solutions to Personalized Web Searcpositions in the result list, and is, thereforeowm for
(PWS) can generally be categorized into two typests high cost in explicit feedback collection. Teduce
first is click-log-based methods and second isilgof the human involvement in performance measuring,
based ones. The click-log based methods are simplsearchers also propose other metrics of pergenali
and straightforward: This method performs the dearaveb search that rely on clicking decisions, inahggi
based upon clicked pages in the user’s query BistorAverage Precision (AP), Rank Scoring and Average
Although this method has been demonstrated Rank[4] . We use the Average Precision metric to
perform consistently and considerably well [2]céin  measure the effectiveness of the personalization in
only work on repeated queries from the same usasPS. Meanwhile, our work is distinguished from
which is a strong limitation and restricted forte@m previous studies as it also proposes two predictive
applications. In contrast, profile-based methodgmetrics, namely personalization utility and privacy
improve the search experience with complicated-usetisk, on a profile instance without requesting fser
interest models generated from user profilingeedback.
techniques. Profile-based methods can be proved
more effective for almost all sorts of queries, btgé  2.1.1 Privacy In Profile-Based PWS
reported to  be improper under some To protect user privacy in profile-based
situations.[1].Although there are reasons an@Wws, two important and contradicting issues during
considerations for both types of PWS techniques, thhe search process should be considered. The first
profile-based PWS has proved its more effectivenesssue is that, they attempt to improve the search
in improving the quality of web search recentlyttwi quality with the personalization utility of the use
increasing usage of one’s personal and behaviorglofile. On the other hand, they need to hide the
information to profile its users, which is usuallyprivacy contents existing in the user profile taqa
gathered implicitly with the help of query history the privacy risk under control. Sometimes peopke ar
browsing history, click-through data , bookmarkswilling to compromise privacy if the personalizatio
user documents , and so on. Unfortunately, sucé typy supplying user profile to the search enginedgel
of collected personal data can easily reveal aentibetter search quality. In an identical situation,
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significant gain can be obtained by personalizatibn 2.2.1 Levels of Privacy Protection in Personalized
the expense of only a small (and less-sensitiveédearch
portion of the user profile, namely a generalized Privacy protection varies according to users
profile. Thus, user privacy can be protected withouwequirements. Sometimes users may not want anyone
compromising the personalized search quality. Ielse to know or hold any of their personal
general, there is a compromise between the searctiormation, while some users may be willing torgha
quality and the level of privacy protection achigve some personal information for better search results
from generalization.[5] services. Thus the level of privacy protection is
required to be given for different users to
accommodate different preferences for the tradeoffs
2.2 Privacy Protection in PWS System of personalization and privacy protection.
Generally there are two classes of privacy
protection problems for PWS. One class include®.2.1.1 Level I: Pseudo Identity
those treat privacy as the identification of an A personalized web search system has Level
individual. The other includes those consider théprivacy protection (Pseudo Identity) if:
sensitivity of the data, particularly the user fes, i) The user identityiD(U) is replaced by a pseudo
exposed to the PWS server.[6] Typical works in théentity IDp(U) which contains less personally
literature of protecting user identifications (dame) identifiable information thariD(U) does and hence
try to solve the privacy problem on different leyjel supporting privacy protection.
including the pseudo identity, the group identityy i) The description of user information neet&EXT(N;
identity, and no personal information. Solutionthe i) can be aggregated accordind®p(U)
first level is proved to fragile. The third and ftu at the search engine side.
levels are impractical due to high cost in ID(U) can generally be mapped to a single or
communication and cryptography. Therefore, tha small group of users (e.g., family members) \hth
existing efforts focus on the second level. Usinig t help of public databases. For example, given an IP
approach, the linkage between the query and aesinglddress, geographic information such as city aae st
user is broken. can be known. With a pseudo identl®p(U), such
The solutions in class two do not requiremapping is not available and some personal
third-party assistance or collaborations betweaiaso information such as the location of the user is
network entries. In these solutions, users onlgttruprotected. From the viewpoint of personalized dgarc
themselves and cannot tolerate the exposure af thai pseudo identityDp(U) can still be used to group all
complete profiles an anonymity server. Statisticathe descriptions of user information needs to baild
techniques use a probabilistic model, and then thisser profile without needind (U)[5]. The content of
model is used to generate near-optimal partialilerof user profile such as queries and click througimtiaat
One main limitation in this work [7] is that it Bd§ at the search engine side.
the user profile as a finite set of attributes, ahne Level | is the lowest level of privacy
probabilistic model is trained through predefinedrotection. Because of the removal I6f(U), which
frequent queries. These assumptions are impraaticalmay otherwise be used to directly identify a user,
the context of PWS. A privacy protection solutiam f some people who do not care much about privacy
PWS is based on hierarchical profiles. Using a-usemay accept this level of privacy protection.
specified threshold, a generalized profile is otdi Unfortunately, this level is not enough to protect
in effect as a rooted subtree of the complete lgrofi user's privacy because it allows aggregation ofhall
Unfortunately, this work does not address the quelipformation need descriptions of a user, which ican
utility, which is crucial for the service qualityf o turn facilitate identification of the user. Sincaemies
PWS. For comparison, our approach takes both tlrectly indicate a user's interests, being ablgrtup
privacy requirement and the query utility into ageb many queries from the same user makes it quite
[8] possible to identify a user.
A more important property that distinguishes
the proposed framework from [9] is that we provide.2.1.2 Level I1: Group | dentity
personalized privacy protection in PWS. A persom ca A personalized web search system has Level
specify the degree of privacy protection for hes/hill privacy protection (Group ldentity) if:
sensitive values by specifying “guarding nodesth@ i) A group of users share a single user idenbtf)).
taxonomy of the sensitive attribute. Motivate bisth ii) The description of user information ne€bdSXTN;
we allow users to customize privacy needs in thei) is aggregated at the group level accordintdptdJ).
hierarchical user profiles. [10] This level of protection is achieved when a
group of users send their profiles to the search

117



International Journal of Research in Advent Tecbggl(E-ISSN: 2321-9637) Special Issue
1st International Conference on Advent Trends igi®ering, Science and Technology
“ICATEST 2015”, 08 March 2015

engine in such a way that the search engine can onl Level Il has a higher privacy protection than
build a group user profile for the group insteadaof Level Il. At Level Il it is impossible for the sech
user profile for each single user.In this caseengine to aggregate any information about the
personalized web search can not be done at thalividual user, even at the group level. However,
individual user level, but is possible at the grougome user information is still kept at the seanuiree
level. This may reduce the effectiveness o$ide. For example, the original user queries may be
personalization because a group's information ned@pt at the search engine side. Although a useesyq
description is used to model an individual user'generally does not explicitly contain personal titgn
information need. However, if the group isID(U), it sometimes contains quite sensitive
appropriately constructed so that people with simil information (It is known that some queries contain
interests are grouped together, we may have musbcial security numbers.) It is thus still possilde
richer user information to offset the sparse desiom infer a user's identity just from a query.
of individual user information needs. Thus the skar
performance may actually be improved because of tf22.1.4 Level IV: No Personal Infor mation
availability of more information from the group A personalized web search system has Level
profile. IV privacy protection (No Personal Information) if:
Level Il has higher privacy protection thani)Neither the user identityD(U) nor the description of
Level I. At this level, one cannot construct aruser information needEXT(N) is available to the
individual user profile. Instead, only an aggredatesearch engine.
profile for a group of users can be constructed. At Level IV, a search engine does not know
Since the identity information of an ID(U) of an individual user or the description of user
individual userID(U) is lost in a group of identity, information need’EXT(N) at all. However, the search
and the description of user information needgngine can still return the normal search resolihé
TEXT(N; i) is also mixed with those of other users, ittorrect user. Thus the user privacy is fully praddc
is difficult to infer true information needs of anyOn the surface, it appears to be impossible toezehi
individual user if the group is appropriatelythis level of privacy protection. However,

constructed. cryptography methodology may be applied to realize
A common way to implement the Level Il this ultimate level of privacy protection.
privacy protection is to set up a proxy for a grafp Another possibility for achieving the Level

users and all the users would communicate with tH¥ privacy protection is that a search engine wdogd

search engine through the proxy. Currently, theee arequired by law to guarantee that it does not shone

many public proxy servers available on the Internet user information ID(U) or TEXT(N)). That is, the
search engine will have no memory of any activity o

2.21.3 Level I11: No Identity a user, even though it would still respond to ar use
A personalized web search system has Leveearch request directly. This scenario can be
[l privacy protection (No Identity) if: considered to be equal to the scenario that thelsea
i) The user identitylD(U) is not available to the engine does not know any information about the.user
search engine. As in the case of Level lll privacy protectionnse a
ii) The description of user information neetlSXT(N; search engine cannot construct any kind of user
i) can not be aggregated on the search profile, personalized search must be supportechen t
engine side, even at the group level. user's computer.
At Level lll, a search engine can not know Level IV has the highest level of privacy
ID(V) of individual users at all, thus it has no protection for personalized search. However, it may
way to aggregate the description of user infornmatioalso have the highest cost due to higher
needs. At this level, however, it would be communication cost and encryption/decryption cost,

impossible to build a user profile on the searohimm which will delay real-time response.
side, even at the group level. Since the

search engine does not have the user profil8, ANALYSIS OF PROBLEM
personalized search must be supported on a user's o

computer. Specifically, the user profif{U) can be explained in the following observations:[3]

kept on the personal computer of the user - .
Personalized search can be achieved b1. The existing profile-based PWS do not support

combining general Web search with a Iocal')(mtime. profiling. A user prqfile is  typically
personalized reranking of results. A possible way tgenerahzed for only once offline, and used to

implement Level Ill privacy protection is throughet personalize all - queries from ~a same user
P P yp indiscriminatingly. Such “one profile fits all” sttegy
anonymous network.

certainly has drawbacks given the variety of queerie

The problems with the existing methods are
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It is proved that Profile-based personalization may individual user profiles while retaining their
even help to improve the search quality for somasefulness for PWS.

adhoc queries, though exposing user profile to a

server has put the user's privacy at risk. A bettes.1 System Architecture of UPS

approach is to make an online decision on: User Customizable Privacy Preserving
a. whether to personalize the query (by exposing theearch UPS is distinguished from conventional
profile) and Personalised Web Search in that it:

b. what to expose in the user profile at runtime. Until) Provides runtime profiling, which in effect
now no previous work has supported such feature. optimizes the personalization utility while respegt
2. The existing methods do not take into account theser’s privacy requirements;

customization of privacy requirements. This 2) Allows for customization of privacy needs;
probably makes some user privacy to b&) Does notrequire iterative user interaction.
overprotected while others insufficiently protected UPS consists of a non trusty search engine

For example, in all the sensitive topics are detict server and a number of clients. Each client (user)
using an absolute metric called surprised basetti@®n accessing the search service trusts no one buelims
information theory, assuming that the interestshwitherself. The key component for privacy protectien i
less user document support are more sensitive. an online profiler implemented as a search proxy
3. Many personalization techniques require iterativeunning on the client machine itself. The proxy
user interactions when creating personalized searomintains both the complete user profile, in a
results. They usually refine the search results withierarchy of nodes with semantics, and the user-
some metrics which require multiple user interawio specified (customized) privacy requirements
such as rank scoring, average rank, and so on[4].Thiepresented as a set of sensitive nodes. [3]

paradigm is, however, infeasible for runtime pinfl The framework works in two phases, namely
as it will not only pose too much risk of privacythe offline and online phase, for each user. Dutheg
breach, but also demand prohibitive processing timafline phase, a hierarchical user profile is consted

for profiling. Thus, we need predictive metrics toand customized with the user-specified privacy
measure the search quality and breach risk afteequirements. The online phase handles queries as
personalization, without incurring iterative userfollows:

interaction. 1. When a user issues a query gi on the client, the
proxy generates a user profile in runtime in thyhti

4. OBJECTIVES of query terms. The output of this step is a gdiremd

The main objectives of proposed framework areser profile Gi satisfying the privacy

summarized below: requirements. The generalization process is guiged

i) The proposed a privacy-preserving personalizedonsidering two conflicting metrics, namely the
web search framework UPS, which can generalizgersonalization utility and the privacy risk, both
profiles for each query according to user-specifiedefined for user profiles.

privacy requirements. 2. Subsequently, the query and the generalized user
i) Relying on the definition of two conflicting profile are sent together to the PWS server for
metrics, namely personalization utility and privacypersonalized search.

risk, for hierarchical user profile, the proposed. The search results are personalized with thélgro
framework provides privacy-preserving personalizednd delivered back to the query proxy.

search as —Risk Profile Generalization, with its- NP4. Finally, the proxy either presents the raw nsstd
hardness proved. the user, or reranks them with the complete user
i) The framework provides an inexpensiveprofile.

mechanism for the client to decide whether to

personalize a query in UPS. This decision can be

made before each runtime profiling to enhance the

stability of the search results while avoid the

unnecessary exposure of the profile.

5. PROPOSED WORK

The problems in existing methods are
addressed in our UPS frameworkhe framework
assumes that the queries do not contain any sensiti
information, and aims at protecting the privacy in
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The repository R is a huge topic hierarchy
Client - Side Network covering the entire topic domain of human
knowledge. That is, given any human recognizable
topic t, a corresponding node (also referred td)as

can be found in R, with the subtree subtr(t,R)has t
taxonomy accompanying t.
The repository is regarded as publicly availabld an

Online

| Pt
/ M

can be used by anyone as the background knowledge.
Privacy \ rServe y any 9 9
Preferenc Assumption 2
Given a taxonomy repository R, the
\ < “// repository support is provided by R itself for eehf
e !
topic.
\ Complete Definition 1 (USER PROFILE/H).
Profile , . .
~ A user profile H, as a hierarchical

representation of user interests, is a rooted sahif
R. The notion rooted subtree is given in Definitian

Definition 2 (ROOTED SUBTREE).

Fig.1: Proposed system of personalised web search Given two trees S and T , S is a rooted
subtree of T if S can be generated from T by

The framework for UPS focuses on structure of uségmoving a node from T

profile and customized privacy requirement _ A diagram of a sample user profile is
illustrated in Fig. 2a, which is constructed based
5.2 User Profile the sample taxonomy repository in Fig. 2b. We can

Consistent with many previous works inObserve that the owner of this prOfile is mainly
personalized web services, each user profile in UFBterested in Computer Science and Music, because
adopts a hierarchical structure. Moreover, ourifgrof the major portion of this profile is made up of
is constructed based on the availability of a pmubliffagments from taxonomies of these two topics & th
accessible taxonomy, denoted as R, which satisfié@mple repository. Some other taxonomies also serve

the following assumption. in comprising the profile, for example, Sports and
Assumption 1. Adults.
- :"'.r-7 G
G, - 0 U
‘Jrﬂ "--..:7 -~ I |ﬂp / .. " // -----------------
i |f e LT P L
Sl
I ‘ -~ ;T b ,.d }l'_ ‘ I:
Adults I,Gmnputc|r9cwncc 20y Ars eeereen,, SPOIES
| /7 7] | i)
Sexuality p Aesearch o ” Develop Music .~ lce Skating
/ ~” N '
fSecurity. = Database Program ! Artists © Instruments Figure (Skating)
- - 4 !
Pivagyl PL OLTP Perl CIC+H | I:'agh':b'l,-‘l Gutar | Harmonica

Fig: 2 :a)Sample Use Profile
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Fig. 2 : b) Sample Taxonomy Repository
recently. However, effective personalized search

5.3 Customized Privacy Requirements requires collecting and aggregating user infornmatio

Customized privacy requirements can bavhich often raises serious concerns of privacy
specified with a number of sensitive-nodes (topias) infringement for many users. This seminar provides
the user profile, whose disclosure (to the serveipformation on User customizable Privacy preserving
introduces privacy risk to the user. Search framework-UPS for Personalized Web Search.
Definition 3 (SENSITIVE NODESS). UPS could potentially be adopted by any PWS that

Given a user profile H, the sensitive nodesaptures user profiles in a hierarchical taxonoihe
are a set of user specified sensitive topics. i tHramework allowed users to specify customized
sample profile shown in Fig. 2a, the sensitive modeprivacy requirements via the hierarchical profiles
S={Adults; Privacy;Harmonica; Figure (Skating) arewhile respecting user specified privacy requireraent
shaded in gray color in H.
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