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Abstract: Ad-hoc low-power wireless networks are an excitengd most promising research direction in
sensing and pervasive computing. An ad hoc netwsik group of wireless nodes, in which each node ca
communicate over multi hop paths to any other nwifleout the help of any preexisting infrastructsieeh as
base station or access points. The security wotkignfield has focused only on denial of servitéha routing
or medium access control level. An important sdguissue that has been identified in these netwdsks
resource depletion attack at routing layer protoudiich permanently disables networks by quicklgining
nodes’ battery power. In networks, routing protogets affected from attack even though designéxd teecure.
This type of attack called “Vampire attacks” whith not specific to any protocol, but dependent ba t
properties of many popular classes of routing poit This study shows that all examined protocuks
vulnerable to Vampire attacks, which are destragctind difficult to detect and are easy to carryusihg as
few as one malicious insider sending only prota@mhpliant messages. In the worst case, a singlepifarnan
increase network-wide energy usage by a factor(bf)Qvhere N is the number of network nodes. Teinisar
discuss methods to detect and mitigate these tyfpattacks, including a new protocol concept wittestations
that is useful to avoid damage caused by Vampimdgpaovide secure packet forwarding phase. Italdb save
Ad-hoc wireless nodes from power drainage due topiee packets.

Keywords —Ad-hoc networks, Denial of service, resource diqbeattack, Vampire attacks, security, routing,
protocol, sensor networks, wireless networks.

Application

1. INTRODUCTION

1.1. Wireless Sensor Networks and Ad-hoc WSN:
A wireless sensor network (WSN) is a wireless rretwork Infrastmcture
network consisting of specific type of distributed

autonomous devices using sensors to cooperativel () Gateway

monitor physical or environmental conditions, sash l \
temperature, sound, vibration, pressure, motion or @
pollutants, at different locations. Sensor netwak @ @
basically a collection of a large number of sensor
nodes that are deployed in a wide area with veny lo
powered sensor nodes. The wireless sensor networks Fig.1. Wireless sensor network
can be utlized in a various information and
telecommunications applications. The sensor nodésl-hoc wireless sensor networks (WSNs) is exciting
are very small devices with wireless communicatioand most promising new applications in the near
capability, which can collect information about sdu  future, such as ubiquitous on-demand computing
light, motion, temperature etc and processed differ power, continuous connectivity, and instantly-
sensed information and transfers it to the otheleso deployable communication for military and first
The following figure-1.1 illustrated the Wirelessresponders. Such networks already monitor
Sensor Network scenario. environmental conditions, factory performance, and
troop deployment, to name a few applications. As
WSNs become more and more crucial to the everyday
functioning of people and organizations, availapili
faults become less tolerable lack of availabilignc
make the difference between business as usual and
lost productivity, power outages, environmental
disasters, and even lost lives; thus high avaitsiolf
these networks is a critical property, and shoultti h

Sensor Networks
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even under malicious conditions. Due to their ad-hoavoid Vampire attacks we try to maintain this rato
organization, wireless ad-hoc networks ard. Energy use by malicious nodes is not considered,
particularly vulnerable to denial of service (DoS)since they can always unilaterally drain their own
attacks [13] and a great deal of research hasdieam batteries.

to enhance survivability [2,4,5,13]. It can preventn this seminar we consider and study the effect of
attacks on the short-term availability of a networkVampire attacks on link state, distance-vector and
they do not address attacks that affect long-tersource routing protocols. Different types of rogtin
availability the most permanent denial of servicgrotocols which are also vulnerable to Vampire
attack is to entirely deplete nodes’ batteriessThian attacks. As we know that ad hoc deployment implies
instance of a resource depletion attack, with batteno prior position knowledge so all routing protacol
power as the resource of interest. we consider hoemploy at least one topology discovery period. We
routing protocols, even those designed to be secumdnsider immutable but dynamically organized
lack protection from these attacks, which we callopologies and then differentiate between on-demand
Vampire attacks since they drain the life fronrouting protocols, where topology discovery is dahe
networks nodes. These attacks are distinct frommansmission time, and static protocols, where
previously-studied DoS, reduction of quality (RoQ)topology is discovered during an initial setup mhas
and routing infrastructure attacks as they do notith periodic rediscovery to handle rare topology
disrupt immediate availability, but rather work ove changes. Adversaries are malicious insiders and hav
time to entirely disable a network. While somelw t the same resources, same level of network access as
individual attacks are simple, and power-draining a honest nodes. Adversary location within the network
resource exhaustion attacks have been discussedassumed to be fixed and random. Using this
before [8,9] prior work has been mostly confined t@onfiguration we try to represents the average
other levels of the protocol stack, e.g. mediumeasc expected damage from Vampire attacks and also
control (MAC) or application layers, and to ourassumes that a node is permanently disabled osice it
knowledge there is little discussion, and no thgtou battery power is exhausted. In this, nodes that
analysis or mitigation, of routing-layer resourcerecharge their batteries using either continuous
exhaustion attacks. Vampire attacks are not prbtocoharging or switching between active and recharge
specific, in that they do not rely on design proigsr cycles. In the continuous charging case, power-
or implementation faults of particular routingdraining attacks would be effective only if the
protocols, but rather exploit general properties ofdversary is able to consume power faster thansnode
protocol classes such as link-state, distance-vect@an recharge. Continuously recharging adversary can
source routing . keep at least one node permanently disabled at the
Now the problem is to detect Vampire attacks andost of its own functionality. We know that sending
defining them i.e. how to detect this attack? Coesi any packet automatically constitutes amplification,
the process of routing a packet in any multi-hogllowing few Vampires to attack many honest nodes.
network: a source composes and transmits it to tHaual-cycle networks (with mandatory sleep and
next hop toward the destination, which transmits iawake periods) are equally vulnerable to Vampires
further, until the destination is reached, conswgnminduring active duty as long as the Vampire’s cycle
resources at every node including source nod®witching is in sync with other nodes. As activdydu
through which messages move. The act of sendingnades are vulnerable while the Vampire is active;
message is in itself an act of amplification, legdio nodes are safe while the Vampire sleeps.

resource exhaustion, as long as the aggregateotostn this study, we will also try to show that in so&
routing a message (at the intermediate nodesywierlo routing protocols, how a malicious packet sourae ca
than the cost to the source to compose and tratitsmitspecify paths through the network which are far
So, we focus on the cumulative energy consumptidonger than optimal, wasting energy at intermediate
increase that a malicious node can cause whiledes that forward the packet based on the included
sending the same number of messages as an horsesirce route. On the other side, routing schemes
node. Vampire attack is the composition andvhere forwarding decisions are made independently
transmission of a message that causes more erergypy each node, we suggest how directional antenna
be consumed by the network than if an honest nodmd wormhole attacks can be used to deliver packets
transmitted a message of identical size to the sart® multiple remote network positions, forcing patcke
destination, although using different packet hesderprocessing at nodes that would not normally receive
We measure the strength of the attack by the ddtio that packet at all, and thus increasing networkewid
network energy used in the benign case to the gnergnergy expenditure. At last, we show how an
used in the malicious case, i.e. the ratio of nétwo adversary can affect not only packet forwarding but
wide power utilization with malicious nodes presenalso route and topology discovery phases if disgove
to energy usage with only honest nodes when thmessages are flooded, an adversary can consume
number and size of packets sent remains constant. &nergy at every node in the network.
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In our first attack, an adversary composes packethis attack is defeated by putting greater burden o
with purposely introduced routing loops i.e. allagi the connecting entity like cookies. It place minima
a single packet to repeatedly traverse the samefsetload on legitimate clients who only initiate a shmal
nodes this type of attack is called carousel atthtk number of connections, but deter malicious entities
second attack, by considering source routing, amho will attempt a large number. It is not always
adversary constructs artificially long routes,desirable as it punishes nodes that produce bdirst o
potentially traversing every node in the netwogk it  traffic but may not send much total data over the
increases packet path lengths, causing packetg to lifetime of the network.

processed by a number of nodes that is indepemdentSeveral literatures on attacks and defenses against
hop count along the shortest path between thguality of service (QoS) degradation, or reductidn
adversary and packet destination .This attackliscca quality (RoQ) attacks, that produce long-term
as stretch attack. We study the different mitigatiodegradation in network performance [3]. It focusas
methods to bind the damage from Vampire attackthe transport layer rather than routing protocéls.
The first mitigation method is loose source routingVampires do not drop packets, the quality of the
where any forwarding node can reroute the packét if malicious path itself may remain high and it should
knows a shorter path to the destination. In ouosdc not be even considered. Denial of service in ad-hoc
method, we modify the protocol from [8] to guarante wireless networks as primarily dealt with advemrsari
that a packet makes progress through the netwbrk,who prevent route setup, disrupt communication, or
holds if and only if a packet is moving strictlyoser preferentially establish routes through themseles

to its destination with every hop. We call this e drop, manipulate, or monitor packets [5,10]. Protsc
backtracking property, and it helps to mitigatesised only ensuring that valid network paths aredou
Vampire attacks. There are two phases, topologyannot protect against Vampire attacks, since
discovery period we call it “the night” when vangsr Vampires do not use or return illegal routes ovprg

are more dangerous, followed by a long packetommunication in the short term. In minimal-energy
forwarding period during which adversarial sucaess routing, it uses less energy to transmit and receiv
provably bounded. We also modify the protocol tgpackets (e.g. by minimizing wireless transmission
detect Vampires during topology discovery and evidlistance)[6,11] & increase the lifetime of power

them from the network make “dawn”. constrained networks. Vampires will increase energy
usage even in minimal-energy routing scenarios and
2. LITERATURE REVIEW when power-conserving MAC protocols are used

though these attacks cannot be prevented at the MAC
Prior security to mitigate different types of aktadn layer or through cross-layer feedback [12,11].
this field has focused primarily on denial ofAttackers will produce packets which traverse more
communication at the routing or medium acceslBops than required, so even if nodes spend the
control levels. Power draining itself is not novelit minimum required energy to transmit packets, each
rather that these attacks have not been rigoroughacket is still more expensive to transmit in the
defined, evaluated, or mitigated at the routingetay presence of Vampires.
Early, power exhaustion can be found as “sleePath-based DoS attacks as in [4] use one-way hash
deprivation torture”. As name suggest that proposezhains to limit the rate at which nodes can trabhsmi
attack prevents nodes from entering a low-powgrackets. In this malefactor overwhelms honest nodes
sleep cycle, and thus deplete their batteries rastavith large amounts of data, but it is applicabléydn
These “denial of sleep” only considers attackshat t traditional DoS, doesn't work with intelligent
medium access control (MAC) layer [9].In additi@n t adversaries who use a small number of packets i.e.
this resource exhaustion at the MAC and transpoptrotocol compliant in which intelligent packet-
layers [13], but only offers rate limiting and dropping strategies can degrade performance of TCP
elimination of insider adversaries as potentiastreams traversing those nodes [2]. Adversaries are
solutions. . Malicious cycles (routing loops) havealso protocol-compliant in the sense that they use
been briefly mentioned [8] but no effective defensewell-formed routing protocol messages. They either
are discussed other than increasing efficiency AOM produce messages when honest nodes would not used,
and routing protocols or switching away from sourcer send packets with protocol headers differeninfro
routing. Flood attack, wherein adversaries makehat an honest node would produce in the same
multiple connection requests to a server, whicH wilsituation. Now the path-based wormhole and
allocate resources for each connection requedirectional antennas attack, it allows two non
eventually running out of resources, while theneighboring malicious nodes with either a physaral
adversary, who allocates minimal resources, remaingtual private connection, these links are not enad
operational hence depletion of resources such aisible to other network members, but can be used b
memory, CPU time, and bandwidth may easily caug@e colluding nodes to privately exchange messdges.
problems excluding power-constrained systems [14glisrupt route discovery, return routes that trawehe
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wormhole and may have artificially low associatedsource. To forward a message, the intermediate node
cost metrics such as number of hops or discovefinds itself in the route (specified in the packet
time. Author gives defense against wormhole anteader) and transmits the message to the next hop.
directional antenna attacks called “Packet Leashe¥he burden is on the source to ensure that the lisut
[7]; their solution is of high cost and is not alga valid at the time of sending, and that every nadtheé
applicable. Packet Leashes relies on tightlyoute is a physical neighbor of the previous roup.h
synchronized clocks and packet travel time dom@atd his approach has the advantage of requiring very
processing time. In this all types of attacks andttle forwarding logic at intermediate nodes, and
disadvantage of defenses mentioned in differellows for entire routes to be sender-authenticated
literatures by different authors, performance olvpo using digital signatures [10]. It will be possibie
drainage of nodes is unavoidable so it is diffidolt evaluate both the carousel and stretch attacks in a

mitigate the Vampire attack. randomly-generated 30-node topology and a single
randomly-selected malicious DSR agent, using the ns
3. PROBLEM STATEMENT 2 network simulator [1].

Vampire attacks are attack in networks; it is thé&.1.1. Carousel attack:-

composition and transmission of a message that

causes more energy to be consumed by the netwoHg,this attack, an adversary sends a packet withuge

than if an honest node transmitted a message ofdmposed as a series of loops, such that the same
identical size to the same destination i.e. Vampiraode appears in the route many times. This strategy
attack means creating and sending messages d¢pn be used to increase the route length beyond the
malicious node which causes more energpumber of nodes in the network, only limited by the
consumption by the network leading to slow deptetionumber of allowed entries in the source route. An
of node’s battery life. Vampire attack happensha t example of this type of route is in Fig2. The p@ti-
network in the sense, any of the nodes in the mtwo3-4-5-6-7) shows the honest path and path (1-253-4-
which is affected or infected and this nodes beadravi 6-5-4-3-2-3...7) shows loops the malicious path from
is abruptly changing for the network behavior, thisource node 1 to destination (sink) node 7. Fig.
kind of nodes are called “Malicious node”. If2.shows the carousel attack same node appears in th
malicious nodes present in the network energy thabute many times.

have been using by each and every nodes wi
increases drastically. The malicious node has bee
place in the network uniquely. First In between the

routing nodes, and the second placed in the Sourt

node itself. The routing path is discovered by seur

node by using shortest path routing algorithm dred t

path should not be changeable by the intermedial

nodes. In this type of occasion there is a chapnce 1 "=
happening attack. The adversary composes packe
with purposely introduced routing loops. This isson
of the major problems of the network where the
consuming energy of each and every node in th
network will increase. The main problem these kind:

of attackers are it's not easily identified if ttacked  Fig. 2 The carousel attack same node appears in the
or affected the network. It will take some longdino  route many times form loop (1-23456-65432-....... -
identify and make ensure that it presented in the 23456-7)

network. We further study this vampire attacks and

identified problems by classifying it on the basfs In this attack, at every node in network througholh
type of protocol used during packet routing withinpacket route, it exploits limited verification of

destination [sink)

network. message headers at forwarding nodes. So that it is
used to increase the route length beyond number of
3.1. Attacks on Stateless Protocols: nodes in network and increase energy consumption.

Theoretical limit: energy usage increase by a fasto
In this we present simple but previously neglecte®(}), whereh is the maximum route length.
attacks on source routing protocols, such as D8R. |
these systems, the source node specifies the enfdd.2. Stretch attack:-
route to a destination within the packet header, so
intermediaries do not make independent forwardingAnother attack in the same vein is the stretchchita
decisions, relying rather on a route specified hy t where a malicious node constructs artificially long
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source routes, causing packets to traverse a ldrgar routing updates that affect the cost of a giverntaou
optimal number of nodes. It causes a node thatndoesneed to be propagated in forward direction. In both
lie on optimal path to process packets. In the gtam link-state and distance-vector networks routes are
given below honest path shown with only greemuilt dynamically from many independent forwarding
colored node path and adversary or malicious patlecisions made by every node, so adversaries have
with green and gray colored node path. The honesgery limited power to affect packet forwarding, and
path is very less distant but the malicious patheiy make possible that protocols may caused carousel an
long to make more energy consumption as shown Biretch attacks.

fig 3. An honest source would select the route s®ur Basically in these types of protocol system, nd ful
—1-2-3-4-5-6-7— destination (sink) affecting seven path can be specified by a malicious source wtdch i
nodes including it, but the malicious node selexts the case of DSR, but still in this malicious noda c
longer route, affecting all nodes in the networke3e still forward packets in wrong direction. An adveng
routes cause nodes that do not lie along the honesin forward packets either backward direction tawar
route to consume energy by forwarding packets thefe source if the adversary is an intermediaryooa t
would not receive in honest scenarios.eg. As shown non optimal next hop within network if the advessar
fig instead of honest path source 1-2-3-4-5-6-% either an intermediary or the source. Considéng
destination (sink), it uses long path by replaclag0- topology in which forwarding a packet in the
8-11-12-13-9-5 long route instead of 4-5 in betweebackward direction causes it to traverse every node
packet transmission through network. So more enerdlge network and it increases energy consumption. On
is consumed to transmit packets, Theoretical limithe basis of direction provided by nodes or malisio
over this attack allowed energy usage increase obdes in route discovery phase is divided into two
factor O(min(N,A)), where N is the number of nodestypes i.e. one is Directional antenna attack ammrot

in the network and. is the maximum path length is Malicious Discovery Attack which are as follows:
allowed. It is potentially less damaging per packet

than the carousel attack, as the no of hops peeepac3.2.1 Directional Antenna Attack:-

is bounded by the number of network nodes.

Forwarding decisions that are made independently by
each node is much important and Vampires have littl
control over packet progress at that instance,itout
restart to forward packets and waste energy irouari
parts of the network. Adversaries can use direation
antenna to deposit a packet in any arbitrary parts
within network, and forwarding the packet locally.
makes consumption of the energy of nodes that would
not have had to process the original packet, requir
additional honest energy expenditure of O(d), witkre
eeghtion e is the network diameter, making d/2 the expected
length of the path as we consider only one directio

an arbitrary destination from the furthest pointte
network. Since a directional antenna constitutes a
private communication channel, and it is not
necessarily required that the node on the otherirend
link is malicious so it may be considered a half-
wormhole attack [7]. It can be repeating itself and

In stateful routing protocols, every node Withinperformed more than once, depositing the packets at

network is aware of the whole network topology ané(a”:)ltjs ;jr:star:jt points "; the ner;twork, T‘;I:e ‘3quth
its state, and makes local forwarding decisionsctvhi cost 1o the adversary Tor €ach use of the direafion
are based on that stored state. There are twaaditfe 27t€nNNa. Packet Leashes unable to prevent thikatta

types of important classes of stateful protocols ar'nce they are not protect against malicious messag

link-state and distance-vector. In link-state poots, sources, only intermediaries nodes [7].so0 that it

such as OLSR, every node in network for particula'pCrease severity of the attack.

topology keep a record of the up-or-down state g - . )
links in the network, and flood routing try to gids é’z'z Malicious Discovery Attack:- :

every time a link goes down or make a new lin oW s_econd type of attack on routing _protocols

enabled. DSDV distance-vector protocols keep tra including stateful_ and _stateless) IS spurious gout

of the next hop up to every destination, indexed b iscovery phase in routing packets. In the case of

different route cost metrics, e.g. the number gisho d.OSt protocoll(s,t e\I/tery node WI"b forwar%l r(t)#t? .
time of transmission etc. In this protocol systemly ISCOVEry packets. It means, may be possibie that |

Fig3.The Stretch attack with two different patrenfr
source to destination (4-10-8-11-12-13-9-5—long
route instead of 4-5)

3.2. Attacks on Stateful Protocols:
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initiate a flood by sending a single message. AOD\ttacks. PLGP consists of two phases a topology
and DSR are particularly vulnerable in which itdiscovery phase, followed by a packet forwarding
perform route discovery when needed since nodghase repeated on a fixed schedule if needed toeens
may start route discovery at any time, not only mwhe that topology information stays current i.e. no on
topology changes. A malicious node has a number demand discovery. Discovery organizes nodes in the
ways to know about exact topology change, it maform of a tree that will later be used for an addieg.
show simply that a link is down, or claim a newklin Initially the node knows only itself; nodes buildrae
an unknown node which is not in existenceof neighbor relationships and group membership used
Sometimes link between two malicious cooperatinfpr routing and addressing later. During the end of
nodes may claim to be down. However, nearby nodekscovery, each node in network should compute the
monitor communication and might be able to detectame address tree as other nodes. All physicalsnode
link failure. It is more serious when nodes claim an the network are leaf nodes in the tree, andrthei
long distance route has changed, short route &iluposition in the tree is corresponding to their vait
may ignored. Hence, it is trivial in open networksaddresses. Virtual addresses and cryptographic keys
with unauthenticated routes. Whereas in closeof each node are known to all other nodes. All
networks link states are authenticated repeatedigrwarding decisions can be independently verified
announce and withdraw routes. So that twand each legitimate network node has a unique
cooperating adversaries nodes communicatinggertificate of membership.
through a wormhole could repeatedly announce and
withdraw routes by using wormhole, and increase &3.1 Topology discovery:-
theoretical energy usage by factor of O(N) per pack Initially, every node announces its presence by
As we increase the malicious nodes, it increaderoadcasting a certificate of identity, includintg i
repeatedly announce and withdraw routes. Here alpaiblic key. Each node begins as its own group z# si
packets leashes cannot prevent this attack bedausene and with a virtual address 0. When two indigidu
may possible that originators i.e. source are i@l nodes (each with an initial address 0) form a grolup
It is also difficult to avoid as there may be naldé size two, one of them takes the address 0, and bthe
routes in WSNs. Groups merge with smallest neighboring group te. i
It is very essential to reduce the effect omay be a single node and initially it takes choase
Vampire attacks that we have study previously. Tgroup address 0 & each group chooses 0 or 1 when
achieve our objective existing work is done ommerge with another group. Each child group member
protocol system and provides secure routing prétocqrefixes the parental group address to their own
Existing work in the field of secure routing protte address.eg. Child member node O in parental group O
attempts to ensure that malicious nodes cannotcausecomes 0.0; other node 0 in parental group 1
path discovery to return an invalid network patht b becomes 1.0, and so on, then address of each member
during path discovery phase Vampires do not disrupibde sequentially increases by one bit. Information
or change discovered paths, instead using amdded by the tree is specifying neighbor relatigrsh
protocol compliant messages and valid network patlemong nodes. This tree is not a virtual coordinate
which is in existence. These limited power adveesar system. As larger groups merge, then both groups
mainly have to affect forwarding of packets inbroadcast their group IDs also including IDs of all
network, making these protocols resistant to theggroup members in a group to each other, and proceed
Vampire attacks. By the use of directional antennaith a merge protocol identical to the two-nodeecas
they can consume more energy by restarting panketlf there is enough growth in groups that some
various parts of the network. Other such attack imembers are out of radio range of other groups will
spurious route discovery where each node wikommunicate with the help of “gateway nodes,”
forward route discovery packets which means bwhich are within range of both groups. Each node in
sending a message it is possible to cause floadlatt tree stores the identity of one or more nodes bighvh
in network. Protocols rely on cooperative nodét make confirm that another group exists. At tinel e
behavior that maximize power efficiency are alsb no
appropriate, and cannot optimize out malicious @
activity. So here we need to study clean-slat senso

network routing. @ e
3.3. Clean-slat sensor network routing:
Clean-slat sensor network routing protocol can at @'@ @

some level able to resist Vampire attacks during -
packet forwarding phase which is given by Parno, U
Luk, Gaustad, and Perrig, so it is named as PLGP [8 @ @ @ @ @ e

but original version of PLGP is vulnerable to Vampi
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of topology discovery phase each node knows evedestination in the logical network address spaae. N
nodes virtual address, public key and certificétk. backtracking is satisfied if every packet; consider
nodes must know about identity of all other node &acket p traverses the same number of hops whether
form single group i.e. fully-converged node networlor not an adversary is present in the networkhere
e.g. As shown in fig.4 where Leaves represens same number of hops between source (at location
physical nodes, connected with solid lines if withi L) and destination(at location D) whether source is
radio range. The dark thick line is showing progreshonest or malicious node. This means that the numbe
of a message through the network. Here non-leaf intermediate honest nodes traversed by the packe
nodes are not physical nodes but rather logicalfgro between source and destination is not affectechby t
identifiers. actions of malicious nodes. It has same networlewid
energy utilization. Only exceptions are when
adversaries drop or mangle packets on the waydcalle
Fig.4 The final address tree for fully-converged 6- “pre-mangled” situation. No-backtracking used as

node network Vampire resistance because in this each node
independently check packet progress i.e. nodes keep
3.3.2. Packet forwarding:- track of route “cost” or “metric’ and, when

forwarding a packet, communicate about local cost t

In this phase all decisions are made independégtly the next hop, that next hop can verify that the
each node. A node determines next hop by findieg thhemaining route cost is lower than before, and
most significant bit of its address that differsrfr the therefore the packet is making progress toward its
message originators address when it receives dastination, if not drop packet as there is malisio
packets. As shown in fig.4. Thus every forwardindntervention. But this property does not satisflegd
event reduces the logical distance to the destinati PLGP, in which packets paths are further bounded by
since node addresses should be strictly closehdo ta tree, forwarding packets along the shortest route
destination. E.g. Function forward packet(p) athrough the tree that is allowed by the physical

shown in fig 5. topology which make it different from other
protocols. A packet path depends on both physical
Function forward_packet(p) neighbor relationships and the routing tree. Each
S« extract source address(p); member node of tree knows topology and holds an
C < closest next node(s); identical copy of the address tree lastly it carifye
if is_neighbor(c) then forward(p, c): the optimal next logical hop. Since path previously
Else traversed by a packet is not fix and it is alsosfiue
r — next_hop_to_non_neighbor(c); that adversaries provide false metric.
forward(p_, r);_ - Now we can make modification in PLGP by

embedding no backtracking property into it. We add
verifiable path history to every PLGP packet act as

Hence the exact problems in PLGP is that in thEpute authentications which we call protocol with
network forwarding nodes don’t know about exacfttestation PLGPa. It uses this packet history tese

the path of a packet and in which adversarieserdiv routing structure. W_henever node n forwards papket
packet to any part of the network ,though honesteno attach attestation (signature) to itself. Theseangres
may be far distance to destination node than naalici oM & chain attached to every packet, allowing any
nodes. Honest node knows only its address afjde receiving it to validate its path. Every
destination address no other information. Thus tH@warding node verifies the attestation chain to
Vampire moves packet away from the destinatiofNSUre _thaF the_ packet has never travelled away fro
without detection. Then the theoretical energytS destination in the logical address space. Asvsh
increase of O (d) where d is the network diameter a " f|g_.6. Function secure_forward_packet for the
N the number of network nodes. Worse case if packBtedified protocol.

returns to vampire as it can reroute similar tauoael _
attack but only difference is that packet can cyglEunction secure_forward_packet(p)
indefinitely here. This makes it vulnerable to Varap | S < extract source_address(p);

Fig.5. Function forward_packet(p)

attack and reduces the security level of system. a <« extract_attestation(p);
if (not verify _source_sig(p)) or

4. PROPOSED WORK (empty(a) and not is_neighbor(s)) or
(not saowf_verify(a)) then

To increase security against Vampire attack, wdystu return ;

and modify the forwarding phase of PLGP. We* drop(p) */
introduce the no-backtracking property, accordiag |tfor each node in a do
which packet consistently makes progress toward its
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prevnode node; checks that every node in the path attestationahas

corresponding entry in the signature chain, and is
logically closer to the destination than the presio

if (not are_neighbors(npde
prevnode)) or

hop in the chain. Forwarding nodes can broadcast

(not making_progress(p e, |
progress of a message, and preserving no-

node)) then

backtracking. It follows the principles according t
which PLGPa packet p satisfies no-backtracking in

return ;
/* drop(p) */

C — closest_next_node(s); the presence of an adversary controling m < N -3

P — saowf _append(p); nodes if p passes through at least one honest node.

if is_neighbor(c) then forward({pc);

For above purpose, we will implement it by showing
simulation results quantifying the performance of

else forward(f next_hop_to_non_neighbor(c));

Fig.6. Function secure_forward_packet(p) several representative protocols mentioned above in

o ~ the presence of a single Vampire. Then, we will
Here PLGPa satisfies no-backtrackingnodify an existing sensor network routing prototml

property. We define a network as a collection (Zgrovably bind the damage from Vampire attacks
nodes, a topology, connectivity properties, andenotyyring packet forwarding. We also evaluate both the
identities. Honest nodes can transmit and receiv@rousel and stretch attacks in a randomly-gertrate
messages, while malicious nodes can also U$®-node topology and a single randomly-selected
directional antennas to transmit to (or receivanfo malicious DSR agent, using the ns- 2 network
any node in network. Honest nodes and maliciou§mulator [1].
nodes can compose, forward, receive, or drogyt our problem not solve completely so here wé wil
messages, and malicious nodes can also arbitraryso make it more secure by including secure
transform them. Adversary control nodes and havgiscovery phase. We again modify PLGPa discovery
perfect knowledge about topology, so it cannotaffe phase, generally malicious node use directional
connectivity between any two honest nodes. Alintenna to misguide neighbor to pretend to be
messages are signed by their originator. Adversary someone else node in the network and make a group

Existing system PLGP

Proposed system
PLGPa

PLGP does not have
attestation.

It is PLGP with
attestation.

Forwarding nodes
doesn’t know the path
of the packet.

Each packet has a
verifiable path history.

It does not hold
Backtracking property.

It holds Backtracking
property.

It is Vulnerable to
Vampire attacks.

It is resistant to vampirg
attacks.

h

It is not enough secure

It provides more
security as compare to
PLGP in both phases.

Packet size is small.

Packet size is increas
due to attestation.

sed

Extra packet
verification is not takes
place.

Extra packet
verification is requiring.

of size one by merging them. By composing
requested group ID as well as all the group members
IDs we form merge request then flood this request t
other group members by respective receiver node.
Groups may generate signed tokens and Vampire
makes it able to flood its group with every othevup
descriptor it knows.It use its directional antertna
investigates on broadcasts outside their neighbor
range, sending merge requests from entirely honest
groups. If another merge is in progress then denial
can be occur in PLGP, so it is needed that modhidy t
reject message by adding the ID of the group and a
signature for non-repudiation with which the meige

in progress. This is stored and used at the end of
topology discovery period then it is detected and
removing nodes who incorrectly deny merge requests.
Vampire rejects that proper merge request by
continuing this one different group of all Vampiriss
formed. Vampires could maintain the illusion thasi

a neighbor of a given honest group. After termirati

can only alter packet fields that are changed @n th topology discovery PLGP may provide a node who

way without authentication,

so only the

routel

attestation field can be altered, shortened, ook
entirely. To prevent truncation, use one-way sigret
chain construction. It allows nodes to add linksato discovery phase

existing signature chain, but not remove links,yonl o, pagic contributions to this project are that we

append attestations. We must know about the h

s a member of multiple groups will be detectedeonc
group join. PLGP detect active Vampires once the
network converges and malicious behavior during

QHorougth evaluate the vulnerabilities of existing

count, the hop count of packet c0n5|de_r packet B’rotocols to routing layer battery depletion atgack
received or forwarded by an honest node, is notgrea|,o study shows security measures to prevent

than the number of entries in p's route atteStat'OQampire attacks are different to those used toeggitot

field, plus 1. When any node receives a message

’rbtuting infrastructure, and so existing secure ingut
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protocols such as SAODV, and unable to protectear future so it is necessary to increase bapewer

against Vampire attacks. Existing work on securéfe. As there is not completely mitigation of Vamp

routing attempts to ensure that adversaries cannattack, so more work should be possible by again

cause path discovery to return an invalid networknake some modification to it in future.

path, but Vampires do not disrupt or alter disceder

paths, instead it use existing valid network pathd REFERENCES

protocol compliant messages. Protocols that maxmi41] The network  simulator — ns-2.

power efficiency are also inappropriate, since thekttp://www.isi.edu/nsnam/ns/.
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