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Abstract :In this paper, we demonstrate the application afsied Computing to securing P-to-Peer (P2P)
networks. We identify a central challee in providing many of the security services witthiese networks, name
the absence of stable verifiable peer identities. &hploy the functionalities provided by Trustedr@aiting to
establish an authentication scheme for peers ateh@xhis schemto build secure channels between peers
future communications. In this paper we demonstsatiring hybrid P2P network by using client sidergption

with random key generation at middle t
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1. INTRODUCTION

1.1 Peer to Peer Network

Peer-toPeer (P2P) networks and tlcomputations
that they facilitate have received tremendous ate!
from the research community, simply because of
huge untapped potential of the P2P conc—
extending the boundaries of scale
decentralization beyond the limits imposed
traditional distributed systems, besides enabling
users to interact, collaborate, share and ul
resources offered by one another in an autonot
manner.  Moreover, P2P  architectures
characterized by their ability to adapt to failueexd
dynamically &anging network topology with
transient population of nodes/devices, while emg.
acceptable connectivity and performance. Thus,
systems exhibit a high degree of -organization and
fault tolerance.

The P2P concept represents a paradigm shm the
client-server or hulspoke model to a mo
decentralized device to device model. The de
perform the role of either client or server depeg:
on the application and the nature of interact
Since the interaction among peer devices is din
nature it frees up the most basic of resour—
network bandwidth, which was placed un
tremendous strain due to millions of users accg:
information over the internet, using the traditib
clientserver paradigm, where a few servers cate
the ever increasing demand for information from

end users. The peer model allows end user
directly connect to other peers on the inter
forming groups and collaborating, leading to
creation of virtual supercomputers, immense
systems offerig potentially limitless storage, us
created search engines and other novel applice

A formal definition of P2P systems is as follo
“Peer-to-peer systems are distributed systems
consisting of interconnected nodes able to self-
organize into network topologies with the purpose of
sharing resources such as content, CPU cycles,
storage and bandwidth, capable of adapting to
failures and accommodating transient populations of
nodes while maintaining acceptable connectivity and
performance without requiring the intermediation or
support of a global centralized server or authority.”

1.2 Hybrid P2P Systems — in which peers rely
partially on a central server to provide cerl

services, although the interaction between pedts
takes place independently.
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Figure 1: Hybrid P2P Networ

1.3 Security in P2P networks

Whilst many aspects of P2P networks have
thoroughly researched, security within these nelte
still remains a challenge. It is not our intentitm
exhaustivelyreview security issuefor P2P networks
here.

Rather, we focus on identifying some key sec
issues in P2P networks.

The security architecture associated witt ISO/ITU
Open Systems Interconnection (OSI) referr model
serves as a useful framework for asset security
issues in networks. According to, a sei system is
governed by the set of security service provides,
and the mechanisms put in place to cate these
services. The set of potential security servict are
divided into five main classes:

Confidentiality
Integrity
Authentication
Access Control
Non-repudiation

1.4Major Issuesin Hybrid P2P Network

Data may be seen by third person (Hacker) w
the data passes from one client to another ¢
Encryption is done at middle server part in netw
systems which take heavy loads on se.

Key is stored at particular place and same ke
used which may get predicted or may get hac
No trust at server part (Server Database cann
trusted).

SYSTEM ARCHITECTURE:

USERT | | user2
(Encryption/D N 2| SERVER (———=) (Encryption/D
ecryption) ecryption)

KEY PROVIDING A
Data to be sent SERVER WITHOUT Received Data
DATA STORAGE

Figure 2: SystemrArchitecture
The system consistf following component:

» Server:

The server basically performs two functions. Or
to generate a random key every time a client \
to communicate with another clie

Secondly server bypasses the data from one
to another without storing it at any location. he
approach presented in this paper the clients
server don’t require any databases to store any
or the data that is been transferred from one tc
to another.

¢ Any symmetric algorithm can be ud to encrypt
data on client side. Whenever a client reque:
communicate with another client they receivi
random generated key from server which they
to encrypt the data.

Thus the communication lines (network pe
consist of cipher data passingough network.

e Client: Client represeni the users who need to
communicate with other user on network.
normal scenario the encryption can be done
server side but it creates server as bottleneck
the other part is user send plain data thrc
netwak which can be seen by third person (ma
the Middle Attack).

2.1 Man in the Middle Attack

The Man in the middle Attacks (often
abbreviated MITM, MitM, MIM, MiM, MITMA)
in cryptography andomputer securiis a form of
active eavesdropping which the attacker mak
independent connections with the victims and re
messages between them, making them believe
they are talking directly to each other over a que
connection, when in fact the entire conversatio
controlled by the attacker. The attacker mus able
to intercept all messages going between the
victims and inject new ones, which is straightforay
in many circumstances (for example, an atta
within reception range of an unencryg Wi-
Fi wireless access pointan insert himself as a n-
in-the-middle)
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3. Preferred Encryption Algorithms
3.1 AES (Advanced Encryption Standard)

AES is based on aesign principle known as
substitutionpermutation network, and is fan both
software and hardwarélnlike its predecessor DE
AES does not use a Feistel network. AES is a vb
of Rijndael which has a fixed block size of 128sk
and a key sizefal28, 192, or 256 bits. By contra
the Rijndael specification per se is specified \
block and key sizes that may be any multiple o
bits, both with a minimum of 128 and a maximun
256 bits.

AES operates on a 4x4 colummgjor order matrix o
bytes, termed the state, although some versior
Rijndael have a larger block size and have additi
columns in the state. Most AES calculations aree
in a special finite field.

The key size used for an AES cipher specifies
number of repetitions ofransformation rounds th
convert the input, called the plaintext, into theaf
output, called the ciphertext. The numbers of
of repetition are as follows:

e 10 cycles of repetition for 128 keys
e 12 cycles of repetition for 198i keys
e 14 cycles of repetition for 256 keys

Each round consists of several processing steph,
containing four similar but different stages, irdihg
one that depends on the encryption key itself. thof
reverse rounds are applied to transform ciphe
back into the original plaintext using the sa
encryption key.

3.1 High-level description of the algorithm

KeyExpansion — round keys are derived from t
cipher key using Rijndael's key schedule. 2
requires a separate 1B8&-round key block for eac
round plus one more.

AddRoundK ey— each byte of the state is combir
with a block of the round key using bitwise »

SubBytes — a nonlinear substitution step whe
each byte is replaced with another according
lookup table.

ShiftRows — atransposition step where each row
the state is shifted cyclically a certain numbet
steps.

MixColumns — a mixing operation which operat
on the columns of the state, combining the foueg
in each column.

AddRoundK ey

Final Round (no MixColumns
SubBytes

ShiftRows

AddRoundKey.

PLAINTEXT PLAINTEXT

AddRoundKey AddRoundKey
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Figure 3: Working of AES Algorithn
3.2 TripleDES

In cryptography, Triple DES is the common name

the Triple Data Encryption Algorithm (TDEA

Triple DEA) symmetriekey block cipher, which
applies the Data EncrypticStandard (DES) cipher
algorithm three times to each data bl
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The original DES cipher's key size of 56 bits was
generally sufficient when that algorithm was
designed, but the availability of increasing
computational power made brute-force attacks
feasible. Triple DES provides a relatively simple
method of increasing the key size of DES to protect

against such attacks, without the need to design a

completely new block cipher algorithm.

Encryption
» DES [ -= DES'|* DEs |
[ame] © 0 —
| DES |=—| DEs'[=—| DEs =

Decryption

Figure 4: Working of Triple DES
3.3 Algorithm:

Triple DES uses a "key bundle" which comprises
three DES keys, K1, K2 and K3, each of 56 bits
(excluding parity bits). The encryption algorithsn i

ciphertext = EK3(DK2(EK 1(plaintext)))

l.e. DES encrypt with K1, DES decrypt with K2, then
DES encrypt with K3.

Decryption isthereverse:
plaintext = DK 1(EK 2(DK 3(ciphertext)))

l.e., decrypt with K3, encrypt with K2, then dectryp
with K1.

Each triple encryption encrypts one block of 64 bit
of data.

In each case the middle operation is the reversieeof
first and last. This improves the strength of the
algorithm when using keying option 2, and provides
backward compatibility with DES with keying option
3.

Conclusion

Security in Hybrid peer to peer network is achieved
using client side key cryptography. An intermediate
server is used for generating key used for enaypti
and data is encrypted using symmetric algorithm.
This approach successfully avoids Man in the middle
attack. Data size limited to 5 MB is supposed to be
tested at time of execution.
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