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Abstract- XML is spreading quickly as a format for electroriocuments and messages. As a consequence,
greater importance is being placed on the XML sgcutechnology. With the development of web sersice
application, some issues of web services securigy iacreasingly prominent. As a platform-indeperiden
language, XML is widely used for its high expaniéipi T his paper formulates the XML signature and
encryption as the core of web services securithrtelogy, and describes how to create and verify XML
signature, how to encrypt and decrypt XML data. @pplication of XML signature and encryption in théeb
services security is illustrated.

Index Terms- Web services, XML signature, XML encryption, XML Gaity.
provider needs, but complete demand of covering the
electronic commerce and so on must also need more
1. INTRODUCTION security considerations. At present already ha@ta s
When more and more products integrate Webf readymade transmission level safety mechanism
services characteristic into their concentrate, WeBSL (HTTPS) which moreover widely accepts, but
services can be applied to the solution of thenly depends upon SSL can not to be able to in
application program extensively. The problem of Welsituation of providing enough secure in the Web
services security is outstanding day by day. Weservice model:
services use the messages method based on XML to « The SSL safety mechanism is not necessarily

create and access services, thus, XML securitigds t suitable for other transmission mode which
security foundation of Web services. In order to will realize in the future of the Web service,

guarantee the security in using XML as the media of for example, SMTP, TCP, FTP, messages
information exchange effectively, especially the formation, and so on.

sensitive information described in XML, it can be e« SSL only can carry on the encryption to the
deal with by combining with XML signature and complete information, but cannot have the
encryption. choice to carry on the encryption to the

partial information, when transmission mass
data like this, will cause the serious

2. TRADITIOANL SECURITY performance question.

TECHNOLOGY . .
e SSL can only guarantee point-to-point
From table 1 we can find that all of the web segsic security, but is unable guarantee safeguards
messages transmit through the application layausTh the end-to-end security. Although SSL may
the security may be guaranteed by the safety guarantee that the SOAP news between the
mechanism of present network level. node is safe, but because news is by the
definite orders way existence in the node
Table 1. Protocol stack of web services interior SOAP, therefore once the node is
taken over control by the aggressor, he may
uDDI Service  Discovery and examine that even tampers with the SOAP
Publication news. Therefore, regarding the Web service,
WSDL Service Description the end-to-end security is very important.
SOAP XML-Based Messaging In summary, the current safety transmission
XML eXtensible Markup mechanism cannot adapt the request of Web services
Language security, needs to formulate the new security
HTTP  FTP| Network specifications. In logic package of safe servibese
SMTP who enhance the wusability more is to take

consideration from the physical level and the nekwo

Although SOAP and HTTP (or SMTP, FTP and Séevel, therefore the new security specificationsreno
on) has been enough for interopérability XMLconcentrate in the confidentiality, integrity,
messages transmission, and WSDL also could ful deniable, distinction and authorized aspect. The
transmit what messages service between requester afviL form's security (by theXML form expressed
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that data security) was one kind of developedhe open community that created Web Services
profession standard .XML signature and encryption ideveloped a number of security standards for Web
itself is not an item of safety work of Web sendice Services. The above reference model maps these
but XML signature and encryption is the foundatiorstandards to the various layers of the standard Web
component of many safety work of Web service. ThiService [3].

technology joined some elements in the XML
documents to use for sealing and enciphered data an
the encryption method, etc, which has realized the
confidentiality, the distinction, the integrity,
undeniable of XML document, and so on[1].

3. WEB SERVICESSECURITY

Web Services, like common web applications, relies
on the same HTTP transport protocol and the basic
web architecture. Hence it is susceptible to simila
threats and vulnerabilities. Web Service Security
(WS-Security) is a flexible and feature-rich exiens
to SOAP to apply security to web services [3].

Some of the basic concepts that Web Services
Security are based upon are:

1. Identification and Authentication:; Verifying
the identity of the user, process or device to
allow access to a resource or information
system.

2. Authorization: The permission to use a
resource

3. Integrity: The property that the data has not
been modified in any unauthorized manner
while in storage, processing or transit.

4. Non-repudiation: Non-denial
sender or receiver of having sent or received
the information, respectively.

5. Confidentiality: Preserving
restriction and information access.

WS-Trust: Describes a framework for trust
models that enables Web Services to operate
securely.

WS-Policy: Describes the capabilities and
constraints of the security policies on
intermediaries and endpoints.

WS-Privacy: Describes a model for how
Web Services and requesters state privacy
preferences and organizational privacy
practice statements.

WS-Security: Describes how to attach
signatures and encryption headers to SOAP
messages.

WS-Federation: Describe how to manage and
broker the trust relationships in a
heterogeneous federated environment
including support for federated identities.
WS-Secure Conversation: Describe how to
manage and authenticate message exchanges
between parties including security context
exchange and establishing and deriving
session keys

by either 4 XML SIGNATURE

Carrying on the signature to the XML document's
authorized Specific part is a very essential function. If ormign
carry on the overall signature to documents, the

6. Privacy: Restricting access to subscriber ofevision again to the documents will be unable to
relying party information in accordance with make when finishing sign.

Federal Law and organizational policy.

4.1 Overview

3.1Ws-security architecture

XML Signature

is an electronic signature

technology that is optimized for XML data. The

Security Management " Identity Management

|_Ws-Trust | || |WS-Federation | | Liberty Aliance |

[ xxkms | [ samL |

Message Security | Reliable Messaging Policy

[WS—SeanComerum| | WS-RefableMessaging I ‘ WS-Policy

[ ws-security | | Ws-Reliabliity |

= Access Control

SOAP Foundation ‘ XACML| | SAML
XML Security XML Encryption l | XML Signature ]
Transport Layer Security SSUTLS
Network Layer Security IPSec ]

Fig. 1 WS-Security Architieie

4.2 Comparing with
signature
Compares with the traditional digital sigma,

What XML digital signature returns is XML form
signature
expression, But what tradition digital signaturturas
is a string primitive or the binary data undergties
code.

1) XML signatures are suitable for the network

practical benefits of this technology include Rarti
Signature, which allows an electronic signaturéo¢o
written on specific tags contained in XML data, and
Multiple Signature, which enables multiple electoon
signatures to be written. The use of XML Signature
] can solve security problems, including falsificatio
I spoofing, and repudiation.

the traditional digital

result with the <Signature>element

environment of distribution
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Traditional digital signature technology sent theslements may be contained in the <Signedinfo>
signature value and the original message to théWer element. This enables any number of XML data
Caller for Authentication, not only has increasedegments at any location to be signed. This feature
current capacity of the network, aggravated thensures that an extremely flexible system can lile bu
bilateral burden, also has affected the efficienfy up by using XML Signature. Among them, ‘?’ express
signature confirmation. The XML digital signature0 or 1 match, *" express 0 or a lot of match, '+
has profited from URI modeling thought of Internetexpress 1 or a lot of match [1, 2].

the resources, the data waiting to sign use the URI

modeling, the data quotation and processing corgornd able 2Xml signature format

to the characteristic of distribution network.
2) Type of sealing <Signature ID ?>
The result of XML digital signature's retarto a <Signedinfo>
XML element, it uses the <Signature> element and <CanonicalizationMethod/>
daughter element to present the signature value as <SignatureMethod/>
well as all confirmation information. According to (<Reference URI 7>
needs to release, putting <Signature> element yn an (<Transforms/>) ?
position of documents, but will not destroy the <DigestMethod>
structure of XML documents. The position is relatio <DigestValue/>
of signature element and signed data in identidaLX </DigestMethod>
documents. </Reference >) +
3) Expression form of signature key </Signedinfo>
The traditional digital signature uses X350 <SignatureValue/>
certificate to express the type and value of sigmat (<KeylInfo/>) ?
key. XML digital signature as far as possible hgrdl (<Object ID ? />) *
relies on the special-purpose form of processing </Signature
signature, to enhance the XML the probability of

signature result, use the element <Key Value> tad i

daughter element to express all information o <List of registered committee members>
signature key clearly and simply. [XML data to be signed]
4) The lamination confirmation model of XML -3 ool =ont>
sonature

When tradition digital signature carries or </:;.:0:;bord‘;ates:"onewmrtwo.wmmreeworkwowmmmw
venfylng and signature, it W|_II only return t\_/vodd of /T
possible results: Signature is effective or invalitie (enaborenfzcon€/onai>
confirmation signature of XML digital signature gse oorsord
the lamination confirmation model, carries on the | e i
confirmation separately to different part of digita | ettt s s oo o sipimat | | | Location where the
signature; the application procedure makes the tru | e DEba S ) gt e a e ol
decision-making according to the confirmation resul | ) R S AR A G TR TR 2
of different level to meet the actual needs. ation o M /23}:23@;12‘;“(.;1i‘;;‘fij.i';t'i%(;fx;ifﬁg/'Z°°°/'°9"‘”‘“‘g’”s“‘" ”

</Reference>
. E/Swsg‘igte:rlz\f/jue> (Signature value) </SignatureValue>

4.3 Xml signature structure Keyinfo>
Table 2 and fig.2 shows an example of an XML Sk Pt oy crtft) UDSAo A
signature format and XML data that is XML-signed. (s XML signature
An XML signature is a document structure with the _— XML data o be signed

<Signature> element at its top. Under the <Sigmeatur
element, lies its child elements, including a
<Signedinfo> element, which contains references to
the algorithm used for the XML signature creation . I .

; 4.4 Formulation and verification xml signature
and to the target XML data. It also holds digesuga ) Formulation of XML signature
and other information, a <SignatureValue> elemen]t Formulation the XI\%IL digital sianature inclesl
that contains the signature value, and a <Key|n1‘o§1e following several steps: 9 9

element that contains the public key cert|f|cat%) Determine the URI that to be signed:

information to be used whethe XML signature is b) Calculate the value of summary:
verified_. When considering the characteris’_[ics_ oé) Pack the summary into the <Reference> element;
XML Signature, the <Reference> element, which is g|sq include the algorithms and other information:

child element of the <Signedinfo> element isy) standardize the whole <Signedinfo> element,
particularly  important. ~ Multiple  <Reference> cqjcylate its summary and theignature of the

Fig. 2 XML signature format example.
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summary, insert the value of signature to th@rotect. And, the XML encryption provides one kind
<SignatureValue> element; of end-to-end security for application procedure
e) Add key information; which needed secure exchange of structured data.
f) Put <Signedinfo>, <SignatureValue> and
<Keylnfo> into the < Signature > element properly 5.3 Xml encryption syntax

This specification provides for encryption fa@is

2) Verification of XML signature using XML and processing rules regarding encryption
The verification of XML digital signature and decryptionFigure 3 shows an XML encryption
Contains the below essential steps: format and an example of XML-encrypted XML data.

a) The signature confirmation: comparing the As shown in Fig. 3, XML-encrypted data is of a
produced encryption abstract value with that in thdocument structure with the <EncryptedData>
<SignatureValue> element, if do not match, theelement at its top. Under the <EncryptedData>
signature confirmation defeat. element, lie its child elements, including the
b) The quotation confirmation (Reference Validajion <Encryption- Method> element, which contains
comparing the produced abstract value with th#itén information on the algorithm used for encryptiome t

<DigestValue> element abstract value, if has any neKeylnfo> element, which contains information on
match, then the quotation confirmation defeat, Hgmethe decryption key to be used for decryption, dm t

the primary data object is changed. Verificatioritef <CipherData> element, which contains the cipher
XML signature passes, only when all of the two stepdata. If hybrid encryption is used, the structueam c

above succeed also include the <EncryptedKey> element, which
contains the key encryption key. In addition to XML

5. XML ENCRYPTION signatures and in order to ensure that multiple
encryption and designation of multiple recipients a

5.1 Overview possible URIs can also be used to specify what is t

XML Encryption is an encryption technology thatbe encrypted. This feature enables users to build
is optimized for XML data. Its practical benefitsextremely flexible systems using XML Encryption
include partial encryption, which encrypts specifid2].
tags contained in XML data, multiple encryption, X

<?xml version="1.0" encoding="UTF-8"?> <?xml version="1.0" encoding="UTF-8"?>

which encrypts data multiple times, and comple:| ameninio- <Paymentifo>
. . N .. <Name>John Smith</Name> <Name>John Smith</Name>
encryption, such as the designation of recipieris w

<CreditCard Currency="USD" Limit="5,000">
<Number>4019 2445 0277 5567</Number:
<Issuer>Bank of the Internet</Issuer>

xmins="http://www.w3c.org/2001/04/xmlenc#"
Type="http://www.w3c.org/2001/04/xmlenc#Element">

<EncryptedData
were permitted to decrypt respective portions dada ﬁ

The use of XML Encryption also helps solve securit| | <spiaton Tme=o04027> <Encryptonithod

. . . bl </[CreditCard> Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc">
problems, including XML data eavesdropping. - / <KeySize>192</KeySize>  Information on encryption

</Paymentinfo> </EncryptionMethod> processing

) i . i To b 1 tod <ds: Keylnioxm\nsds="hup//wwww3org/2000/09/xmldsig#">

5.2 Comparing with the traditional encryption © BS SHCHPES RN SUSKENANE ey information
At present, transmission level secure TL¢ <CipherData>
(transport layer security) is the fact standardthuf Ay OTTyD2042PZISORELBLOUSGSOWTIn
secure communication on Internet. TLS is end-to-er GO0 AT hcy UGB 2N Y.
secure agreement after the security sleeve joi T e s
. . </CipherValue> .

character level (SSL), is one very safe and thabie <Cperdata> Cipher data
agreement, it has provided end-to-end secul <EncryptedData>

</Paymentinfo>

conversation between both of the correspondenc.
sides. In the traditional encryption, usually ise th ) )
hypothesis that carries on the encryption to theeen Fig. 3 XML encryption format example
definite orders with the single key.
The XML encryption (XML encryption) doesn’t 5-4 Stepsof xml encryption
replace or substitute for SSL/TLS on the contrary, The XML encryption defined one process of
provided the secure demand mechanism used for tAE2ducing cipher text for a clear text and recowey
SSL uncovering. The XML encryption processclear text through decryption the cipher text [1].
permits using many symmetrical keys or many ) ) .
asymmetrical keys to realize the element level) Choiceencryption algorithm _
encryption. In the XML encryption algorithm, haket
Traditional SSL/TLS doesn't t involve two Symmetrical encryption and the asymmetrical
domains in a part of encryption exchange data;rsectENCryption, DES, AES and so on is the more popular
conversation in everyvay. But the XML encryption symmetrl_cal key a'go“th”_‘ at present, and RSA & th
standard may carry on the encryption to some paljf’%OSt. widespread application afsymmetn(-:al‘ key
selected of the documents, the user can only carry algorithm atpresent. The symmetricancryptionS

the encryption to the important part whicieeds to SPeed of encrypts/ decipher is more quibkf how
does the shared system key exchange mechanism
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transmit the shared system key between mutubbundary and participate in every way, and its
confidence both sides has its inherent flaw. Begauslurability ensures that each participator can raint
of asymmetrical encryption and the symmetricah safe manner. XML signature and encryption
encryption algorithm has the respective shortcomingechnology has met the Web service security needs,
then may unify them to use in the practicalwhich can be as the base of secure Web services.
application. May use asymmetrical first encrypt the
exchange symmetrical key, then uses the symmetrical REFERENCES
encryption to exchange the XML data
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6. CONCLUSION



