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ABSTARCT:

The FPGA based implementation of advance paralledl LFSR Pseudo Random Sequence Generator
formed combining a parallel LFSR and counter using XOR gate is presented in this paper that can be
used in cryptography for securing the Internet traffic in places where low memory utilization and high
level of security is required. Random numbers form the centerpiece of cryptography provided the seed
that the random number generator provides remains secretive and a high degree of randomness is
maintained. For high degree of randomness multiple LFSR are often combined. FPGA is especially
popular for prototyping integrated circuit designs and to develop and simulate a sophisticated digital
circuit, realize it on a prototyping device, and verify the operation of its physical implementation. Asthese
Technologies have become accepted mainstream practice so that it is possible to use a PC and an FPGA
prototyping board to construct a digital circuit. The design of advance parallel LFSR circuit was

implemented in a Vertex 5 series (xcbvix30-3-ff324) target device with the use of Verilog as the hardware
description language.

Keywords: LFSR, FPGA, HDL, Cryptography and Verilog.

1. INTRODUCTION

N-bit maximum length linear feedback shift registeFSR) is a shift register whose input bit is mekr
function of its previous state is shown in fig (The only linear function of single bits is XORu#hit is a shift
register whose input bit is driven by the exclusiveof some bits of the overall shift register v@lThe initial
value of the LFSR is called the seed, and becawes@peration of the register is deterministic, $heam of
values produced by the register is completely detexd by its current (or previous) state. The ageament of
taps for feedback in an LFSR can be expressediite field arithmetic as a polynomial mod 2. Thisans that
the coefficients of the polynomial must be 1's ¢s. Orhis is called the feedback polynomial or cletesistic
polynomial. For example, in 4 bit LFSR if the tegoe at the 4th and 3rd bits, then the feedbacknpotyal is
x4 +x3 +1.Flip-flops are clocked in every clock yand only one bit of information is generated pleick
cycle. The output can be taken from input opaubf any flip-flop.
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Figure 1 Linear feedback shift register (LFSR)

The construction of pseudo-random number gene(®BING) is based on linear feedback shift register
(LFSR). This class of generators can be verfgca¥ely implemented in hardware, is capable generate
very long pseudorandom sequences with a hightguatatistical distribution.
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Figure 2 Single output realization of F(X) = 1+ %4X7.

The parallel architecture of an LFSR designed by.dvy [1] is shown in fig (2).Individual cell in thregister
do not change value except when updated once &verpck cycle instead i.e. only one flip-flop isdgted
every clock cycle and instead of the bits movirapfreft to right, the tap of XOR tree move fromhigo left in

the direction of preceding cell. It reduces dynamiver consumption and can generate more than ibne b
output per clock cycle. The M. Lowy architecture@sisin

1. N-phase generator that generates N signal to ¢lipctop and is realized by johnson counter ofdém
N/2.

2. Control unit that control the operation of M+N seties and is realized by M+N OR gate.

M. E. Hamid and C. I. H. Chen[2] proposed a newrfasf polynomial with two coefficients having the
following format:

F(X) =1+ X"+ x"

Where, N is the order of the polynomial shawriig (3). The proposed polynomial reduces the banof
switches required as well as a 3% increase in nuofldistinct patterns generated.
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Figure 3 Single output realization of F(X) = 1+ %4X7.

(AEB)

Abdullah Mamun and Rajendra Katti [3] proposed gless shown in fig (4) in which additional XOR gatare
used and they are permanently connected to theateep flip-flops where as in both Lowy’s designdan

Hamid’s design, taps move. It is very simple inigesreduces power consumption significantly, alntieates
the control unit.
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Figure 4 Single output realization of F(X) = 1+ X3X6.

Let us use the polynomial F(X) = 1+ X3 + X6. Taftlshows the storing method of calculated resultsdier to
obtain the parallel implementation. In cycle 1, X®@&sult of flip-flops 3 and 6 (which is calculatéd the
previous cycle) is stored in flip-flop 6. Similardy clock cycle 2, 3, 4, 5, and 6 XOR results gi-flflops (2,5);
(1,4); (6,3); (5,2); and (4,1) should be storedlip+ flop 5, 4, 3, 2, and 1 respectively. It shdlle noted that
XOR results of flip-flop (3,6) are same as XOR itsaf (6,3). Thus number of XOR gates neededds=G3.

Table 1 Update of flip-flops, F(X) = 1+ X3 + X6
Clock cycle |1 2 3 4 5 6

XORresultof | 6,3| 52| 41 63 52 4,11

Updated FF |6 |5 |4 |3 |2 | 1

Consider polynomial 1+ x2 + x5 for architectunegosed by M. Lowy for obtaining multiple output @
single clock cycle using M. E. Hamid and C. I. the@[2] polynomial. The control signal Ti (i = 1, 2. N),
which is used to connect the shift register todhgut tap, is a sequentially occurring waveforre Tontrol
signal is high for only i mod N clock cycle, whexeis the length of the LFSR. The operations (58] &, 1)
are performed at T1, where (x, y) denotes XOR dpmraf x and y. The value of the XOR operatiorthie
output of the LFSR, obtained at A and B respecgfivEhe outputs A and B are feedback and storetiplop
5 and flip-flop 4 respectively at T2 cycle. At T@perations (3, 5) and (2, 4) are performed. Thedeeg are
stored in flip-flop 3 and flip-flop 2 respectivelyhe overall operations can be summarized as skoWwable?2.

Table 2.Update of flip-flops, F(X) = 1+ X2 + X5
Clock Cycle 1 2 3 4 5
XOR Result of Output A 5,2 53 3,1 4,1 4,2

XOR Result of Output B | 4,1 4,2 52 53 3,1

A—2 |A—5 |A—3 |A—1 | A4
B—1| B—4| B—2| B—5| B—3

Updated FF

With the multiple output architecture, a polynomiafl the form 1 + xk1 + xk2 + xk3 + ...+ Xx N can
generate. k outputs in a single clock cycle. Indhse of 1+ x2 + x5, 2 outputs can be obtainedsimgle clock
cycle. In order to produce all the outputs, 5 clagkles are required [4]. The same polynomial, &
implemented in the architecture as proposed byi Bedtas shown in Fig. (3). At T1, operations (ba@d (4, 1)
are performed. Values of these operations are dstiordlip- flop 5 and flip-flop 4 respectively at2T At T2,
operations (5, 3) and (4, 2) are performed. Theltre$ the XOR operation is stored in flip-flop 8dflip-flop 2
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respectively at T3. At T3, only one operation (Bislperformed, and the result is stored in flippfll at T1. The
operation can be summarized as shown in Table 3.

Table 3 Update of flip-flops, F(X) = 1+ X2 + X5
Clock Cycle 1 2 3
XOR Result Of Output A 52 5,3 3,1

XOR Result Of Output B 4,1 4,2

A—5 | A—3 | A—1
B—4| B—2| B—5

Updated FF

In this architecture, the numbers of control signaljuired are N / k1, where N is the length of RR&d k1 is
the number of simultaneous outputs. In this exampleontrol signals are needed, and all the outpuss
produced in 3 clock cycle [4].Advantages of AbdinlMamun and Rajendra Katti [3] design.
1. Only N/2 XOR gates are required.
2. No need to have N-phase generator. T2 can be deddrpinverting the clock.
3. No need to have multi-clock flip-flops, which isquéred by earlier methods.
4. No switches are required, whereas for only doubtpwt generation Lowy’'s method requires about
3*(N+M) switches.
5. No extra XOR gates are required for multiple ougputhereas previous methods require doubling the
XOR gate requirement for double output generation.
6. As the clock rate is reduced by N/2, supply voltage be reduced which in turn reduces power
consumption.

In the proposed design a parallel LFSR is formedidigg single XOR gate and is permanently connetciele
respective flip-flops with bits moving LSB to MSBpf flop and position of taps are given using M.Hamid
and C. I. H. Chen polynomial produces N bit patailgput in a single clock. For the odd-order palymal, the
LFSR can be used for either ceiling or floor vaddié/2. Outputs from the LFSR and the Counter amlined
by an XOR gate. It can be used in cryptography wHew memory utilization and high level of securisy
required [5]. To increase the number of state adegrarallel LFSR is used formed by combination axfajiel
PRNG.

This paper examines the full procedure of Advaraeltel LFSR using a high-level hardware descriptio
language; Verilog, combined with the usage of FP@éhnology. In section 2 we have proposed design of
Advance parallel LFSR and in Section 3 the compdietgsign was synthesized for FPGA devices VirteXHe
design is implemented and verified on a Virtex 5GAP development board from Xilinx using device
(xc5vIx30-3-ff324) and then simulated using modieh $SE simulator. In section 4 conclusions are give

2. PROPOSED ADVANCE N BIT PARALLEL LFSR

The Block diagram of proposed advance N bit pdral&SR is shown in fig 5. The proposed advancelfelr
LFSR using N bit parallel linear feedback shiftistgr (LFSR) and N bit parallel Counter clockedagingle
clock and selected outputs from the LFSR and than@w are combined by an XOR generating the final
random signal. The proposed advance parallel LESRainly divided into two parts

. N bit parallel LFSR

. N bit parallel Counter
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Figure 5 Block diagram of proposed advance N hialel LFSR

2.1. N bit parallel LFSR

The designing of proposed N bit parallel LFSR is&lby the help of N flip flop, the flip flop usesl D flip flop

and a XOR gate [6]. Output is taken from eachfllqp with bits moving LSB to MSB flip flop in eactiock

pulse, except the LSB flip flop whose input is auitpf XOR of N/2 and N flip flop. Thus single XORperation

is performed in each clock.XOR gate is permanettlynected to the respective flip-flops of polyndmia
FX) =1+ X2+ xN

The circuit diagram of proposed N bit parallel LFB&/ing polynomial 1+ X3 + X6 is shown in fig 6.

]

FF1| |FF2 || |FF3 || |FF4 || |[FF5 || |FF6

ik ko ks XA

X-OR

CLK

Figure 6 Output realization of F(X) = 1+ X3 + X6.
Let us consider the polynomial for N=6, F(X) = 18 X X6. Table 4 shows the storing procedure in otde
obtain the parallel implementation. In cycle 1, X®@&&ult of flip-flops 3 and 6 (which is calculatéd the
previous cycle) is stored in flip-flop 1. Similary clock cycle 2, 3, 4, 5, and 6 XOR results gi-fiflops (2,5);
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(1,4); (updated FF 1,3); (updated FF 2,2); and dtgdl FF 3,1) should be stored in flip- flop 3,4/ &6
respectively. The operation can be summarized @srsin Table 4.

Table 4 Update of flip-flops, F(X) = 1+ X3 + X6
Clock cycle 1 2 3 4 5 6

XORresult of | 6,3| 5,2| 4,1 3, updated FF|1 2, updated RF 2 1,teddeF 3

Stored at FF 1 2 3 4 5 6

From table 2 and 4 it is found that the values tgutlat flip flop is same except the order in whibby are
stored in our design the values are stored inflitip 1,2,3,4,5,6 respectively whereas in Abdullabrivun and
Rajendra Katti architecture[3] values are storefiiinflop 6,5,4,3,2,1 respectively.

2.2. N bit parallel Counter

The name counter is used for any clocked sequecitieliit whose state diagram contains a single
cycle, as shown in fig 7. The modulus of a courgghe number of states in the cycle. A countehwit states
is also called a modulo-m counter or sometimesivaetby-m counter. A counter whose modulus is aot
power of 2 will, of necessity contains extra stdtes are not used in normal operation.

Figure 7 state diagram of counter.

The most commonly used counter type is N-bit bir@ynter. Such a counter has n flip-flops and hast&es,
which are visited in the sequence 0, 1, and 2N-1,20, 1. Each of the foregoing states is encodethé
corresponding N-bit binary integer.

3. IMPLEMENTATION AND RESULT

The complete experimental work start with the psgubdesign is modeled in Verilog [7]-[10]. Functbn
simulation, schematic generation, RTL generatignthesis for hardware platforms in FPGA Vertex Gese
(xc5vIx30-3-ff324) target device was done of thesige using Xilinx ISE Design Suite 9.2i.The propdse
design is modeled in Verilog having synchronoustiessing input clk; input reset; input loadseednput
[31:0] seed_i; output [31:0] number_o; Several giesnethods are available for designing synchrosegsential
circuits, Since the D flip-flop is an essentialtpafrthe FPGA, and we will focus on the behavionaldeling which
is well suited for D flip-flops. The general formtbe state equation for a D flip-flop is:

Q(t+1)=D.
So the input for each D flip-flop is simply deten@ad by finding an expression for the next statetfat flip-flop.
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3.1. SYNTHESIS

The RTL Schematic and Technology Schematic of Adegrarallel LFSR is shown in fig 8. HDL Synthesis
of Advance parallel LFSR generated by Xilinx ISEsigm Suite 9.2i is given below.

Synthesizing Unit <Advance_ LFSR>.
Related source file is "advace LFSR.v".
Found 32-bit register for signal <number_o>.
Found 32-bit up counter for signal <Count_reg>.
Found 32-bit register for signhal <LFSR_reg>.
Found 1-bit xor2 for signal <LFSR_reg$xor00@®eated at line 132.
Found 32-bit xor2 for signal <number_o$xor00@beated at line 156.
Summary:
inferred 1 Counter(s).
inferred 64 D-type flip-flop(s).
Unit <Advance_LFSR> synthesized.

Advanced HDL Synthesis Report

Macro Statistics

# Counters 01
32-bit up counter 01
# Registers 164
Flip-Flops 164
# Xors 12
1-bit xor2 01
32-bit xor2 1

The device utilization summary is shown in tableThe device utilization summary showed that minimum
resources were consumed.

Table 5 SYNTHESIS RESULTS FOR VIRTEX SERIES DEVICES

Device Utilization parameter Vertex 5 (Target device xc5vix30-3-ff324,Package ff1676,Speed -1)
L ogic Utilization Used Utilization

Number of Slices Registers 96 Out of 19200 0%

Number of Slice LUTs 98 Out of 19200 0%

Number of fully used LUT-FF pairs 96 Out of 98 97%

Number of bonded IOBs 67 Out of 220 30%

Number of BUFG/BUFGCTRLS 1 Out of 32 3%
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Figure 8 RTL Schematic of Advance parallel LFSR

3.2. SSIMULATION TIMING WAVEFORM

Timing simulation waveform of Advance parallel LIRS shown in Fig. 9.
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Figure 9 Simulation waveform of Advance parallel9HF
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4. CONCLUSION

In M. Lowy[1] and M. E. Hamid and C. I. H. Chen[}]] design , 2 output of 1 bit can be obtained sirayle
clock cycle with increase in number of switches andbdullah Mamun and Rajendra Katti[3] [4] 2 outpof
N/2 bit can be obtained in a single clock cyclehwigduce dynamic power consumption.

The proposed advance N bit parallel LFSR has aat|@' random states because the N bit parallel
counter has"2states and is formed by XOR with N-bit parallelSF having polynomial 1+ X16 + X32 but at a
increased number of hardware the synthesis refeultéirtex series devices shows 96 flip flop arediss given
in table 5.2. Total memory usage is 289604 kilobytdich is very low.Hence it can be used in cryppdy
where low memory utilization and high level of setuis required. The device utilization summarysled
that minimum resources were consumed.
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