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Abstract:

Cluster structure is the solution in the large sca MANET to enhance the network scalability. Current
technologies and security advances have made netwsrsystems and applications very popular and
broadly used. The enveloping and practical aspects wireless Mobile Ad Hoc Networks (MANET) made
them very popular as well this created the need fosecuring MANET's to provide users with authentic
communications, safe, and robust information exchage and efficient security mechanisms .However,
many of the security Solutions devised for regulametworks are not as efficient or as effective on
MANET's. In this paper various security scheme of lustering have been introduced.
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1. INTRODUCTION

In recent performance advancements in computemamgdiess communications technologies, highly depetb
mobile wireless computing is expected to see irgingdy widespread use and application, much of il
engage the use of the Internet Protocol (IP) siite. vision of mobile ad hoc networking is to supipobust
and efficient operation in mobile wireless netwolbisincorporating routing functionality into mobitedes.

1. 1 Challengesin MANET

The technology of Mobile Ad hoc Networking somewhat synonymous with Mobile Packet Radio
Networking (a term coined via during early militamgsearch in the 70's and 80's), Mobile Mesh Nekingr(a
term that appeared in an article in The Econongglarding the structure of future military networls)d
Mobile, Multihop, Wireless Networking (perhaps tist accurate term although a bit cumbersome).€eTiser
present anduture need for dynamic ad hoc networking technglog

The emerging field of mobile and nomadimpaiting, with its current importance omobile IP operation,
should progressively broaden aredjuire highly-adaptive mobile networkingchnology to effectively manage
multihop, adhoc network clusters which can opeoaiginally or, more than likely, be attached at sopoint(s)
to the permanent Internet. MANET can be establistveiemely flexibly without any fixed base station
battlefields, military applications, and other umgesituation and disaster situation. Some appboati of
MANET technology could include industrial and conrtoial applications involving cooperative mobile aat
exchange.
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Figure 1 Application of MANETS
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In addition, mesh-based mobile networks can beatedras robust, cheap alternatives or enhancerteeotsl-
based mobile network infrastructures. There are alssting and upcoming military networking needs f
robust, IP-compliant data services within mobileeldss communication networks many of these netsvork
consist of highly-dynamic autonomous topology sesg9]

1.2 Characteristics of MANETSs

MANET consists of mobile platforms (e.g., auter with multiple hosts and wireless communication
devices)--herein simply referred to as "nodes"-elitare free to move about arbitrarily.

The nodes may be located in or on airplasbis, trucks, cars, maybe even on people or valls
devices, and there may be several hosts per réutdANET is a free system of mobile nodes.
MANETSs have some salient characteristics:

1.2.1 Dynamic topologies

Nodes are free to move impartially, thus, tledwork topology--which is usually multi hop-may clge
randomly and rapidly at unpredictable times, ang oamnsist of both bidirectional and unidirectiofinks.

1.2.2 Bandwidth-constrained, variable capacity links

Wireless links will continue to have signéntly lower capacity than their hardwired counsetp. Besides,
the realized throughput of wireless communicatidteraaccounting for the effects of multiple access,
diminishing, noise, and interference conditions aw on is often much less than a radio's maximum
transmission rate. One consequence of the relgtilel to moderate link capacities is that congestie
typically the norm rather than the exception, whishaggregate application demand will likely apmtoar
exceeds network capacity frequently.

1.2.3 Energy-constrained operation

Some or all of the nodes in a MANET may retybatteries or other exhaustible means for #vérgy. For
these nodes, the most vital system design criteriaptimization may be energy conservation.

1.2.4 Limited physical security

Mobile wireless networks are generally moreng to physical security threats than are rigable nets.
The enlarged option of eavesdrop, spoofing, andattefiservice attacks should be carefully consider
Existing link security techniques are frequentlpligd within wireless networks to reduce secutiitsetits.

The aim of this paper is to provide security farstering in  MANET. The results presented in traper will
help us to design to select appropriate clustesaayrrity techniques for MANET.

This paper is organized into six sections. SecBid@ecurity Objectives Section-3 Attacks On ADHOGwrk
Section-4 literature survey Section-5 Table Seefi@onclusion

2. Security objectives
The preliminary security goals can be sidered as an extension of the objectives for ticadil
Networks. Two mnemonics, ‘CIA’ (Confidentiality, tegrity, Availability) and ‘Triple A’ (Authenticatn,

Authorization, Accounting) are generally used asdhteria for a secure network.

These attributes must be satisfied, @lé a some other factors like privacy, physicalusigy etc. must
be considered due to the pervasive nature of MANET.
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2.1 Confidentiality

The information must not reach others, who are amiftled to receive the information. Not only data,
routing information must also remain secure.

2.2 Integrity

One shouldn't be able to modify the data duriramnsit. Both malicious attacks and benign failuteshsas
radio propagation impairment could cause infornragorruption.

2.3 Availability

The network can still operate when faced with &dtack. These types of attacks can be launchadyat
layer of the network causing physical jamming, distection, and malfunction of key management seraitd
routing protocol.
2.4 Authentication

The receiver should be able to identify the sederectly. No other person can masquerade as titese

2.5 Non-repudiation

The sender can't falsely deny later that he has @enessage. This is useful for detection andigul of
compromised nodes.

2.6 Access control

Information is being handled by authorizedem
2.7 Authorization

Rules and regulations that define restricibresponsibilities of network as well as indivilnades.
3. ATTACKS ON MANET

There are diverse types of attacks on Adteiwork which are describing following:

3.1 Location Disclosure

Location disclosure is an attack that targets tineapy requirements of an ad hoc network. During tke of
traffic analysis techniques or with simpler probewgd monitoring approaches, an attacker is abteetermine
the location of a node, or even the structure efttital network.
3.2 Black Hole

In a black hole attack a malicious node injectsealoute replies to the route requests it receaggertise
itself as having the shortest path to a destinafidrese fake replies can be made-up to divert métivaffic
through the malicious node for eavesdropping, arelyeo attract all traffic to it in order to perfo a denial of

service attack by dropping the received packets.

3.3 Replay
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An attacker that performs a replay attack injeat® ithe network routing traffic that has been cegdu
previously. This attack usually targets the oritityaof routes, but can also be used to undermiadiyp
designed security solutions.

3.4 Wormhole

The wormhole attack is one of the most powerfubpreed here since it involves the cooperation bertwe
two malicious nodes that participate in the netwdke attacker, e.g. node A, captures routingitraff one
point of the network and tunnels them to anothentpim the network, to node B, for example, thaargs a
private communication link with A. Node B then saieely injects tunnelled traffic back into the werk. The
connectivity of the nodes which have establisheda® over the wormhole link is completely under ¢batrol
of the two colluding attackers. The solutions te ttormhole attack are packet leashes.

3.5 Blackmail

This attack is relevant against routing pcots that use mechanisms for the identificationmaficious
nodes and propagate messages that try to blatkisbffender. An attacker may construct such répgrt
messages and try to isolate legitimate nodes after the network. The security property of nonudiption
can prove to be useful in such cases since it mitsde to the messages it generate (11)

4. STUDY OF RELATED WORKS

According to Avinash Jethi et al., [1] this papeesents wireless ad hoc network which communicitte each
other by forming a multi-hop radio network and ntaining connectivity in a decentralized method. The
principle behind ad hoc networking is multi-hopangl which means that the messages are transmigteleb
other nodes if the target node is not directly lade. For communications with the nodes whichraoewithin

the radio range of nodes to the route must be téioen the intermediate nodes to reach the destinafihese
intermediate nodes act as router which receivesddta coming from the source and forwards the tata
destination. This state is of potential securitpa@rn as there can be attack possible by the ietdiate node
like Man in Middle Attack. Therefore an authentioatprocedure is be used for authenticating theilmoindes

to each other and proper encryption decryption meisims is also employed. Also middle nodes carasct
malicious nodes which must be removed or alternatgée should be found which does not include nodes
already used in previous route.

According to Bechler.M et al., [2] they propose amdhluate a security concept based on a distributed
certification facility. A network is separated inttusters by means of one special head node eaelseTcluster
head nodes carry out administrative functions aold lshares of a network key used for certificatibiew
nodes start to contribute in the network as guebkts; can only become full members with a netwagked
certificate after their authenticity has been wated by some other members.

According to Kadri.B et al, [3] they propose a gsecl weight-based clustering algorithm allowing more
efficiency, protection and trust in the managen@ntluster size deviation. This algorithm is call®dcured
Clustering Algorithm (SCA), since it includes sdturequirements by using a trust value definingvhmuch
any node is trusted by its neighbourhood, and bgrmseof the certificate as node’s identifier to avainy
possible attacks (Spoofing). SCA elects clustedhaecording to its weight computed by combininget af
system parameters (Stability, Battery, Degree ..). dét@also overcomes some limits in existed aldons by
defining new mechanisms as cluster division, mergiiminution and extension. SCA forms a hierardhica
structure which can be used for both security atimg protocols.

According to Kalaivani.R et al.,[4]Leader is eletteased on the residual energy of each node tleaioiggh to
run IDS. Too much of resources are wasted forrigémentation of intrusion detection scheme foheamde.
Hence nodes are grouped into cluster and cluste tseelect to serve other node in network, whereedfish
node by means of maximum resources are not nondifiatecluster head selection, as of self interesave its
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own power. Nodes are provided incentives insiddahder election process by VCG mechanism for prigvg
the nodes from exhibiting the selfish behaviour.

1) To certify security and to detect the intrusinMobile Ad hoc networks select a leader from thep cluster
as cluster head contains most resource.

2) To avoid the issues arise due to best colleaifdeader and performance overhead, a solutidmeishanism
based design theory.

3) The solution provides nodes by means of incestin the form of reputations to encourage nodémirestly
participating in the election process.

According to Muneeswari.G et al.,[5] they combinec&ed Clustering Algorithm (SCA) and Data fusion t
improve security in MANET. Maintaining security MANET is the critical one since it has several idist
characteristics like low secure state, low procgssind radio range, low energy power, mobility detecting
function for limited nodes. In the proposed schethey address all these issues by using SCA. S€@ét=l
cluster-head according to its weight which is coteduby combining parameters like stability, energggure,
degree. Since each cluster-head has measuremenrg, then one device needs to be chosen and their
observation can be fused to increase accuracyfudien can be done by using Dempster-Shafer wisiahell
suited for an uncertainty problem.

According to Preetida Vinayakray-Jani et al.,[6pposes architectural security concept in distriduteanner
where network is divided into clusters with onestén head node each. This cluster head node alkwmes a
router providing proactive hidden routing by usi@tgganographic methods for inter-cluster secuBgsides
cipher method is used to offer intra-cluster segufiihe future secure architecture specifies opmrat view of
cluster head as a router that provides trust, amdgywith confidentiality through Steganography and
Cryptography respectively.

According to Seunghun Jin et al., [7] they presenmtew trust evaluation scheme in an ad hoc netwibwok.
conquer the limited information about unfamiliardes and to reduce the required memory space, tloppge
a cluster-based trust evaluation scheme, wherédbeitng nodes form a cluster and select one nodechsster
head. The head issues a faith value certificatectya be referred to by its non-neighbour nodesghiway, an
evaluation of an unfamiliar node’s trust can beelwery efficiently and precisely.

According to Shubha Mishra et al., [8] they progbsa efficient dynamic clustering protocol for MANEIn
dynamic clustering protocol they have five stater@xtions. These are un-clustered state, orphta staction
state, cluster node state, in addition to clustadhstate. Also, they develop key distribution rodtlfor the
distribution of symmetric keys in MANETS. In dynantlustering protocol they designed to verify thetpcol
and have an estimate of the cost to gather thatgenformation. For evaluating in terms of timene used up
as part of cluster was measured. From clusterigf pb view, numbers of clusters, as well as nunmifemodes
per cluster were measured. To calculate approxlypngtte network performance, number of protocol sk
with application packets transmitted were measured.

According to Suganya Devi.D et al.,[10] they propasnew cluster based multicast tree (CBMT) albaorifor
secure multicast key sharing, in which source noses Multicast Destination Sequenced Distance Vecto
(MDSDV) routing protocol to collects its 1 hop nklgpurs to form cluster and each node which have dloide

is elected as the Local controllers of the createsters.

According to Yao Yu et al, [11]they analyze thegéy problem in the hierarchical mobile Ad Hoc wetks.
And then we offer a secure clustering algorithmellasn reputation in defence of threats in clustgrin the
algorithm, the nodes ‘reputation is used to develegurity, which is evaluated by combining the eigee of
the node in the routing process. Additionally, wansider degree and relative mobility in the clustgro
guarantee the stability of clusters. The weightath node is computed from beginning to end corisigi¢he
above three factors at the same time. It is usedeitt the secure backbone nodes in the networksedwer, it
is efficient in the cluster rebuilding and healing.
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6. CONCLUSION

In this study, various security strategies of @usig in MANET have been visualized@he research on
MANET security is still in its early stage. Because solutions are designed explicitly with certaittack
models in mind, they work well in the occurrencedefignated attacks but may collapse under unpatexl
attacks. The Security research area is still ogemany of the provided solutions are designed kegpilimited
size scenario and limited kind of attacks and wahdgities.
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