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Abstract-The increase demand in security system concern to issues such as person identity and theft detection
the need of a new rdiable security system. A biometric system provides automatic identification of an
individual, based on a unique feature or characteristic possessed by the individual. Iris recognition is
regarded as the most reliable and accurate biometric identification system. Iris recognition is perhaps the
most accurate means of personal identification due to uniqueness of the patterns contained in each iris. The
iris recognition system consists of an automatic segmentation system that is based on edge detection and
Hough transform, and is able to detect the circular irisand pupil region and occluding eyelids and eyelashes.
The extracted irisregion is then normalized into a rectangular block with constant dimensions to account for
imaging in consistencies. Finally, the image matching algorithm which specifically focuses on the
characteristics of the phase components obtained from two-dimensional Fourier Transformation of an image.
The Phase Only Correlation (POC) and Band Limited Phase Only Correlation (BLPOC) are the most
fundamental transformations, the features of which include superior discrimination capability over the
ordinary recognition system.
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l. INTRODUCTION

With the advent of modern technology and servicetifé, human activities and transactions havedased, in
which quick and reliable personal identificationniecessary. Examples contain passport control, atenpogin
control, bank automatic teller machines and othamstactions authorization, premises access comtndl,security
systems generally.All such identification effortake thecommon goals of speed, reliability and matoon. The
use of biometric indicia for identification purpa@seequires that a particular biometric factor sddug¢ unique for
every individual, readily measurable, and invariamver time. Biometrics such as signatures, phofdtwa
fingerprints, voiceprints and retinal blood vespaltterns all have significant drawbacks. Thoughetigres and
photographs are economical and easy to obtaintang, shey are difficult to identify automaticallyith guarantee,
and can be easily forged. Electronically recordeiteprints are susceptible to changes in a pessenice, and
they can be simulated. Fingerprints or handpriatpire physical contact, and they also can be eofgited and
marred by artifacts. Human iris on the other hasdma internal organ of the eye and as well protefiiem the
external environment, yet it is easily observabberf within one meter of distance makes it a perféometric for
an identification system with the simplicity ofemal, reliability and automation.

Biometric personal identification has been largelytivated by the increasing requirement for segtnita
networked society. The traditional way of identifgi people is via possession and knowledge. Posseissithe
method that uses a physical item to gain accesheecurity area, e.g. identity cards, smartcaasns etc.
Knowledge is the method to gain authorization by tise of something that only the authorized pekptav, e.g.
passwords, PIN numbers, security codes etc. Howebssical items can be lost or stolen and pas$wan be
forgotten or guessed. Biometric recognition is epkution to the problem. Biometric recognition ieépplication
of science to measure Individual’s properties. sEhproperties can be a behavioral or a physicélifea Unlike
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traditional possession-based or knowledge-basedhadst for personal identification, biometrics empgloy
variousphysiological or behavioral characteristmschasfingerprints, face, iris, retina, gait, pglimts and hand
geometry etc., to accurately identify each indiaklurhe physical feature used in a biometric re@agn system
must be unique and stable over lifetime. Iris rextign is one of the best biometric recognitiontsyss. It was
pioneered by Daugman in 1993. The iris recognisigstem uses grayscale Near Infrared (NIR) imageye$ as the
input. It can extract the iris pattern from the gaaand use the iris pattern to recognize eachiohail. The iris can
be used as a biometric system because the irishidir texture pattern. The iris pattern is develdpndependent
from the generic factor. Individual difference tleadsts in the development of anatomical structfrbody results
in such unique patterns. Therefore even identiwais will not have the same iris pattern. Theradgsphysical
contact with eye while using the iris recognitigrstem which makes it convenient to use. This isabse the iris
recognition only needs to take an image of a pésseye at a certain distance. Then iris pattern mamxtracted
through image preprocessing. Unless a risky surgengken, iris pattern remains stable and doeschanhge
throughout the life. As a physiological biometrigs recognition aims to identify persons using icharacteristics
of human eyes. Recently, iris recognition has rekincreasing attention due to its high reliapilEhese are some
of the reasons that iris recognition is better thdrer biometric recognition.

[I.  VARIOUSBIOMETRIC SYSTEMS

a) Face -A facial recognition system has numerous advantages other biometric systems. First of all, theteyn
can be unobtrusive, operating at a large distarora the subject. Also, it does not require the peit® have a set
interaction with the system. The camera only ndedsapture a useable image of the face. Next, ystes is
usually passive and can operate on fairly low powerally, a face recognition system would probaltywidely
accepted by the general public. There have beeifisant achievements in the face recognition fieletr the past
few years. Thanks to these advancements, this grolblppears to eventually become technologicallgiliés as
well as economically realistic. Several companiesv roffer face recognition software that can prodigh-
accuracy results with a database of over 1000 pedpladdition, current research involves develgpitore robust
approaches that accounts for changes in lightirgression, and aging, where potential variationsaaogiven
person. Also, other problem areas being investibateludedealing with glasses, facial hair, and ewgk These
systems face strong difficulties when the facescaptired underdifferent angles and uncontrolled iamb
illumination. Moreover, it is still questioned ifface itself is sufficient basis for reliably recution of a subject, as,
for instance, twins have very similar faces. Anotheoblem could be with counterfeit, as users ceamétically
change the appearance of their face, through dido®izbjects or even through plastic surgeries.

b) Finger print-Fingerprint recognition has been present for aiewdred years. Nowadays, the technology in this
area has reached a point where the cost of purzhasiingerprint scanner is very affordable. Fas tleason, these
systems are becoming more widespread in a varfeippmlications. Cell phones, PDAs, and personalpders are
a few examples of items incorporating fingerpriatagnition to increase user security. Fingerprigtesms are
generally best utilized in verification systems small-scale identification systems because a lacgde
identification system requires extensive computatioesources under current products. In additoiarge system
would undoubtedly encounter some fingerprints #rat unsuitable for use, due to cuts or other defddierefore,
cell phones and computers, which both potentiadyeha small number of users, are ideal productstHisr
Technology .A fingerprint is a pattern of ridgesldarrows located on the tip of each finger. Finyets were used
for personal identification for many centuries ahd matching accuracy is acceptable. In the padteqms were
extracted by creating an inked impression of thgditip on paper. Today, compact sensors provigitatiimages
of these patterns. The recognition process stgrtsapturing the finger image by direct contact vatheader device
that can also perform some validation proceduremvtid counterfeit measures (check of temperatotepailse).
The uniqueness of a fingerprint can be determinethé pattern of ridges and furrows as well ash®yminutiae
points. These are local ridge characteristics ¢ltaur at either a ridge bifurcation or a ridge egdiThe feature
values typically correspond to the position anetation of certain critical points, known as miaatpoints. The
matching process involves comparing the two-din@radiminutiae sample and template patterns.
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c) Hand Geometry-Hand geometry for biometric purposes is used stheeearly 1980s. Since hand geometry is
not thought to be as unique as other biometridstrits use is often related with low security apgtions and,
sometimes, associated with other security proceduxeariety ofmeasurements of the human hand, sontaits
shape and lengths and widths of the fingers, canskd as biometric characteristics. Feature exracomputes
the widths and lengths of the fingers at variousimns of the captured image. These metrics definefeature
vector of the user’s hand. Current research wodksdor new features that could increment the giignation
capacity between different hands, as well the desija deformable model for the hand, in order doase
robustness. As main advantages, it can be refémedhe hand geometry based biometric systemsasgto use
and inexpensive. Additionally, operational envir@mtal factors such as dry weather, or individutiedénces such
as dry skin, generally have no negative effectsdentification accuracy. However, it should be sted that its
main disadvantage is its relative low discrimingtoapacity. Also, the hand geometry may not berianaover the
lifespan of an individual, particularly during afiood.

d) Voice-Oppositely to the majority of the biometric traiteat are image-based, voice possesses the sirtguiéri
dealing with acoustic information. The most relevi@atures of a subject’s vocal pattern are deteechby physical
characteristics as the vocal tracts, mouth, nasaties and lips shape. These are low varying featover adult
lifetime, although the individual behavior and st@nvironments can highly influence the subjeetice. Feature
extraction techniques typically measure formantsoamd characteristics unique to each person’sl i@z and the
pattern matching algorithms are similar to thosedus the face recognition. Speech-based auth¢ioticés
currently restricted to low-security applicationschuse of the high variability in an individual’siee and poor
accuracy performance of typical speech based atithéon systems. As advantages, the fact that rexisting
voice based systems are designed for use with atartdlephone networks makes it possible to supgpdmtoad
range of deployments for voice based biometriciappbns. This turned the technology as the foduaosiderable
efforts by the telecommunication industry and bg thnited States government intelligence communitiyich
continues to work on improving its reliability.

€) Signature-Signature can be regarded as unique and resuits aih behavioral and hand geometry variations
associated to each subject. The way a person Bigre her name is known to be characteristic af thdividual
since centuries, although the analysis of the sigradynamics is recent. There are twomajor strasetp
performsignature recognition image based and dycsiamalysis. The image based approach is the rasstical
and is based on the visual appearance of the signathe dynamic approach analyzes speed, direatidrpressure
of writing. It has advantages over other biometdachniques that it is asocially accepted identifiga method
already in use in bank and credit card transactiomst of the new generation of portable compuieis personal
digital

Assistants use handwriting as main input chanhblg disadvantage that oppositely to finger,drigetina patterns,
a signature may be changed by the user, similardypgassword. However, the use of signature-baseuklrics has
several weaknesses. Individuals with muscular skes and people who sometimes sign with only théials
might result in high false rejection rates. Oftasignatures dramatically change over a period okttend are
influenced by physical and emotional conditionshaf subjects. Additionally, since many users atcanstomed to
signing on a tablet, some subjects’ signatures ditigr from their signatures on ink and paper, @asing the
potential for false rejection.

3. INTRODUCTION TO IRISRECOGNITION
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The iris is the only internal organ of the bodyttiereadily visible from the outside. The iris begto
form in the third month of gestation and the stuoes creating its pattern are generally completethk eighth
month. It is the annular region of the eye bounigdhe pupil and the sclera (white part of the eye)kither side.
Its complex pattern can contain many distinctivatdiees such as arching ligaments, furrows, ridgegts, rings,
corona freckles and a zigzag collarette. Each igisinigue and even irises of identical twins arffedént.
Furthermore, the iris is more easily imaged thamae it is extremely difficult to surgically tampéris texture
information and it is possible to detect artificiases. Although the early iris based identificatisystems required
considerable user Participation and were expensifferts are underway to build more user-friendhd ecost-
effective versions. To obtain a good image of tie identification systems typically illuminateethris with near-
infrared light, which can be observed by most camget is not detectable by humans. The availaslelts of both
accuracy and speed of iris-based identification laghly encouraging and point to the feasibility lafge-scale
recognition using iris Information .Due to this atdthe above described characteristics, it iscomtooconsider
iris as one of the best biometric traits. Biometrgan be physiological or behavioral Physiologicatacteristics
include fingerprints, face, retina, iris, etc. Beioaal characteristics include voice, signatureit,gatc. While
fingerprint is the oldest and most widely used bétnc, recent advances in iris recognition have enigid a very
promising biometric trait. Of all the different apie characteristics of human beings, the usagesopatterns has
been found to be the most robust and accuratééoptrposes of verification and identification idividuals.

4. DESIGN ISSUES

4.1 Image Acquisition-The first step of Iris Recognition is image acdigsi. In image acquisition the image of an
eye is captured. While capturing image the enviremtal conditions such as light intensity, camerayte distance
and orientation of eye affect the quality of captlieye image. A camera must have enough resolaticapture the
details of iris pattern.

4.2 | mage Segmentation (Boundary Detection)-

The main objective of segmentation is to remove ueful information, namely the pupil segment drel t
part outside the iris (i.e. sclera, eyelids). A® useful information lies only in the ring likestture i.e. iris, so the
non-useful information i.e. pupil region and sclezgion has to be cropped out.

Figl.Sample eye image and isolated iris pattern.

4.3Iris Feature Extraction-After the segmentation the sample is then transtdrosing some sort of mathematical
function into a biometric template. The biometriemiplate will provide a normalized, efficient andgtliy
discriminating representation of the feature, whieh then be objectivelycompared with other tenaglat order to
determine identity.

4.4 Iris Pattern Matching-After the feature extraction of the iris, the teatpl is then matched with unknown
templates stored in the database. If the match recdahen the corresponding iris pattern belongsthe
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storeddatabase and if the matchdoes not occur,thieecorresponding iris pattern does not belonthé&ostored
database.

5. DESIGN OF IRISRECOGNITION SYSTEM
We design low cost, time invariant, secure irisogggtion system.

5.1 Proposed System Block Diagram-
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Fig 2: proposed System block Diagram

1) Iris Image Acquisition-This step consists of collection of eye patternchiis to be compared with the images
stored in the database.

I1) Iris Segmentation (Boundary Detection)-This step consists of extraction of the region leetmvpupil and sclera
for analysis i.e. deleting the non-useful parthef €ye image and conversion of the iris imagetimaemplate form,
which contains the discriminating feature and temaplate can be used for matching.

[11) Feature Extraction-This step consists of extraction of the rubber sfreen the segmented iris image.

V) Iris Template Pattern Matching-This step consists of matching of the templaténefihput iris image with the
template stored in the database. In this iris tateglare compared using the phase based imageimgaaddporithm.
The phase based image matching technique invdieefoliowing steps:

¢ Apply the DFT to the input iris template.

¢ Apply the DFT to the reference iris template.

+ Determine the phase difference between these two.

¢ Depending upon the phase difference between tivaseit can be decided that whether the input [rdtern
belongs to the stored database or not.

6. CONCLUSION
As mentioned above we have introduced a varioushdinc based identification techniques. As we compa
various techniques Iris recognition is consideredathieve high security and several advantages aadpto
otherTechnique. We can successfully design systemlaw cost with fast response. This proposegtem as

designed currently can considered a good altemddtiv security applications though further worlbiing carried
out to achieve better result and ease in implentienta
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