E-ISSN: 2321—9637
Volume 1, Issue 5, December 2013

I nter national Jour nal of Research in Advent Technology

Available Online at: http://www.ijrat.org

A REVIEW PAPER ON FORENSIC WATERMARKING

Priyanka PremnathSrilatha.L.Raf Kendaganna Swary
'Department of Biomedical Signal processing & lastentation ,RVCE,Bengaluru,India
’Department of Biomedical Signal processing & lastentation , RVCE, Bengaluru, India

3Department of Biomedical Signal processirég; & lastentation , RVCE, Bengaluru, India
1priyankapremnth@gmail.com

“srilatharao2006@gmail.com
3swamy knsit@rediffmail.com

ABSTRACT:

Watermark is a pattern or image coverted in a paper to discourage counterfeiting of the document.
Encoding such a pattern or signal into digital data like image, music, video etc is called Digital
Watermark also known as Forensic water marking. The embedding of the watermark information takes
place by manipulating the content of the digital data. The hiding process should be such that the
modifications of the media are imperceptible. In this paper we describe the process of Digital
Water marking, the various classifications related to it, the possible distortions and attacks, Bench mark
and thetypes of Bench Mark, the Applications and the recent advancementsin this area.

Keyworstgs Bench-marking!, Decoding?, DCT?, Encoding®, Gray level®, Robustness’, Water-marking’,
Wavelets’.

l. INTRODUCTION
The rapid development in information transmissiechhology has necessitated the advancement inaje of
handling and protecting the multimedia data andrimfition from unauthorised users. Digital Waterriragks
one such potential method for protection of ownigrgtghts on digital audio, image and video datégital
watermarking is a communication method in whictoinfation is embedded directly and imperceptibly int
digital data (e.g., image, video, or audio signafdled as original data or host data, to formenmtarked data.
This embedded information is bound to the watermdrllata wherever it goes. The embedded information
should still be decodable from the watermarked ,dev&n if the watermarked data is processed, copied
redistributed. Potential applications of digitaltammarking include copyright protection, distrikarti tracing,
authentication, and authorized access control. ,Tigsinformation could be a user-ID, a serial nemfor a
certain copy of a document, or authentication imiation. Indeed, there are a number of desirable
characteristics that a watermark should exhibitatitleast should comply with the following two hasi
requirements for image watermark:
-The digital watermark should not be noticeablghe viewer nor should the digital watermark degréuz
perceived quality of the image. It is so-called tfamsparency of digital watermark.
-The digital watermark is still present in the imeagfter distortion and it can be detected by théemaark
detector. Ideally, the amount of image distorti@eessary to remove the watermark should degradaetfieed
image quality to the point of becoming commercialalueless. Possible distortions include lineanamlinear
filtering, addition of Gaussian or non-Gaussiansepiimage enhancements, resampling or requantizatio
[10][12]. In order to achieve the copyright protentand maintain the quality of the signal, theoaiidnm should
meet few basic requirements
i. Imperceptibility: The watermark should not affebe tquality of the original signal, thus it should b
invisible/ inaudible to human eyes/ ears.
ii. Robustness: The watermarked data should not beveshar eliminated by unauthorized distributors.
iii. Capacity: the number of bits that can be embeddené second of the host signal.
iv. Security: The watermark should only be detectedutirorized person.
v.  Watermark detection should be done without refdérenthe original signals.
Vi. The watermark should be undetectable without gamwledge of the embedded watermark sequence.
Vii. The watermark is directly embedded in the signad$,in a header of the signal.
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II.  GENERAL FRAMEWORK OF WATERMARKING
Watermarking is the process where data is hiddenan image or audio or video. The general watekingr
framework is as shown in figure 1. Detection anttastion of the watermark can be done later froendarrier
(cover) signal. It can contain information suckcapyright, license, authorship etc[10][12].
An example of a digital watermark is a “seal” o timage to for the identification of the ownershimy
watermarking algorithm consists mainly of threetgar
- The watermark, which is unique to the owner.
- The encoder is used for embedding the waternmiokthe data.
- The decoder is used for extraction and verifarati

Original

Inage (host) _ —
embedding Watermarked Distortion
image (noise,

Signature / attacks)

key l

Extracted extraction

— slgnature ¢ \

Fig 1. Digital watermarking, a general overview

[Il.  CLASSIFICATION OF WATERMARK ALGORITHM

In this section we discuss different classificatidrwatermarking algorithm[10].
-Firstly, According to type of document, watermaukitechnique can be divided into four groups: Text
watermarking, Image watermarking, Audio watermagkivideo watermarking.
-Secondly based on the human perception, watermigdrithms are divided into three categories: Mesib
Watermarking: Translucent overlaid into an imageigsble to the viewer, Invisible watermarking: Eeduled
into the data in such a way that the changes madket pixel values are perceptually not noticedalDu
watermark: Combination of visible and invisible aahark. An invisible watermark is used as a badkuphe
visible watermark.

- Thirdly, according to the watermarking extractiprocess, techniques can be divided into three: tifon-
blind(In private watermarking original signal isquéred for detection of the watermark), Semi-blBdinetimes

it requires some extra information for detectinge tiwvatermark like a secret key or watermark bit
sequence),Blind or public watermarking(watermartedgon we require only secret key).

-Fourthly, Classification based according to thditoihal feature ‘robustness’. Robust Watermarkvirich the
watermark can survive after common signal processiperation such as filtering and lossy compression
Fragile watermark(where the watermark should be t&bbe detected any change in signal and alssiljeso
identify the signal before modification),Semi-FiagiWatermark(Sensitive in nature and they can gbam
watermarked image).

-Finally based on Embedding processing domain, nvetek technique can be divided into:

» Spatial Domain which refers to the image plaselff where watermark data to be embedded in tkel pi
value. In this method some minor changes are nragixel value intensity.

» Transform Domain: Transform domain have imperibdjiy as well as satisfy the robust property. fiséorm
domain is also called frequency domain becausee\@lfrequency can be altered from their origirele.
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V. DISTORTIONSAND ATTACKS
Distortions and Attacks are the attempt made tckeredhe quality of the image and destroy it.
First of all, we have to distinguish two reasonsdo attack against a watermark image:
« Hostile or malicious attacks, which are an atteimpnade to weaken, remove or alter the waternzarf,
« Coincidental attacks, which can occur during cammnmage processing and are not aimed at tampénang
watermark.
One categorization of the wide class of existingas contains four classes or attacks:
» Removal Attacks: It aims at the complete remmfahe watermark information from the watermarkizda
without such that the security of the watermarkagorithm (e.g., without the key used for watermark
embedding)is not affected. That is, no processevgn prohibitively complex, can recover the watakma
information from the attacked data. It includesndésing, quantization (e.g., for compression), edmation,
and collusion attacks.
» Geometric Attacks: In contrast to removal attadksometric attacks do not actually remove the eltbé
water- mark itself, but intend to distort the watark detector synchronization with the embeddedrinétion.
The detector could recover the embedded waterméokniation when perfect synchronization is regairie
best known benchmarking tools are Unzign and Stikméhey integrate a number of geometric attatkszign
introduces local pixel jittering and is very eféiait in attacking spatial domain watermarking scren@obal
and local geometric distortions are introduced thynark.
* Cryptographic attacks: It aims at cracking theusity methods in watermarking schemes and thudsfannew
way to remove the embedded water- mark informat®ne such technique is brute-force search for the
embedded secret information. Oracle attack comdsruthe same category, which can be used to caciate-
water- marked signal when a watermark detectorcgeis available. Practically, application of thesecks is
restricted due to their high computational compiexi
* Protocol Attacks: It aims at attacking the enttencept of the watermarking application. Invesibl
watermarks is based on this. The idea behind it tthex attacker subtracts his own water-mark from th
watermarked data and claims to be the owner oiviitermarked data. Thus ambiguity is created wispeet to
the true owner-ship of the data. It has been shtvanfor copyright protection applications, waterksaneed to
be noninvertible. The requirement of non-inveritpibf the watermarking technology states thatibdd not
be possible to extract a watermark from a non-wadeked document. A solution to this problem migattb
make watermarks signal-dependent by using one-wagtibns. The copy attack also comes under the same
category. Here, the goal is not to destroy the mdek or impair its detection, but to estimate demaark from
watermarked data and copy it to some other dai@dcarget data.

V. BENCHMARKING
Benchmarks are used to evaluate the robustnese efdatermarking technique. To prevent unauthorire of
digital content, when using digital watermarkinge trobustness of the watermarking should be eveduit
detail. To evaluate the robustness of watermarkiegchmark tools such as Stirmark and JEWELS haea b
developed. These tools can show which attackdwelhk embedded digital watermarks.

Existing benchmark tools:
The various benchmark tools attack digital watekwand estimate whether digital watermark was dgstt.
Stirmark and JEWELS are the two well-known benchntaols.

» Sirmark: It is the most popular benchmark tool, and was ligesl at Cambridge University in the UK
in1998. The latest edition is the fourth versiorhich was released in October 2007. Stirmark haasclatt
functions that use image processing, such as addiisg, rotation, JPEG compression, and cropptraar fine
tune its parameters. For example, the quantityocfenadded to an image can be set when adding, moidehe
angle can be set per degree of rotation. HoweVkthe attacks using are classed as single imaigehat
Moreover, it is a program with a command line badédout an image viewer, so to see the attackedygma
another independent image editor is required.

« JEWELS It is a software package developed by Japan Elgcgcand Information Technology Industries
Association in 2000, and has various types of ktfanctions that use image processing, like Stikvdoes. It
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mainly uses single image attack. The plural imaggchk function of JEWELS is only a single "compesitlt
blends two images based on few parameters. Ipisgram with a command line base like stirmark.

VI.

APPLICATIONSOF WATERMARK IN SEVERAL FIELDS/LATEST ADVANCEMENTS:

The watermarking of synchronous sequential circuits. State diagrams are basically used to give an
abstract description of the behaviour of a systéhe classic form of state diagram for a finite estat
machine is a directed graph which is called théesti@nsition Graph. Authorship of designs can be
identified by imposing a digital watermark on thgats transition graph (STG) of the circuit. The
methodology is also applicable to sequential desitrat are made available as firm intellectual
property, the designation commonly used to charizetedesigns specified as structural hardware
description languages or circuit net lists. By rpatating the STG of the design in such a way as to
make it exhibit a chosen property that is extrennahg in non-watermarked circuits, watermark can be
embedded here. While, at the same time, not chgrigafunctionality of the circuit.

This manipulation can be performed without comptinis graph in either implicit or explicit form.
Instead, the digital water- mark is obtained byedirmanipulation of the circuit description. Thése
evidence that it is not possible to remove watekmaith any known algorithms for circuit
manipulation and is immune to a variety of othéa@ts. There are many ways to create a change in
the STG that embeds a specific watermark. In génang change in the STG that can be used as a
watermark in this framework should have the follogvcharacteristics.

By performing a direct manipulation of the circi@tywatermark can be embedded.

The sequence of states traversed by the sequencwwdt specified by the watermark exhibits a
specific property that:

- can be checked efficiently if the sequence otitaghat represents the signature is known;
- cannot be easily removed by methods that martigptite circuit net list.

- is rarely present in non -watermarked designs;

- is hard to detect if the sequence of inputs thptesents the signature is not known;

The change has a limited impact on the size anedsp&the circuit.

The choice of the specific STG manipulation to perf is an important one since if affects the qyadit the
watermark, the difficulty of removal, and the impaa circuit quality[1].

Security of cloud: Cloud storage is a model of networked enterpriseage where data is stored in
virtualized pools

of storage which are generally hosted by thirdipartBy calculating the expectation value, entropy
and hyper entropy, using the cloud generator, dd@rd created. The discrete cosine transform embeds
the watermark in a standard image by adjustingbioek DCT coefficient of the image then by
blocking the selected image according to 8x8 pixblsn dividing the selected image into non
overlapped sub image blocks. Data can be easitgsia the cloud, and accessing cloud applications
without the local hardware and software managerisepbssible the help of cloud storage. Conversely
the profit are clear, such a service is also sttesigs user’s physical control of their outsourcathd
which unavoidably poses new security risk towalus ¢orrectness of the data in cloud. Third party
outflow of the data is the major problem in theutladata storage. In this, Simple substitution Far t
text encryption and LSB hiding for the image embedhnis done.
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Fig 2: Watermarking in cloud computing [7]

Recent advancement is the Steganography technifje@ooypting scheme based on Digital Watermarking
Algorithms the two different network entities cam identified as follows:

User: an entity, who has data to be stored and atatipn, can be either enterprise or individuatooers.
Cloud server(CS): an entity, which managed by tbadservice provider(CSP) to provide data storsey®ice
and has significant storage space and computaggnurces.

» Encryption of the data can be done by cloud g®i@nd decrypt the data using the cloud apps takhtwerk
with the proposed algorithm.

* Initially, data’s are split into number of datltks and then data blocks are interchanged fos¢leerity then
converted into binary format and then data encoypis done by the digital marking algorithm. Thgaalthm
attempts to combine image watermarking and textyption together into one. The key which is gerenlaby
the user plays an important role. It is imposstbldack the information unless the secret key makn Along
with the textual information, logos or symbol candmbedded. The size of the secret image shouksbéhan
the host image. Text and Image(s) is embedded basexdarting from pixel positions as determinedthy
user’s key. Using simple bit manipulation, the séamage can be embedded into the host. The sewge can
be the logo of the business. The n least signifibéta of the original image are masked, hidden sulastituted
by the n most significant bits of the watermark gador LSB hiding algorithm. Smaller the value ofesser is
the weakening in the quality of the image[7][9].

iii. Perceptual digital watermark of images using wavelet transform: In this method, Watermarks are
embedded in the wavelet coefficients and the medteria is that the amplitude is controlled by the
wavelet coefficient. So that it should not excebhd Just Noticeable Difference of the wavelet
coefficients. Watermark noise in wavelet coeffitgeens of the same order as that of visually
significance of wavelet coefficients. In this medharansparency and the robustness of digital
watermark in the image are guaranteed|[3].
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Fig 3: Block Diagram of Perceptually Based Watermarkirantgque [3]

Image Verification for Digital Rights Management Using Fragile Watermarks Based on a Human
Visual Model: It is a method for embedding perceptually basegilravatermarks in digital images. It
is mainly designed for the purpose of image wveaifon and tamper proofing for digital rights
management applications. The human visual modehiployed to guarantee that modifications in
images are imperceptible. According to the humianal model, set of quantized contrast functions
which are quantized are created first. Next ,#wgired image is divided into smaller subimage3 »f

3 dimensions. A set of gray levels with the sametrast as that of the central pixel is obtained fo
each subimage, from the quantized contrast funstidime gray value of the central pixel of each
subimage is replaced by the chosen watermark valhaes, imperceptibility is guaranteed. Set of
random keys is generated using a pseudorandom misohavhich gives a set of random watermark
values. Thus, high security is attained. The oabimage is not used during the verification preces
watermarking. This method is used as a visualeiaspn tool for detection and localization for any
image modification or alteration .This approacfessible[11].

Fractional Fourier Transformation Domain | mage watermarking: The most widely used as tool in
signal processing, quantum mechanics and quantuticsppattern recognition , study of time
frequency distribution is FRFT. The main critesalie rotation of angle in the time frequency plane.
In this method the signal is broken down into snfi@fyments which are complex exponentials with
linearly varying instantaneous frequencies, by wayyhe value ofa from a range of O ta/2.

It is the most commonly used method for insertihg watermarked signals in either spatial or
frequency domain. In FFFT more watermarks are eteathen compared to FT or DCT domain.
Various angles are for watermark embedding. Thislisist on some important attacks like geometrical
transform, filtering etc that could be performed dyirate. The original image cannot be extracted
without knowing the transformation angle used. Thsvents piracy [2].

DCT Image Watermarking: The discrete cosine transform is the representatioan image as a sum
of sinusoids of varying magnitudes and frequendtezperates only on real terms and uses only eosin
terms. It is highly orthogonal and is a good deglator. It has a unique property that most of the
visually significant information of the image isrexentrated in just a few coefficients of the DS |
referred as ‘Energy compaction Property’. The digmfarmation is embedded in the lower frequency
coefficients. Due to its energy compaction propemany DCT based Digital image watermarking
algorithms are developed. A very Common problenoeiased with DCT watermarking is block based
scaling of watermark image changes scaling faditwsk by block and results in visual discontinuity.
A visible watermarking technique is that which rifies$ the DCT coefficients of the host image, for a
embedding facton =10 visible watermarking is achieved and alsin@g o =0.09 for invisible
watermarking. It also make the watermark more st3ii

Digital Watermarking of still images with gray level digital watermarking: This is the method used
for embedding the digital watermark image in vid&y using the multi-resolution signal (two-
dimensional and three-dimensional )decomposingnigale , the decomposed watermark images with
different resolution are embedded in the correspandesolution of the decomposed video. The
watermark information is coded by error correctamiding of Hamming code in the algorithm such
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that robustness is ensured. It shows that the toéss is strong enough against the attacks ofefram
dropping, averaging and lossy compression[4].

viii. Reversible Watermarking: There is a need to restore the original image aftenacting the watermark.
Reversible watermarking helps in restoring the iemagthout distortion and the weakening of the
quality of the image after the extraction of thetevenark. In the fields of law enforcement, medical
and military image system, it is important to restothe original image without any
distortions..Therefore when the watermark has toeb@oved to completely restore the original image,
reversible watermarking can be used. . There meetfasic techniques of reversible watermarking; few
of them are listed here i) Difference ExpansionHistogram bin Shifting iii) Data hiding using &ger
Wavelet Transform iv) Contrast Mapping and v) ¢rge Discrete Cosine Transform. It has fetched
enormous attention [6].

iX. The other applications are:
i. Content identification and management
ii. Content protection for audio and video content
iii. Forensics and piracy deterrence
iv. Content filtering (includes blocking and triggeriafjactions)
V. Communication of ownership and copyrights

Vi. Document and image security
Vii. Authentication of content and objects (includesegament IDs)
viii. Broadcast monitoring

iX. Locating content online
X. Rich media enhancement for mobile phones

Xi. Audience measurement
Xil. Improved auditing
VII. CONCLUSION:

A digital watermarking is a type of marking mecisam ,in which a watermark is embedded into a noise
tolerant signal such as audio , image or any digitda. It is typically used to identify ownership the
copyright of such signal. Hence the authenticitytied data and also the owner of the is protectad the
process of hiding digital information in a carrggnal, the hidden information should, but does me¢d to
contain a relation to the carrier signal. There Iteasn many enhancements in this field to protectipital data
from any kind of intrusion to discourage counteifey.

In this paper we describe about the Digital wateking process, the classification of the watermagkbased
on various criteria ,Distortions and attacks onwaermarks, Benchmarking-Types of Benchmarking tied
Recent advancements in the field of Digital Watekimg along with the latest approach towards it.
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