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ABSTRACT

A public-key cryptography is best suited for fulfilling the requirements of the secure communication
overinternet. Each user of a public-key cryptosyst@ holds a pair of related keys- public and privatekey.
Anything encoded with one key can only be decodedyhts counterpart. Each user keeps one key secret
and publishes the other. Thus other people can emg} the user’'s public key to send messages that only
the user can read, or the user can “sign” a messagéth her private key to authenticate it — other p@ple
can apply the user’s public key to verify that themessage came from the user. Computer security has
been victim of the “year of the...” syndrome. Firstit was firewalls, then intrusion detection system#DS),
then VPNs, and now certification authorities (CAs)and public key infrastructure (PKI). The problems
faced by users of the Internet fall into two main ategories: privacy and authentication. Privacy invéves
transmitting messages that cannot be altered or rehin route, while authentication allows each partyto a
communication to be sure of the identity of the othr (i.e. messages can’t be forged). In this papeve
compare the different certificates which are useddr authentication such as: - X.509, Digital Certiftates
and Tesla.
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1. INTRODUCTION

Computers play an increasingly larger role in edagylife. From the embedded microprocessors found i
virtually every electronic appliance, to the estinfp number of personal computers used for busjness
entertainment and education, Nicholas Negroporsitement that “computing is not about computerd is.
about living”, it is becoming truer by the day. Nowith the recent explosive growth of the Interradt,these
computers are becoming interconnected in a globaincunications neStwork. Many view the Internet as a
universal communications medium that can replatep®ne, television and radio. It is still too easy
intercept, monitor and forge messages on the lateamd people are reluctant to use the networkrfancially

or legally sensitive data.

Cryptography holds the promise of a solution taséhproblems. Cryptography is the science of seariéing.

The security mechanisms as authentication, nonudiapon and integrity control of the documents in
organizations are commonly handled with digitalnsigires. Authorization is another crucial mechanism
hierarchical document workflow. The digital signatsi have deficiency to provide authorization of sfgmer or
his/her signature on the document.

Key management phases

The key states, or transitions, can be groupedrudnde key management phases. They are as follows:-
» Pre-operational phase—The keying material is nbayailable for normal cryptographic operations.
e Operational phase—The keying material is avail&Meormal cryptographic operations and is in use.
» Post-operational phase—The keying material is ngdo in use, but access to the material is possible
» Destroyed phase—The keys are no longer availaliletey must be destroyed.

1.2 Methods of cryptanalyticattacks

Cryptanalytic attacks are keys that have been comiged by decipherment to find out the keys. Thal g6
cryptanalysis is to decipher the private key oreekey. The amount of information provided to #Hralyst, as
well as the type of information provided, deternsittiee type of attacks possible. The following axepgssible
attack scenarios:-
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1. Cipher text only attack: This type of attack refers to the availabilitytbé cipher text (encrypted text)
to the cryptanalyst. With large cipher text datamay be possible to decipher the cipher text by
analyzing the pattern.

2. Known-plaintext attack: This type of attack happens when a cryptanaly&tiod a cipher text as well
as the corresponding plaintext. In this scenanensf the data is small, it is possible to undamsit
the algorithm.

3. Chosen-plaintext attack: This type of attack refers to the availabilityso€orresponding cipher text to
the block of plaintext chosen by the analyst.

4, Adaptive-chosen-plaintext attack: This type of cryptanalytic attack is known as @aative-chosen-
plaintext attack if the cryptanalyst can choose sheples of the plaintext based on the results of
previous encryptions in a dynamic passion.

5. Chosen-cipher text attack: This type of attack is used to obtain the plaihtexchoosing a sample of
cipher text by the cryptanalyst.

6. Adaptive-chosen-cipher text attack: This type of attack is similar to the chosen-ciptext attack, but
the samples of cipher text are dynamically selebtethe cryptanalyst and the selection can be based
on the previous results as well.

1.2.1 Cryptographic standards
Cryptography standards are related to the following
e Encryption
e Hashing
* Key Management
» Digital signatures
» Public Key Infrastructure

1.3 TYPES OF SIGNATURES

a) Typing aname

When a person types their name onto a file in meat format, such as a letter, email or other fasfn
document, the text added is a form of electrorgoaiure (e-signature).

b) PIN number

The Pin number on a credit card or bank card has#ime purpose as a signature- that is to authéemtice
user. Banks deals two things-money and risk. Bafer regularly from people who forge signatuoes
cheques and credit cards, and they perceive teatisk can be reduced if they require users toausdN
number, instead of signing their name. This wil prevent the fraudulent use of stolen cards betrisk
should be with the bank or the retailer not the@uer.

¢) Biodynamic versions

There are products available that enable a persgraduce a digital biodynamic version of theirmsenpt
signatureby writing using a special pen and padhe Signature is reproduced on the computer scredraa
series of measurements record the speed, rhythiermpahabit, stroke sequence and dynamics thatiricpie
to the individual. The subsequent file can theratiached to any document in electronic formatrtwvide a
signature.

d) Scanned signatures

A manuscript signature can be scanned from therpegeier and be transformed into digital formaheT
signature can then be attached to a document. vérision of a signature is used widely in commerce,
especially, when marketing materials are sent gjindhe postal system and addressed to hundretiswdands

of addresses.

€) Thedigital signature

Digital signatures are supported by public keyifieattes and Public Key Infrastructures (PKI). Abtia key
certificate commonly means an electronic documkeat binds securely a public key with some iderdiifion.
The most common public key certificate standardthe recommendation X.509, developed by the
Telecommunication Standardization Sector of therhdtional Telecommunication Union (ITU-T) [5]. AXP
provides the tools and operations that enable ipedaeployment of applications using public keytifieates
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and, therefore, digital signatures. The Internéd0%. Public-Key Infrastructure (PKIX) Working Grougthin
the Internet Engineering Task Force (IETF) is siyeuy a PKI for the Internet [6] using as base tfh&-T
recommendation X.509. The whole set of PKIX documménusually called the X.509/PKIX framework.

2. X.509 Certificate (Digital Certificate)
A digital certificate is basically a collection afentifying information bound together with a pubkey and
signed by a trusted third party to prove its auticéty. A digital certificate can be one of a nuentof different
formats.
Two different certificate formats are:-

* PGP certificates

*  X.509 certificate
Digital Certificate provides a means of proving @niglentity in electronic transactions, just likedriver’s
license or a passport. We can present a DigitdifiCate electronically to prove our identity oghit to access
information or services online.
A Digital Certificate is issued by a Certificatiohuthority (CA) and signed with the CA's private kedy
typically contains:

e Owner's public key

* Owner's name

» Expiration date of the public

* Name of the issuer (the CA that issued the Digititificate)

»  Serial number of the Digital Certificate
% Submitted To
&

» Digital signature of the issuer
Certificate Signing Certificate

Request (CSR) Authority (CA)

«
Public
Key Pair Key

Issues
Subject
Identifier

P Protected ) Ta Client
A ———— Private ——p %
i Ke (3
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Private Client X.509 Certificate

Key Store s .)

Public
Key

Figure 2.1: Requesting and obtaining a certificate froma CA

The X.509 standard defines what information canngm a certificate, and describes how to writeatvt (the
data format). All X.509 certificates have the feliog data, in addition to the signature [6]:

Version
This identifies which version of the X.509 standagplies to this certificate, which affects whafoimation
can be specified in it.

Serial Number

The entity that created the certificate is resgaasior assigning it a serial number to distinguisfiom other
certificates it issues. This information is usechiimerous ways, for example when a certificatewwked its
serial number is placed in a Certificate Revocatish (CRL).

Signature Algorithm I dentifier
This identifies the algorithm used by the CA tonsibe certificate.

Issuer Name
The X.500 name of the entity that signed the dedti&. This is normally a CA. Using this certifiedmplies
trusting the entity that signed this certificate.
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Validity Period

Each certificate is valid only for a limited amouwfttime. This period is described by a start datd time and
an end date and time, and can be as short as sefmmds or almost as long as a century. The walditiod
chosen depends on anumber of factors, such asrémgth of the private key used to sign the cedif or the
amount one is willing to pay for a certificate. $hs the expected period that entities can relyhenpublic
value, if the associated private key has not beempcomised.

Subject Name

The name of the entity whose public key the cesdife identifies. This name uses the X.500 standardt, is
intended to be unique across the Internet. ThisedDistinguished Name (DN) of the entity, for exden
CN=Test, OU= Security, O=MITS, C=IN

(These refer to the subject's Common Name, Organiied Unit, Organization, and Country.)

Subject Public Key I nformation

This is the public key of the entity being namezhether with an algorithm identifier which spedfierhich
public key crypto system this key belongs to angassociated key parameters.

X.509 certificate is implemented using bouncy eaptickage.

E® Command Prompt

Ve
SerialNumbe 386321368338

e
at Dec @7 19:12:38 IST 2013
at Dec @7 18:12:58 IST 2613
H=

= BSA Public Key
modulus: 81d8758ed4Zce?lbeaeceddcBc7?hbe 7f527h697eBcBfid7ceebdbcaf326c?ad)|
BB14elfedccPeaiZ24c3iB?4d58a%4f abB6faeh?1d15275ccd?13db8decd5af872ebele?7875641bacl
BBe33587d71b7dB8343486b14%hd18dceeeeb146f 2477839545 ed49ci1fBdS8checacd3ibbhaef 864
ebed4e2313fabfch?95494fd74ad4bd4edccbbl
public exponent: a881

Signature Algorxrithm:=: SHAZ256WITHREA
Signature: 6(:14843(['?3'?395]:88198921:624559&6]:[:3282985
Z?bfB41e482e4c5%1ecl?fa3e4?8eBabBaBl5hce3d
64d6799eae7fhh14ﬂ98667(13335'?(:389]:4333896
3f?b42365fchblcecf4ab2d72h2114b5714716a17
ec?ha?d4B3e2bdcefe64423edb2deI?I£994f dea
db37cd346fe?Bd3?6fb4delP4cece?f 1258048000
59812786e4c8hid4
Extensions:

critical{true? BasicConstraints: isCadfalse’?
critical{true? Kevlsage: BxaB
critical{true> 2.5.2%_37 value = Sequence

Objectldentifier(l1.3.6.1.5.5_.7.3.1>

critical{false? 2.5.22.17 value = Seguence
Tagged [11 IMPLICIT
DER Octet Stringli4]

Figure 2.1: X.509 v3 Certificate Generation

2.1 Application of Certificates
Probably the most widely visible application of B®bcertificates today is in web browsers (such axzilh
Firefox and Microsoft Internet Explorer) that suppthe TLS protocol. TLS (Transport Layer Security)a
security protocol that provides privacy and autleaion for your network traffic. These browsers amly use
this protocol with web servers that support TLS.
Other technologies that rely on X.509 certificatedude:

e Various code-signing schemes, such as signed Jaavas, and Microsoft Authenticode.

» Various secure E-Mail standards, such as PEM adVEE.

« E-Commerce protocols, such as SET.

* Banking

» E-Voting

*  Web Applications
3. Digital Signature
In cryptography, a digital certificate is an eleciic document that uses a digital signature to bagkther a
public key with an identity - this information cde a person's name or the name of an organizaionThe
certificate is used to confirm that a public keyologs to a specific individual.

The digital signature is simply a one-way hash gage digest) of the original data that has beenypted
with the signer’s private key and send messagenatbrmessage digest to the receiver. To validagedtita, the
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recipient uses the signer’s public key to decriaet digital signature and obtain the hash. The maigilata is
then run through the same hashing algorithm thatgged the original hash. Information about thehirey
algorithm is actually included with the digital safure. This new hash is compared to the origiaahho verify
that the data has not been changed since it wasdidigital signature solutions produce legalljoeceable
electronic records, closing the gap in going fullgperless by completely eliminating the need tatpri
documents for signing. Digital signatures enabk riéplacement of slow and expensive paper-basew\agip
processes with fast, low-cost, and fully digitaken

To: Bob

From: Alice From: Alice

Message Message
s
Signed /;7
L Message & S-
\‘g» p Am@m A\@mxey W
Alice \ Bob
Signs Message Signing Authenticates
Key Pair that message
is from Alice

Figure 2.2 : Digital Signing (Authentication, Intity, Non-repudiation) (From Morris, 2001, p. 9)

3.1 Hash Functions
Typically, to digitally sign a message or a filather than encrypt the message using a public &egnse, the
message is hashed using a cryptographic hash danaind the hash is encrypted ( Figure3.1 and 32).
cryptographic hash function maps an arbitrary-lengessage to a fixed number of bits. Hash functienge
the following properties:
» They are collision-free: it is computationally ia#ble to find two different messages that have the
same hash.
e They are one-way: given a message hash, it is ctatipuoially infeasible to find any message with the
same hash value.

Input P — (S|
El Imput youwur file path
I

N I L o Il Cancel |

Figure 3.1: select the path of the file

0K

Figure 3.2: hash value of file

For computing hash value MD5 and SHA 256,512bds lze used.
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3.2 CoSign Digital Signature

Whether it is adding digital signatures/digital Iseaith the click of a mouse or having the abilitysign any
document and turn it into a PDF, CoSign providesrsisvith a comprehensive and easy-to-use digidgiirsi
solution. CoSign's design ensures that anyone eaifyvthe signature and content integrity of a sign
document anywhere at any time with a simple cligkd it allows multiple signatures to be placed on a
document (one after another) while maintainingdbeuments integrity [4].

CoSign® digital signatures enable the replacemdnslow, expensive, and non-productive papase:
approval, collaboration, and delivery processeh feist, low-cost, and efficient electronic operatio

CoSign works seamlessly with all common documenhéds such as Microsoft® Word, Excel®utlook®
InfoPath®, Adobe® PDF, AutoCAD®, Bentley® MicroStat, TIFF, and other document typeSoSign i
standards-based (based on Public Key Infrastruetkl), avoiding vendor locka and allowing the docume
to be verified by anyone, anywhere, anytime withtbetneed for proprietary verification softwarettird part)
support.

CoSign is offered in two versions -08ign Desktop is meant for individual users, witleSign Central
designed for a multiple-user organization. CoSigmt€al is based on easy-ise software that communice
with a centralized and secure digital signatureveserlt is quick-to-deployand ideal for mid to large siz
organizations, offering seamless integration witintent management and workflow systems. For sn
organizations (up to 10 signers), CoSign Desksopffered as a standalone solution that does egpiire an
hardware component.

3.2.1 CoSign Features (Desktop and Central) [4]

» Digitally sign with a simple click of a mouse- Equipped with an intuitive user interface, a sir
right click is all that is required to sign and Iséhe document.

» Digitally sign any document type- CoSign works with all standard file formats: Mieoft® Word
Excel®, Outlook®, InfoPath®, Adobe® PDF, AutoCAD®gentley® MicroStation, TIFF, andthel
document types.

e Turn any document into a digitally signed and sealkk PDF - CoSign's integrated virtual signi
feature converts any electronic document into aexigPDF. CoSign can conveity document form
into a signed PDF document.

» Ensure external acceptance CoSign embeds the digital signature directly ithte document itse
enabling it to serve as a form of self containgéaord. After signature capture, anyone can vehié
signature and content integrity anywhere at ang tiwith a simple click.

» Add your graphical signature and signing rationale- The signer's graphical signature is place
the document as well as the reason for signing, (eagpprove, | agree, etc.).

» Approve along with your colleagues CoSign allows multiple signatures to be placed aloeumer
(one after another) while erréng document integrity. This is useful in scenaribat require a series
approvers and an audit trail.

« Approve only designated areas of the documentDigital signatures can be applied to a specifi@
of the document. This is particularly effective fpreadsheets.

3.2.2 Enterprise-ready features (CoSign Central only)

»  Workflow Integration -CoSign integrates perfectly with leading workflowdaContent Manageme
Systems such as Microsoft SharePoin&®abling automated formal approval processes fratimn
your organization's existing workflow systems.

» Simple Central Control- CoSign leverages existing user managdnsystems, such as Micros
Active Directory®, for control over signer authations (new employees are added and empl
leaving the organization are removed from the aigkd signer list with a simple click). CoS
ensures quick deployment and mial ongoing IT management requirements, tranglafimc
enhanced security and a very low total cost of aslmip.

» Easy to integrate with existing infrastructure- CoSign is designed as a pligfor DM/ECM/BPM
systems or whatever existing infrastructusan place. CoSign comes with SAPI®, a robust ARl
enables intuitive web service interfacing.

e Scalahility- CoSign is scalable from a few signers to severdliomiusers and will work in you
existing authentication environment.

*  Quick deployment- CoSign is typically deployed in a matter of hours
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 Minimal IT ongoing management - Once in place, CoSign typically requires less th@nhours c
annual IT management.

*  Web-based forms- CoSign enables compliant digital signatures ie=iernal-facing portal.

e Batch signing- With high throughput, CoSign can sign millions adcdments, making it an ide
solution for bulk signing needs such as elnvoi@ngd eArchiving.

4 TESLA
The TESLA is a Broadcast Authentication Protocdl |® viable broadcast authentication protocol hias t
following requirements:

v" Low computation overhead for generation and vexifon of authentication information.

v" Low communication overhead.

v' Limited buffering required for the sender and tleeeiver, hence timely authentication for each

individual packet.

v" Robustness to packet loss.

v' Scales to a large number of receivers.
Data authentication is an important component fanynapplications, for example audio and video heér
broadcasts, or data distribution by satelliteisTdocument specifies TESLA, a secure source atitation
mechanism for multicast or broadcast data stre@ims.main idea of TESLA is that the sender attatbe=ach
packet a MAC computed with a key k known only teeif. The receiver buffers the received packet avith
being able to authenticate it. A short while latex sender discloses k and the receiver is aldeatteenticate the
packet. Consequently, a single MAC per packet sedfito provide broadcast authentication, providhed the
receiver has synchronized its clock with the semthead of timg1].
TESLA certificates rely upon a trade-offs betweemputation and authentication delay in order tdeeha
certificate infrastructure that reduces computaioromplexity associated with certificate verificat when
compared with traditional public key infrastructurertificates. Further, we introduce a modificatimnthe
TESLA protocol that provides partial authenticatmfmmulticast data, which allows for partial auttieation in
our TESLA certificate framework. As an applicatiowe apply TESLA certificates to the problem of
maintaining authentication during handoff in a gémenobile network.
Background and Assumptions
TESLA requires that the receivers are loosely tayrechronized with the sender. TESLA also needdfarient
mechanism to authenticate keys at the receiver.LAER][3] is a broadcast authentication techniqumatt
achieves asymmetric properties, in spite of usingely symmetric cryptographic functions (MAC furois).
Due to the use of MACs, TESLA enables low poweredes to perform source authentication. TESLA isHas
upon the principle of delayed key disclosure, whiels found application in several works on autlwation for
network communication [6][7]. TESLA divides timetinintervals of equal duration. Time slot n is gasid a
corresponding key tKn. For each packet generatethgitime interval n, the sender appends a MAC that
created using the secret key tKn. Each receivefetsuthe packets, without being able to authergichem,
until the sender discloses the key tKnby broadegsthe corresponding keyseedsn. Once snis déetlos
anyone with sncan calculate tKnand can pretene tind sender by forging MACs. Therefore, the usiKofor
creating MACs is limited to time interval n, andute time intervals use future keys. Further, shidisclosed
until d time slots later, where d is governed byeatimate of the maximum network delay for all pgents [2].

CA
LI
T a—

T ST
B _&* = p|g| D

(1) (4)

n n+1 . m+d - Tirme:

(2) and (3)

Figure 4.1:The steps involved in using TESLA cardifes.
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Conclusion

After studying all of the certificates we can sdmatt digital certificates aremore important thae thither
mechanisms. Tesla can be used for MANET becaugehthee limited energy as it is used for a time qerBut
digital signatures are suitable for E-commerce.tdday everything is going to be online, it is difflt to
recognize the sender and receiver but becausgitdidiertificates it is possible to make transatsiin a secure
way.
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