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ABSTARCT:

Information Security has become an important issuén data communication. Encryption has come up as aohution,
and plays an important role in information security system. This security mechanism uses some algorith to jumble
data into unreadable text which can be only being&toded or decrypted by party those possesses the@sated key.
In this article we present a survey of secure ad lcorouting protocols for wireless networks. These gbrithms
consume a significant amount of computing resourcesuch as CPU time, memory and battery power and
computation time. We briefly present the performance of different selective encryption algorithm; Fll encryption
algorithm, Toss-a-coin selective encryption algorftm and Probabilistic selective encryption algorithm The
comparison between the proposed solutions and paraaters of ad hoc network shows the performance acating to
parameter used in simulation. our simulation indicades that the technique of selective algorithms caindeed improve
the efficiency of message encryption.

Keywords — WirelessSecurity; Data Confidentiality; Selective Cryptographic Algorithm; Symmetric Key Encryption;
Wireless Ad hoc Networks.

1. INTRODUCTION

Wireless networks [1] consist of a number of nogtlaich communicate with each other over a wireldsmaoel
which have various types of networks: sensor nééwatl hoc mobile networks, cellular networks aniglfite
networks. Wireless sensor networks consist of snmaltles with sensing, computation and wireless
communications capabilities. Many routing protodoése been specifically designed for WSNs wheregne
awareness is the key issue. Routing protocols ilN8/R] differ depending on the application and ratw
architecture. Ad-hoc networks are a new paradigmvioless communication for mobile hosts where node
mobility causes frequent changes in topology. loen¢ years, the explosive growth of mobile commutin
devices, which mainly include laptops, personalitdigassistants (PDAs) and handheld digital devides
impelled a revolutionary change in the computingrldiocomputing will not merely rely on the capatyili
provided by the personal computers, and the corafepbiquitous computing emerges and becomes otieeof
research hotspots in the computer science so@gtin[the ubiquitous computing environment, indival users
utilize, at the same time, several electronic plati through which they can access all the requiridmation
whenever and wherever they may be [4]. The natiiteeoubiquitous computing has made it necessaagtpt
wireless network as the interconnection methods ihot possible for the ubiquitous devices to géedv
network link whenever and wherever they need toneohwith other ubiquitous devices. A Mobile Ad hoc
NETwork (MANET) is a system of wireless mobile ned#éhat dynamically self-organize in arbitrary and
temporary network topologies In the mobile anchad network, nodes can directly communicate wittthed
other nodes within their radio ranges; whereas sottat not in the direct communication range use
intermediate node(s) to communicate with each otherthese two situations, all the nodes that have
participated in the communication automaticallynfiom wireless network, therefore this kind of wissle
network can be viewed as mobile ad hoc network.dchboc network has the following typical featuiels

e Unreliability of wireless links between nodes. Besa of the limited energy supply for the wireless

nodes and the mobility of the nodes, the wireladsIbetween mobile nodes in the ad hoc network are
not consistent for the communication participants.
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e Constantly changing topology. Due to the continuowdion of nodes, the topology of the mobile ad
hoc network changes constantly: the nodes canremusly move into and out of the radio range of
the other nodes in the ad hoc network, and theinguhformation will be changing all the time
because of the movement of the nodes.

» Lack of incorporation of security features in stalfy configured wireless routing protocol not mean
for ad hoc environments. Because the topology efati hoc networks is changing constantly, it is
necessary for each pair of adjacent nodes to incatg in the routing issue so as to prevent some ki
of potential attacks that try to make use of vudidities in the statically configured routing poobl.

Because of the features listed above, the mobilboadnetworks are more prone to suffer from theiaimals
behaviors than the traditional wired networks. Efi@re, we need to pay more attention to the sacissues in
the mobile ad hoc networks. For a wireless and laaietwork, since wireless devices are usually pgupd
with batteries as their power supply, they havetéchcomputational capability and the issue of gpesaving is
one of the most important concerns. As a resultefficient selective encryption algorithm is a prutel
solution to save considerable power for wirelesgads, and at the same time, to provide sufficprotection
for data communication.

==

-

Figurel: Ad-hoc Network.

The rest of the paper is organized as follows. Aegal description of selective encryption algorithinat
explain the architecture of SEA MANET is depicted dection 2. We explain the full selective encrypti
algorithm and Toss-a-coin selective encryption atfgm in section 3. The simulation environment éscribed
in section 4. , we draw the conclusion for the pael point out some potential works in the future.

2.RELATED WORK

To give more prospective about the performancénefcompared algorithms, this section discussesethdts
obtained from other resourceld. was concluded in [8] that AES is faster and more efficient than other
encryption algorithms. When the transmission ofadé considered there is insignicant difference in
performance of different symmetric key schemes {nabshe resources are consumed for data transmissi
rather than computation}A study in [9] is conducted for different popular secret key athons such as DES,
3DES, AES, and Blowsh. They were implemented, &mil fperformance was compared by encrypting input
less of varying contents and sizes. The resultsveidhat Blowsh had a very good performance concptore
other algorithms. Also it showed that AES had adrgberformance than 3DES and DES. It also shoas th
3DES has almost 1/3 throughput of DES, or in otlwerds it needs 3 times than DES to process the same
amount of dataA study in [7] is conducted for different popular secret key athars such as RC4, AES, and
XOR. They were implemented, and their performanaes vwompared by encrypting for real time video
streaming of varying contents. The results shovadryption delay overhead using AES is less than th
overhead using RC4 and XOR algorithm. Therefore SAE a feasible solution to secure real time video
transmissionslt was shown in [6] that energy consumption of different common syminddey encryptions on
hand-held devices. It is found that after only @@ryptions of a 5 MB using Triple-DES the remagnbattery
power is 45% and subsequent encryptions are nailgesas the battery dies rapidly. Using H.264dmpress
and encrypt, videos can solve the speed and sgqublems in mobile application. Protecting theleo
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information by encrypting selective data.[10] Th8EH Encryption algorithm, is a direct mapping aidon
using matrix and arrays. Consequently, it is verst fand suitable for high speed encryption apjdinat The
matrix based substitution resulting in poly alphabeipher text generation followed by multiple rabiarrays
based transposing and XOR logic based translatiives strength to this encryption algorithm.[11]. Weh
several studies of selective encryption for vidad anage compression have been performed and dotethe
[12, 13, 14], very few results on selective endoyptof coded speech have been presented. SerwettDa
Martin [15] investigated partial encryption of G&¥at 8 kbps with respect to what bits should beyged to
provide security with respect to several factorgsluding intelligibility, gender identification, @in-text
identification, and speech/non-speech discrimimatithey demonstrate that partial encryption of al&% of
the bit stream provides protection equivalent tbdacryption, and that encryption of as little2396 of the bit
stream precludes intelligibility. An important typé scalable speech coding, called SNR scalabdiysists of
a minimum rate bit stream that provides acceptabtied speech quality, along with one or more erdraeat
bit streams, which when combined with a lower i@ded bit stream, provide improved speech qudlityR
scalable speech coding addresses both the bandeiffitiency and the resource conservation probléms
allowing the nodes to prune the enhancement layken wireless channels become congested, or icathe of
MANETS, in order to conserve mobile node batterwe by avoiding excessive transmissions of enhaece
layer bit streams [16].

3.THE SELECTIVE ENCRYPTION ALGORITHM (SEA)

AES-Rijndael with 128/192/256 bit keys and 16 hy#ta treats data in 4 groups of 4 bytes, operatmgntire
block in every round. At that time, AES are consédenot suitable for visual data such as digitalgmbecause
of long computation process. Recent advances im@e capability and improvement in software hacetb
achieve the optimal execution rate when we canftfiedsize of input state by implementing our SEgoathm
system. The result shows that the size of inpié stmong 20 x 20 to 30 x 30 can get the least ¢oectime.

In this paper, we proposed a novel encryption délgor called SEA which is selective and improves &S
algorithm. The Architecture of SEA is shown in Figu. The Architecture allows one to perform caleai of
our algorithm is a optional manner implemented lye&tor component given in Figure 1. The digitausl
data have some different types, like video, autfitage, text file, and so on. As we known, many kind
platforms from many kinds of devices are over thigeiwireless network. Protection against unwanted
eavesdropping is essential for the viability of eléiss multimedia services. Furthermore, in manyelegs
applications, network resources, such as bandwiaitil, node resources, such as battery power, must be
conserved. Since full encryption of transmittedadstreams can place a heavy signal processing unde
originating and receiving nodes, one is led to @mmrsthe concept of partial encryption of the dgtaams.

In partial encryption only a percentage of the sraitted data stream is processed by an encryplgmmitam,

with the remainder of the data stream being setitérclear. The questions to be addressed in partiayption
are:

(i) What data must be encrypted to provide the edddvel of security? (ii) Can a cryptanalytic akan the
data sent in the clear be mounted that will allomapértant information about the transmitted databéo
discerned by an eavesdropper?

(i) What is the percentage of the data stream mmast be protected? Clearly, the data chosen fordtected
must be the “most important” bits in terms of restoaction of the content from the overall dataatneand this
idea has lead partial encryption to sometimes lmotdel as selective encryption, which is the terhoigy that
we adopt in this paper.
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Figure2: Architecture of SEA

4. THE ISSUES OF SELECTIVE ENCRYPTION AGLORITHMS

As we stated above, selective encryption are widebepted in energy-aware contexts, due to thehatthey
can reduce the overhead spent on data encryptogftteon, and improve the efficiency of the netwalrk this
section, we present the principle of selective gmoon and then study one of the most important
methodologies.

Selective encryption can be measured in a numbelifigrent ways and optimized for a number of diffet
objectives. Key factors and metrics in selectivergption include:
4.1 Security Criterion

selective encryption is proposed both in applicetioshere it is sufficient to damage an attackédegraded” —
and in applications where it is hoped that an k#acan gain no useful information at all about ¢betent — a
level we will call “secret.” Obviously, it is notapticularly damning to show that a system only rided to
degrade content fails to make it secret. It is,theavever, that “degraded” is vague as a metric\adl vary by

particular attacker and be affected by the coshefalternative purchase. A further complicatiothist in some
applications the intention is to both degrade tbatent to make it desirable to purchase yet leaaugh

fidelity that the degraded content can serve aadarrtisement for the purchased content.

4.2 Security Validation

In some cases researchers validate security @&gaigir choice of criterion) by feeding a seleetlyvencrypted

stream to a standard decoder implementation aneigbg resulting reconstructions. In others, reslears use
a cryptanalytic approach, playing the role of ativacattacker able to work with a modified decodad other
available information to defeat the selective eption.

4.3Complexity
One common goal of selective encryption is a redndn the fraction of material that needs to bergpted.

This reduction needs to be measured and be offsehst increases in complexity in, say, additignatsing
operations necessary to implement selective eriorypt

4.4Algorithmic Constraints
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Some selective encryption systems limit themsetoegorking with fixed compression algorithms (e.g.,
standard MPEG), while others allow some variatiothe compression algorithm to enhance selective
encryption.

5. FULL ENCRYPTION ALGORITHM

In order to protect the confidentiality of commuatied messages, selective encryption algorithm takes
advantage of major categories of cryptographic nghes, symmetric and asymmetric key algorithms, to
guarantee the security of exchanged informatiornvektbeless, due to the constrained computationakpof
wireless devices, it is not realistic to encrygdtiaformation always using the public key algorithr(PKI).
Hence, all official data communication between teales will be encrypted through symmetric key, anthe
meantime, these symmetric keys will be distributgdoublic key encryption algorithm. In a networkhen a
node wants to communicate with another node, aesday (symmetric key) will be generated for their
communication [16]. Let us denote the initiatingdaocasS and receiving node &R. If an initiating nodeS
moves into the neighborhood of noBe it will inform the nodeR of its public key for the authentication
between them. The receiving nofethen assigns a secret key to the initiating n8der the purpose of
encryption/decryption. In order to distribute thexiet key securelyR will encrypt this secret key using the
public key of nodeS before sending it. FurthermorB, generates different secret keys for differentiatiitg
nodes. Thus, each sender has a unique secret keprfamunicating with the receiver and all inforroatiis
encrypted using the corresponding secret key.

Request:{req | ID8, PES....}

Reply{mp [FKS[SKS]..}

Figure 3:The schematic diagram of key distribution

The above figure illustrates the procedure of delceg distribution between a pair of nodes. The sage’s
sender composes a communicating request meseageéhich contains not only its identifiéDS, but also its
public key PKS , for the purpose of their later mutual authenttzat Once the receiver gets such a
communication request, a secret key (symmetric 8&@will be generated by the receiver and encryptedgusi
the public keyPKS of the requester, which is included in the commating request message. Later, the
receiver composes a communicating re@y message and replies it to the communicating semderder to
indicate that their communication has been sucabgsstablished. After the sender obtains the oasp from
the receiver, it will use its corresponding priviéy PRSto decrypt the secret keKSissued from the receiver.

6. A TOSS-A-COIN SELECTIVE ENCRYPTION ALGORITHM

First of all, in order to provide sufficient sedyrto data encryption, in the first proposed apphpave choose a
relatively high proportion as encryption ratio. &nthe toss-a-coin algorithm is a basic approaithe |
uncertainty is involved. For all transmitted messagve divide them to two groups: the odd numbessaiges
and the even number messages. For instance, meddag®13, M5, ... M(2n-1) represent the odd number
messages; messagds2, M4, M6, ... M(2n) represent the even number messages. When therseselds to
decide which group should be encrypted, it makesaisa toss-a-coin method to determine whetheretiemn
number messages or odd number messages are edcAptan example, we consider the following scenani
which the even number messages are encrypted. thétanethod of toss-a-coin is applied, the sendees the
decision that only the even number messag@s M4, ... M(2n) are encrypted. Thus, half of the whole
messages are chosen to be encrypted and this ahpsbaws a basic selective encryption algorithih vait
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semi-determined encryption pattern. As we descrliefdre, the more data are encrypted, the moreediea
communication is, but the more overhead is speencH, the value of encryption ratio here is tentdfi
determined to be 0.5, which means that 50 peradritee communicated data will be encrypted.

7. PROBABILISTIC SELECTIVE ENCRYPTION ALGORITHM

In this section, we will present the design of algabilistic selective encryption algorithm step digp, which
not only reflects the idea of probabilistic encigpt but also uses both of symmetric key and asytmicnieey.
Specifically, our algorithm aims to involve sufficit uncertainty into the encryption process, whileviding
satisfactory security protection to communicatimgles. In the ad hoc network we discuss, the lirdtsvben
wireless nodes are always bidirectional and evérgless node has enough computational power tstitiiese
operations. Here, we propose a probabilisticallgcdve encryption algorithm, which uses the adages of
the probabilistic methodology, aiming to obtainfmigént uncertainty. During the process of sendimgssages,
the sender will randomly generate a value to irtdiche encryption percentage, which represents imewy
messages will be encrypted among the transmittesbages. Then, the sender uses a probabilisticidantct
choose the already deterministic amount of messagescrypt them. We can see that more uncertainty
included to the probabilistic encryption algorithiim, comparison to the toss-a-coin approach, sifee t
encryption ratio is randomly decided and the entioyppattern is not pre-determined. Moreover, tinsposed
selective algorithm is comprised of the followitgee phases:
1) The sender of communicating partewill first apply a random generat®NG to randomly obtain an
encryption ratioer, which determines the percentages of encryptecsages among all messages.
Here, in order to ensure that enough data aretalide encrypted so as to provide sufficient segurit
protection, the generated encryption ratio showddhlgher than a pre-determined value of security
requirementSR (SR means that data communication is secure if thezeSR& or more percents of
messages are encrypted).

S RNG er [{er >=SR} (1)

2) Then the sende® will employ a probabilistic functiofPF to generate an encryption probabilgiyto
determine if one messadi will be encrypted or not.

S PF(mi) P )

3) Eventually, the sender selects the messages tymruased on the above pre-determined encryption
ratio er. For example, onc8 finds out that the encryption probabilipy is less than or equal to the
encryption raticer, it will encrypt the messagdi using its secret kegK; otherwise, this message will

not be encrypted accordingly
S » SK[Mi] Pier

3)

S 5 M Pi<=er

~

Thus, the probabilistic selective encryption alton integrates both the probabilistic method arthsdstic
strategy, in order to increase the uncertainthagrocess of message selection. As we discusdée theory
of selective encryption, the more uncertain thegton algorithm is, the secure data communicaisoiased
on the assumption that sufficient data is encrypdgarovide reliable security.
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Performance analysis of the selective encryptidese is divided into four parts, described asfod:

e Encryption Time Percentage: The percentages of the total time spent on eniotyind decryption of
selected messages to the total time encryptedesbages.

e Encryption Time: The overall time is spent on message encryptidndacryption.
e Overall Time: The overall time is spent on the encryption fénassage and communication.

e Encryption Proportion: The ratio of encrypted messages to the messagearthnot encrypted.

8. SIMULATION RESULTS

The first approach will encrypt all messages withay selective encryption, and the second appréatie
toss-a-coin approach. For the purpose of simptifica we use “full” to represent the first approatfoss-a-
coin” to represent the second approach. First bfveé compare the performance and efficiency ofé¢he
approaches. Figures 8 illustrate the comparisoencfyption percentages and time based on two agipesa
We can learn that toss-a-coin have an obvious l@meryption time percentage than full encryptiohjol is
caused due to the fact that selective encryptikest@ffect and the overhead is greatly saved. dorEi6, the
time spent on encryption/decryption is comparedhow that full encryption takes a longer time thass-a-
coin. This means that data transmission can bedspegp by virtue of toss-a-coin. Hence, selectivergption
is more efficient than full encryption and it isl@atio better utilize the computational resourceaofvireless
device.

In Figure 6, the comparison focuses on their igfficy and the factor of saving time is taken intoaunt. Toss-
a-coin has a higher saving time when comparedlk@fgryption, indicating that it is more efficieahd spends
less time on encryption/decryption. Therefore, tigto the comparison of their efficiency, we learattthe
selective encryption does help reducing the enwgpiverhead and improving the efficiency of encigp.

@ | B rootwiocanost —Deskop | - [seince 3 sgrapn. = []

Figure4:Time réquired for Full encryption

g Loy A e ﬁn
[

W wem o dsme  sew
wetive_sncryption tel 1., | £ xgrapn (]

FigureS:Time required for toss-a-coin
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9. CONCLUSION AND FUTURE WORKS

Theoretical analysis shows that the probabilistiedive encryption algorithris one of the most promising
solutions to reduce the cost of data protectiowiieless and mobile networks. The probabilistihtéques the
security for data communications between the messagender and receiver. The factor of encryption
probability involves the uncertainty to data endigp. The first approach will encrypt all messagéthout any
selective encryption, and the second approacteisotss-a-coin approach. For the purpose of sirptifin, we
use “full” to represent the first approach, “tossean” to represent the second approach, and “doitibac” to
represent probabilistic approach. First of all, @enpare the performance and efficiency of thesecaghes.
The comparison of encryption percentages and kiased on three approaches. We can learn thatdsstia-
coin and probabilistic have an obvious lower entioyptime percentage than full encryption, whictc@ised
due to the fact that selective encryption takesotfand the overhead is greatly saved. The timetspe
encryption/decryption is compared to show that fdicryption takes a longer time than toss-a-coid an
probabilistic encryption. This means that data gmission can be speeded up by virtue of toss-a-andh
probabilistic encryption. Hence, selective encryptis more efficient than full encryption and itaisle to better
utilize the computational resource of a wirelessicge We compare the overhead spent on toss-aamin
probabilistic encryption respectively, based onirthencryption efficiency and effects. The probatiit
encryption has a little lower encryption proportiban toss-a-coin encryption but it is more flezibthan toss-a-
coin encryption. Because probabilistic encryptiomesl not fix the encryption probability, the encigpt
proportion fluctuates in a relatively larger rangéws, probabilistic encryption owns more uncetiaithan
toss-a-coin encryption, which matches with our exat#on. Our comparison focuses on their efficieany the
factor of saving time is taken into account. Proltle encryption has a higher saving time whempared to
toss-a-coin encryption, indicating that it is magHicient and spends less time on encryption/de@yp
Therefore, through the comparison of their efficignwe learn that the selective encryption doep hedlucing
the encryption overhead and improving the efficieatencryption.

Although an important and rich variety of selectesmcryption algorithms have been proposed in tiegaliure,
we believe that many research areas remain opsifield.

(i) Our future work, we will study the distributioof different packets sizes.
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(ii) The algorithm should handle various kinds afallike images, videos, PDF etc we believe it bdlfruitful
to extend this type of analysis to othepathms in the hope of motivating widespread aggtian of
selective encryption.
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