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Abstract- Today more and more population is becoming online. Everyone is trying to use cloud-storage or
storage-cloud for storing their data. Storing data in cloud is risky, as one’s data may get stolen or abused by
untrusted third parties. An user need to knew about cloud computing and storage-cloud with its benefits as well
as risks, which will promote better utilization of cloud. Cloud Service Provider(CSP) also need to look into the
several issues that are unavoidable in cloud computing, to implement a better cloud environment.

This paper discusses various principles and paradigms of cloud computing, particularly storage-cloud. The paper
explains the concept of cloud computing, its various delivery and deployment models, and generic architectures
of cloud computing. Cloud computing is basically an advanced distributed computing system. There are several
transparencies issues related with it, which are discussed in brief with their importance in cloud computing.
failure to maintain any of the transparencies can cause a reasonable damage to cloud’s effectiveness and
implementation. Being business model of technology, cloud also need to keep track of calculation of payment
based on PAYG. Users’s data on cloud needed to be kept private and secure, so that no illegitimate user can have
easy access to it. Cloud itself need to be aware of different attacks, and required to safeguard against those. A
cloud infrastructure include many things like building, cooling system, legal sanctions, etc, which are non-
technical parts of the system. We explained all these things keeping storage-cloud at center.

Index Terms-Cloud Computing,;Cloud Security; Storage-cloud; cloud storage; cloud transparencies

infrastructure [8], [9]. Cloud Computing can be
1. INTRODUCTION explained with the concept of using Electricity. When
Introduction to cloud computing is necessary to plugging an electric appliance into an outlet, One care
understand the concept of cloud computing. Cloud neither how electric power is generated, nor how it
computing is the reduction of hardware and software gets to that outlet. This is possible because electricity
ownership and maintenance to allow companies to is virtualized, i.e. it is readily available from a wall
focus on their core business strengths [1]. socket that hides power generation stations and a huge

Cloud computing heavily depends upon networking. ~ distribution grid. . _ _
In its simplistic form: It is a client server application, ~ YVhen extended to information technologies, the above

where one(Server) provides the services and concept means delivering useful functions while
other(client) uses it. In cloud computing, server offers ~ Niding how their internals work. Cloud Computing
‘Something as a Service’ to client(s) on per usage itself to be considered fully virtualized [10], must
basis [2]. So, we can say that, primarily Cloud allow computers to be built from distributed
computing is commercialized  client  server components such as processing, storage, data, and
architecture, where the company with more resources software resources. o

act as service provider or server; and companies and ~ Cloud Computing in its simplest meaning is an

individuals with no or less resources uses these offered ~ advanced client-Server mechanism with = Service
services on per usage basis [3]. Oriented  Architecture(SOA) [11], where server

provides services to client and client(cloud-user or
CU) pay the charges for used services to server(Cloud-
service-provider or CSP) [5]. Five main principles of
Cloud Computing is the current advancement in the  cloud computing are given in table I.

field of Distributed Computing. It involves high-

performance network, Internet, Grid/cluster to forma PAYG’s types are:

2. CONCEPT

backbone architecture of the server [4], [5] through 1. Fixed Billing: irrespective of usage a client
which cloud offers its services [6]-[8]. Cloud need to pay fixed amount per month or after
computing provides the capability to use computing specific period.

and storage resources on a metered basis and reduces
the investments in an organizations computing
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2. Per second/Minute billing: charges are
calculated based upon the session time from
login to logout, irrespective of service usage.

3. Per Usage Billing: Charges are calculated
only when user uses some service of cloud.
Simply login and then logout from cloud
without using any service won’t account for
any charges. This PAYG model is usually
associated with some minimal fixed charges,
generally called as service continuation
charges.

Table |: Five main principles of cloud computing

Principle Explanation
Pooled Resources like Infrastructures,
Resources Platforms, and Services are gathered

and made available to any
subscribing users.

Virtualization |High utilization of hardware assets
or resources as none of them remain
ideal because many subscribing
users can use them at any given

point in time.

Due to Distributed Nature and SOA
of Cloud computing; Cloud
Computing enables user as well as
service providers to add/remove any
user/resource to/from the cloud
dynamically without affecting its
working.

Elasticity

Automation Build, deploy, configure, provision,
and move, all resources without

manual intervention.

Metered
Billing

Per-usage business model; pay only
for what one uses; also called as Pay

As You Go(PAYG).

3. MODELS

NIST defines cloud computing [6] as: “A Cloud is a
type of parallel and distributed system consisting of a
collection of interconnected and virtualized computers
that are dynamically provisioned and presented as one
or more unified computing resources based on service-
level agreements established through negotiation
between the service provider and customers and can
be ubiquitously accessed from any connected
devices over the internet.”

Based on this definition, NIST classifies cloud

computing in three types of delivery model and four
types of deployment models.
A. Delivery Models

Software as a Service(SaaS): The cloud user uses an
application, but does not control the operating system,
hardware or network infrastructure on which it’s
running. Very basic model, Generally known as
Service Oriented Architecture(SOA) or SaaS. [11],

[12]
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Figure 1: Logical depiction of cloud computing

Platform as a Service (PaaS): The cloud users uses a
hosting environment for their applications. They
controls the applications that run in the environment
and may have some control over the hosting
environment, but does not control the operating
system, hardware or network infrastructure on which
they are running. The platform is typically an
application framework whereupon cloud user
can do some operations locally. [13], [14]

Infrastructure as a Service (laaS): This is the most
versatile form of cloud computing and it is really
difficult to manage it. Here cloud users uses
“fundamental computing resources” such as
processing power, storage, networking components or
middleware. They can control the operating system,
storage, deployed applications and few networking
components such as firewalls and load balancers
etc. But this creates many problems of security, and so
usually the core cloud-infrastructure and mechanisms
are kept out of total control of the cloud-users. [5],
[15] The logical view of cloud computing with these
three basic delivery models is as shown in figurel
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B. Deployment Models

Public Cloud: Public cloud services are generally
available to cloud-users from a third party service
provider via the Internet. They may be free or fairly
inexpensive to use. A public cloud does not mean that
a users data is publicly visible. It typically provide an
access control mechanism for their users. Public
clouds provide an elastic, cost effective means to
deploy solutions[3],[6].

Private Cloud: Private cloud-based service, data and
processes are managed within the organization without
the restrictions of network bandwidth, security
exposures and legal requirements that using public
cloud services might entail. it also provide more
control to cloud-users as well as provider as access is
designated and always within the restricted network of
the particular organization, which is deploying

it[31,[6].

Community Cloud: A group of organizations or
persons that have shared interests, such as specific
security requirements or a common mission generally
sets for community cloud. It is just like private cloud
except the network used may not be owned by the
community[3],[6].

Hybrid Cloud: A combination of private and public
cloud; where core and sensitive part of cloud is private
while rest is public. Generally used by organizations
to outsource their non-business-critical information as
public cloud, while business-critical information as
private cloud[3],[6].

4. GENERIC ARCHITECTURES

Any of the above cloud computing models may have
either of the following generic architectures for cloud.

A. Microkernel Architecture: In this architecture,
kernel is implemented using only the minimal set of
basic operations or services, to provide scope for
designing complex system services on top of it. This
adds great flexibility in usage of the system and makes
modification and enhancement easy [3]. Again due to
basic nature of microkernel, with little modification, it
can, in parallel, port more than one operating systems
unlike monolithic kernel. This is generally called
as“bare metal hypervisor” in cloud computing. This
enables CSP to use same hardware in more than one

way, i.e. now CSP can provide entirely different
operating systems from the same hardware. Adding
new resources or services become relatively easy due
to micro kernel. A generic architecture of cloud
computing based on microkernel model is shown in
figure2.

Figure 2: Generic architecture of cloud
computingbased on microkernel model

B. Virtualization Architecture: For commercial
success of cloud computing it is necessary that CSP’s
infrastructure must emulate or simulate popular
hardware(like intel processor architectures) as well as
software(like Unix, Windows operating system). This
emulation will help in writing new software for
different operating systems or entirely for different
hardware. This enables CSP to run all existing
software on cloud and offer them as a service
to end user[3].
Virtualization allow simultaneous execution of many
different heterogeneous systems on cloud. Thus
virtualization help in emulating the existing operating
systems or required hardware as per the user’s need.
Virtutalization plays a very important role in cloud
computing. Such emulations or simulations are
generally termed as virtual machines and are
considered as backbone of cloud computing [16], [17].
In  Hardware virtualization or  platform
virtualization, a complete virtual machine is created;
that acts like a real computer with an operating
system. Software executed on these virtual machines
is separated from the underlying hardware resources.
For example, a computer that is running Microsoft
Windows may host a virtual machine that looks like a
computer with the Linux or other operating system;
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and thus respected operating system based software
can be run on the virtual machine. A generic view of
Cloud computing using virtualization concept is
depicted in figure3.

N
E’!\‘ Ever increasing Cloud Userbase

Internet Cloud

I

Cloud Computing Service Initiator , Monitor, and IAM

Cloud services as guest operating system(either hardware or software emulation
or both)

Vendor and Host operating system independent Cloud Computing Framework
(Middleware[Hypervisor] acting as interface between host and guest, a virtual
Lm emel installed on CSPs cloud Infrastructure systems

Underlying CSPs Cloud Infrastructure(All nodes and resources are interconnected
with high performance network, and all nodes are having preloaded host operating
systems )

Figure 3: A generic view of Cloud computing
usingvirtualization concept

5. ISSUES

Some of the main issues of cloud computing
Infrastructure are a) Transparency, b) Flexibility, ¢)
Reliability, d) Scalability, e) Heterogeneity, f)
Security, @) Virtualization, and h) Performance.
Addressing these issues correctly create a stable and
reliable Cloud Computing environment. Cloud
computing entirely depends upon Internet and
Networking, and so any error in addressing
networking issues simply kills cloud computing [3].
As prescribed by 1SO(International standard
Organization), there are total eight transparencies
required to be maintain by any advanced distributed
systems like cloud computing. These eight
transparencies[2],[3] are:
Access transparency: A cloud computing client
environment must provide access policies similar to
local access. User in any case must not need to know
whether resource or service in use is remote or local.
Location transparency: Location transparency
allows end user to access the services and resources
provided by cloud provider from anywhere in the
world and that from any machine with enough
processing power and Internet connectivity. It
implements two sub transparencies: a) Name
Transparency: It means the name of resource or

service must not reveal anything about its physical
location; and b) Mobility Transparency: This implies
the unique username given to each CU for accessing
the services or resources offered by CSP from
anywhere.
Replication  Transparency: Data redundancy
(replication of data), service redundancy (replication
of servers), and resources redundancy (hardware
replication to handle problems due to hardware
failure) must be kept hidden from end user of cloud.
Failure Transparency: Even in case of partial failure
at CSP, a cloud must have to provide performance to
Cus.
Migration Transparency: The process and data
migration done by cloud for delivery of the intended
services must be automatic and hidden from the CUs.
Concurrency Transparency: A cloud server usually
serves thousands of users at any given time.
Concurrency transparency ensures that each user will
get an impression of SSI(Single System Image). Thus
every user will feel as a sole user of the entire cloud.
Scaling Transparency: The scaling transparency
ensures the expansions/reduction in userbase and
infrastructure without disrupting activities of system.
Performance  Transparency: Goal of this
transparency is to provide the desired performance to
end user in possibly all manageable circumstances like
partial failures, or ongoing reforms at cloud servers.
Flexibility[2] ensures ease of modification and
enhancement. It can not be achieved without proper
implementation  of  discussed  transparencies.
Reliability of cloud depend upon its fault handling
capacity. Thus a reliable cloud system require to
detect, recover, avoid, and tolerate faults. A CSP
infrastructure should have to be scalable to adopt
increased service load. In cloud computing, A CSP
may need to employ dissimilar or heterogeneous
hardware and software to form its infrastructure. For
commercial success of cloud computing it is necessary
that CSPs infrastructure must emulate or simulate
popular hardware as well as software to reduce the
cost and to ensure the performance via heterogeneity.
This is achieved by virtualization. Virtualization is the
next core of cloud computing infrastructure after
networking[2],[3].
As Participants of cloud, CSPs and CUs, are generally
came from different locations far from each other and
relay on the Internet for overall cloud computing
experience. Assuring a better performance in cloud is
a really a tremendous task to complete. A CSP need to
consider all eleventh hour situations in its performance
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assurance systems with traditional solutions for
performance like batching, caching, concurrency,
parallelism, congestion management and so on.

Cloud Computing involves a vast data storage
and transfer [18]. It also involves high performance
networks and heavy communication among users and
service-providers. This make every cloud vulnerable
to security threats [19]-[22] like illegal login in to the
cloud, data theft, and all other existing security
challenges like denial of services, sniffing, hacking
etc, refer tablell and section V. Many organizations
and researchers worldwide are trying to overcome
these security problems to make the cloud computing
more trusted [23], [24]. A proper security measures for
data-storage in cloud [25]-[28] and connectivity
(login-logout) with cloud [29], [30] are very necessary
for trusted cloud computing.

6. STORAGE-CLOUD

Storage-cloud falls in the category of laaS and PaaS.
Storage infrastructure is offered as a service by CSP to
store and retrieve the data. Storage and retrieval of
data is the one biggest problem that every organization
faces. Any organization will have following types of
data like:

Accounts data: This contains vital information of
financial status of the organization from its birth
onwards. Information about payroll, inventories,
debts, loans , taxation details etc, can be used as
weapon against the parent organization by her
competitors. At the same time loosing such data may
creates many problems, in some cases death to the
organization. To store such data on dayto-day, month-
to-month, year-to-year and so on basis, requires a
large storage capacity and a good data security system.
Not all organizations are capable to invest the
capital require for this; and so they always uses
services from trusted third parties [31], [32].
Non-Accounts data: This contains vital information
about ongoing projects, patents, marketing strategies
deployed, legislative issues, personal information of
employees and so on. A breach in this information
may cost either to an employee or to an organization a
nightmare. Many progressive organizations gives
equal or even higher importance to this Non-Accounts
data with Accounts data. And to keep such data
confidential and secure, much of the data-storage
capacity and security-systems capacity is required.
Just like in Accounts data case, organizations

also uses Trusted third party resources to store and
secure such Non-Accounts data. [31]-[33]

Storage Network Industries Association(SNIA)coined
“storage as cloud or storage-cloud” concept, keeping
in view the needs of data-storage and data-security
requirements. This concept is similar to that of
DataWareHousing, where we generally access data
through Datamart(virtual database) instead of directly
accessing it from master database. A storage-cloud can
be seen as a grid of many DataWarehouses combined
using some indexing mechanism. It handles security of
data in terms of storage, by using redundancy
principle to store the uploaded data in storage-cloud;
and in terms of access, by providing an encryption-
decryption and secure access channel mechanism.
Hardware of storage-cloud can be a cluster/grid of
disks, or independent Storage Area Network(SAN).

7. SECURITY ISSUES IN STORAGE-CLOUD

To be an effective and efficient storage-cloud, the
system must provide the proper security to the data.
Security issues need to be addressed by a storage or
other cloud computing system [6]-[8], [19]-[24] are
as listed below:

Security in Cloud: Data or information stored within
cloud need to be kept secure. This can be achieved by
(a) using data-redundancy principle with encryption,
by maintaining more than one encrypted copies of the
same data. (b) Using antiviruses, antispammers,
honeypots, Firewalls etc, to protect data from
corruption. Security in cloud is thus very important to
make the cloud trusted.

Security for the Cloud: What, if the cloud itself get
attacked? a good compartmentalization and integration
of various cloud services is necessary. Cloud itself
must be protected from unauthorized use and access.
Authentication of users and incoming and outgoing
traffic plays very important role in this case.

Security by the Cloud: End user must have to get the
secure access and privacy when he uses the cloud.
This issue won’t get addressed properly if above two
Issues won’t get implemented with utmost care. This
require a dedicated 1AM or secure channel application
for CU.

Apart from the above generalized issues of cloud
computing, followings are the few more issues that
also need to be addressed properly.
a) Integration: Look for integration points with
security and identity management technologies you
already have, such as Active Directory, and controls
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for role-based access and entity-level applications.
b) Privacy: A cloud service must includes data
encryption, effective data anonymization, and mobile
location privacy. ¢) Identity and access: A Cloud must
have the means of preventing inadvertent access. d)
Compliance: Cloud must have vendor certification and
compliance with industry and government standards
that affect users agency. €) Service integrity: Cloud
must protect software from corruption (malicious or
accidental) and always ensure the security of the
written code. f) Jurisdiction: The location of a cloud
providers operations can affect the privacy laws that
apply to the data it hosts. Does users data need to
reside within users legal jurisdiction? Governments
records management and disposal laws may limit the
ability of agencies to store official records in the
cloud.

8.COMPONENTS

Clients, Internet, CSP Infrastructure are a major
components of the cloud computing. Where CSP
infrastructure can be seen as an integration of (i)
Services, (ii) Applications, (iii) Platforms, (iv)
Storage, (v) Computing Infrastructure, and (vi) Other
Infrastructures[2]. In its abstract view a cloud
computing can be seen as evolved version of
distributed computing system as shown in figure 4.

W U=

L}

Remote Clients RPC/ Message passing
T

emote access mechanisms

Figure 4: Abstract view of Cloud Computing
orDistributedComputing Systems Components

Clients: Cloud computing is a commercialized
application of advanced distributed computing system,
and so clients plays a very important role in it. A client
can be dedicated and an independent program fixed to
a single or more machines via machine fingerprinting.
It usually utilizes Internet, VPN(Virtual private
networking) and SSL(Secure socket layer) with other
secure protocols to connect with CSP. A Client can be
generic, accessible from anywhere and any platform
via Browsers using WEB based interfaces, may or

may not be wusing any secure channel for
communication with CSP [3], [34]. There are many
issues in designing the client program for Cloud
computing; some common issues are discussed below.
I) Technology used for design: Different technologies
like, HTML, XML, AJAX, Java, .Net, PHP, SOAP,
REST, Mashup, SQL, NoSQL, etc, can be used for
designing client and server programs in cloud
computing. One need to choose the proper intermix of
these technologies to assure maximum performance.
I1) User friendly and portable: A heavyweight,
difficult to use and manage client program can cause
in lost CUs. CSP needs to keep the client program as
compact as possible with all necessary features and
simple CUI(Commandline User Interface) and
GUI(Graphical User Interface).
I11) Secure: Client program must have to be secure.
This requires cleaning all traces of
communication(usually all temporary data or files
used in communication) immediately after usage, so
that no third party can enter the system using such
traces.

1V) Where to execute services: Not all services offered
by cloud computing require the high end computing
power of CSP; such services can be executed
completely at client terminal. But executing services
require them to embedded in client, which make client
a heavyweight and may be unportable. So client need
to cache all such services at CUs terminal for
execution whenever called.

Internet: Internet is an interconnect used by cloud
computing over which neither CSPs nor CUs have any
control. Internet is the backbone of cloud computing.
It provides many intelligent and time tested etworking
protocols to Cloud computing with all the threats those
are possible due to use of it. Few threats using Internet
are briefed out in table Il. All Internet technologies
plays very crucial and important role in cloud
computing. Security protocols or measures taken to
made Internet more secured are important in assuring
secure data transfer among CUs and CSPs. WEP,
WPA/WPAZ2 and other security measures needed to be
deployed in access points of Internet, while advanced
encryption and decryption schemes need to be applied
to data before transmission over Internet.

CSP Infrastructure: CSP infrastructure comprises
software and hardware. Software part comprises
services, applications, platforms etc, while hardware
comprises storage and other Infrastructure like
computing hardware, networking, buildings, cooling
systems and so on [34]. To provide computational and
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storage services, CSP infrastructure is formed using a
grid/cluster of the computational and storage resources
as shown in figure 5. Here the hardware, like
processors and storage, forms a stable grid and
clusters are dynamically formed on the grid by grid
I/0O controller or CSP monitor program to provide
particular service to the users.

File DBMS Cluster: par
Processing of Grid participatin
in database operal

of Grid
participating
in file
operations

Security Cluster:
part of Grid b
participating
in security
operations

High Performance Bus Interconnec

Figure 5: A simple block diagram for storage
andcomputational grid/cluster for CSP’s
infrastructure basedon similarity index

Table Il: Common Security threats of using Internet

Denial of | Attackers prevents the normal use of
Services Network by flooding it with garbage
communication.  This  attack s
common in ACK(Acknowledgement)
based

communication.

Man in
middle

the | Attacker can use the data acquired
using eavesdropping to pose himself as
legitimate party bypassing the real one
or simply read and forward the data to
legitimate party. Such read data then
can be used for some personal or
financial gains.

Masquerading | Attacker can pose as authentic user to
gain some privileges unauthentically.

Message Attacker can modify the messages

modification |acquired in eaves dropping and then
retransmitting them by posing as
authenticate user

Message Attacker can retransmit the messages

replay acquired in eavesdropping
unnecessarily by posing as authenticate
user

Traffic Attacker can passively monitors

analysis network communication for data and

user’s credentials for identifying traffic
pattern to decide his attacking
strategies.

1) Services: Cloud is based on a terminology of
‘anything as a Service’ model. Thus many services
can be a part of CSP infrastructure. Such services need
to be user specific as well as generic. Properly
designed service can only result in better usage of
cloud computing. CSP can create a secure
IAM(Identification and Access management), and can
offer it as a service to CU.

Defining
Sarvk
Type of . Secuiry
communication -
protocols to deploy
Performance
Measurement

Criterias/benchmarks

Data privacy
and protection
Data and service \eeond
access procedures

Cloud Users

duties and
Responsibilities

layring/tiered Cloud secu
i ts
Identification architecture ;se;:’c‘ch anc
and
Authentication

Cloud providers
duties and
Responsibilities

Global and Local
legal aspects

data Virtualization
compartmentalization and
cloud monitoring

pay per use
calculation

data/communication
down/up time

Figure 6: Common salient points to considerwhile
drafting SLA

All the services of cloud computing are offered as per
some service level agreements(SLA). SLA is
documentation of how to use and deploy the services
of cloud computing without breaking the local and
global laws. It is generally used as SRS
(System/Software Requirement Specification) for
Cloud computing, and also as legal contract between
CU and CSP. SLA based security is theoretically
possible, as in theory CUs play dominant role in it.
Practically CSPs plays very dominant role in SLA
based architecture of cloud computing due to sheer
economic and infrastructural power. Usually
a CSP creates different types of SLA based
packages(from providing low to high security and
from fixed to dynamic PAYG systems). The CU only
need to choose the one module of services out of
offered SLA based services. So right now CSP-SLA
based clouds are only in existence

It is unlikely to have user-SLA based cloud due to (a)
complex nature of such cloud, as for each user it plays
using different SLA, (b) economically weak condition
and non-unity of users to force such user-SLA on
CSP, and (c) hesitation of users in going through all
legal details required to draft such SLAs. Every CU
must need to check for some common salient features
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of SLA as depicted in figure 6. These are the common
points used by CSPs while drafting SLA.
2) Applications: Many applications can be offered as a
service by CSP. This Need to proper deployment of
Applications to cope with multitenant usage is
essential. Applications, like graphic designer, or
CRM(Customer Relationship Management) suite, or
document creation and management software
are the part of CSP infrastructure. Offering
applications as a service is well established cloud
computing model, generally called as Software as a
Service (SaaS).

3) Platforms: The cloud operating system or
architecture is itself can be termed as a platform. By
this definition we can say that, “Platform can be seen
as any operating system or middleware or Integrated
Development Environment(IDE) using which or on
which a developer can develops and deploy an
application(s).” Offering platform as a Service(PaaS)
is another basic model of cloud computing.

4) Storage: Datacenter or Storage of CSP has two
parts, hardware and software. Hardware consists of
utilization of Storage grids or SAN(Storage Area
Network),  NAS(Network  attached  Storage),
RAID(Redundant Arrays of Inexpensive
Disks) etc. Software part of storage includes (i) Cloud
File system, which manages allocation, deallocation,
isolation,  replication(implementation of RAID
principle at software level) and many such storage and
memory utilization policies; (i) Utilization of
databases, SQL or NOSQL or combo architecture;
(iii) maintaining various operations done on data. CSP
can offer its efficient storage system as a service, this
falls in Infrastructure as a service(laaS) model of
cloud computing.

5) Computing Infrastructure: Without Computing
infrastructure, no cloud exist. Software part of this is
the distributed operating system or cloud operating
system which controls all computing power. CSP
generally uses supercomputers, Grids, Clusters,
MPP(Massively Parallel Processors) etc, to create the
high end computing power required to act as CSP.
Using a single machine you can imitate the cloud, but
full functionality of cloud is simply out of reach
without high end computing power. This
Computational power then can be offered as
service to the CU using laaS model of cloud
computing.

6) Other Infrastructures: Many other infrastructural
implementations plays very important role in cloud
computing infrastructure development. Not all of it

can be offered as a service, but all are essential for a
successful  cloud operations.  Though these
infrastructures won’t play any direct role in
digital way of cloud computing, not mentioning them
is total injustice with these requirements. These other
infrastructures can’t be the part of ‘as a service” model
of cloud computing, but are very essential and must
for cloud computing.

a) Building An earthquake resistible building(s) with
proper provision for ventilation, fire hazards, cooling
systems etc, to keep all the hardware and thus software
involved in CSP infrastructure safe. The buildings
should and must provide a dust free environment, as
the dust deposited on electrical and electronic
equipments and other infrastructure can cause a
problem to cloud operations in more than one way.
b) Uninterrupted power supply(UPS) UPS plays very
core role; you know without electricity nothing works.
An UPS for 24x7 from External source like
Government or electrical company is must. In case
such service is not available from outside, CSP need to
implement one for its own utilization. Without
provision for UPS, a cloud system may face many
problems, even total collapse of operation
is possible.

¢) Heat dissipation system Trillions of users access
Internet daily. While operating on their data and using
cloud services, tremendous heat get generated at
CSP’s Datacenters and computing-ends. Without
proper heat dissipation system this heat can simply
burn out the entire cloud into ashes. This makes such
system an essential part of the CSP infrastructure.
9.EXISTING SYSTEMS

From the Introduction of cloud computing one can say
that, ‘it is practically impossible to create a complete
cloud computing experience using simulation or
emulation. It is also difficult to create a real cloud
infrastructure using a handful of virtual or real
machines, because practically CSP infrastructure
requires high performance computational & sharable
resources, and storage grids; costing in billion dollars.
Other infrastructure requirements like cooling
systems, buildings, UPS etc, costs accordingly; and
maintenance of the entire storage-cloud costs
accordingly. Figure 7 and 8 shows you photographs of
some real life storage-cloud infrastructure.

At present Google’s storage-cloud shown in figure 7,
has 777,000 cores, assuming the entire Compute
Engine cluster consists of 8-core CPUs, equates to
96,250 computers. As per the Internet search
Microsoft’s storage-cloud or datacenter in Dublin,
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refer figure 8b has around 1 million servers with
power consumption of two terawatt-hours (TWh) per
year.

(b) A closer look

(a) Inside view

(€) A Google's serve
room in Council Bluffs
lowa. Photo:Connie Zhou

Figure 7: Google’s storage-cloud real photographs
obtained from Internet Search

4 i
(a) Inside view (b) In Dublin, Ireland((c) In San Antonio.
Cranes size will depict itsTexas (The size of the
massiveness) cars will depict its mas-

siveness)

Figure 8: Microsoft’s storage-cloud real
photographs[35]

That’s about the same amount of power used by
177,000 average US homes per year. The initial built-
up cost estimated by Microsoft for it was
approximately 70 billion US dollars. This shows that
designing any real cloud infrastructure is just
beyond the capacity of any single researcher. This also
undeniably signifies the importance of security of
cloud computing. Many IT giants like google,
microsoft, IBM are in the business of Cloud
computing:laaS. Other relatively small CSPs, which
are now dominating the Cloud are listed in Table II1.

SUMMARY & CONCLUSION

The thorough understanding of any subject is very
necessary for serious research. It will obviously help
in building the prototype of real system, with which
the further development of the subject can be carried
out by research. By following this philosophy, we
tried our best to explain the vastness and complexity
of cloud computing with coverage of its some of the
many factors.

Paper introduced cloud computing with its basic
concept in section 2. A globally accepted NIST

definition and classification of cloud computing

models are discussed in section 3. Delivery models are

based upon, ‘what is offered as a Service’, by CSP.

While Deployment models are based upon, ‘how the

cloud is accessed and operated by CSPs and CUs’.
Table 111: Some existing CSPs

Joyent www.joyent.com is a complete
company offering all 3 aspects of
cloud, viz, laaS, Saas, and PaaS.
provides public cloud service with
Amazon and private cloud services

with Dell.

Rackspace |www.rackspacecloud.com/cloud
hosting products provides Scalable
virtualized storage infrastructure. It has
more than 90000 clients. One of largest

laaS provider company.

OpenStack |OpenStack is an open source cloud
computing plat form project started in
the summer of 2010 by laaS vendor
Rackspace and NASA. It’s got three
core component projects up and
running, with two more

incubating and another 16 coming from
the wider community. Using openstack
means, your applications will not ever
be locked to a proprietary vendor.
Openstack had the backing of 159
companies and more than 2800 people
actively contributing to its

code base. Further details can be
obtained from www.openstack.com

GoGrid Company offers ready to deploy
windows and Linux cloud servers with
a good SLA provisions. Details are

available on http://www.gogrid.com/

ElasticHosts | It provides virtual servers based on
Linux KVM, running on their own
server farms,which are located in three
fully independent data centers across
two

continents.www.elastichosts.com

Offers dedicated virtual servers for laaS
like process ing power, storage,
bandwidth, etc. . . Further details are
available on www.symetrig.com

SymetriQ

Amazon EC2 is standard setter in
public laaS provider with its own

Amazon
Web
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infrastructure. Details can be obtained
at http://aws.amazon.com/

Services

Cloud computing infrastructure architectures are very
complex to define but can be simplified with block
diagrams. For better understanding of cloud
computing section 4 explained cloud computing’s
microkernel based and virtualization based. Some core
issues like: a) Transparency, b) Flexibility, c)
Reliability, d) Scalability, e) Heterogeneity, f)
Security, g) virtualization, and h) Performance; of
cloud computing are discussed in section 5.

In section 6, We tried to explain the storage-cloud in
its brief. Section 7 is the focus of research, and three
aspects of security are explained in brief with other
security measures in cloud computing. The section 8
with figure 4 is used to explained the entire cloud
computing with its major components and
subcomponents.

Section 9 is used to show the real life examples of few
existing storage-cloud systems to emphasize the fact
that no individual researcher can implement a cloud
infrastructure in its entirety due to tremendous capital
requirement.
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