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I. INTRODUCTION 

Wireless sensor networks (WSNs) have the same security 

challenges as any other network. The success or failure of an 

application is dependent on WSN security. Sensor nodes 

often engage in close environmental interaction after being 

deployed at random or in accordance with a computed model  

[1, 2, 3]. These sensor nodes do not require human 

intervention or a central monitoring system to function. That 

leaves them working in a very susceptible and potentially 

tampered-with environment, making them susceptible to 

hackers. Physical approaches are available to hackers who 

want to compromise sensor networks. In addition. Also, as 

mentioned in the study, hackers can exploit vulnerabilities in 

the network deployment process to launch attacks [4-7]. On 

top of that, WSN has its limitations when it comes to 

resources like storage power and computational power for 

sophisticated algorithms; as a result, synchronization 

becomes a challenge depending on the application, which in 

turn depends on the security needs. In order to construct a 

WSN with certain security features, the requirements were 

laid out in [8-10]. Similar to an organization's accounting 

ledger, blockchain technology enables the secure 

transmission of data through an exceedingly complicated 

encryption scheme, which records all transactions on the 

decentralised network. Hash codes and transaction data 

connect each block to the one before it, and each block also 

includes information about when it was created. There is no 

going back after the data has been recorded by the network. 

Data fraud and tampering are two of blockchain's main 

design goals [11]. There will be several advantages to 

incorporating blockchain technology into WSNs. Because 

blockchain is decentralized, it can manage a high volume of 

connections between sensor devices. The expenses linked 

with setting up and running massive central data centers will 

go down as a result of this. Meanwhile, all nodes in the  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

network share the load of processing and storing data. Also, 

WSNs' centralized design will be rendered obsolete with the 

integration of blockchain technology [12]. When devices in a 

network can automatically coordinate with one another, share 

files, and communicate with one another, the centralized 

server and client model will become obsolete [13, 14]. 

 

In this paper, we look back at the current state of the art and 

the research that has gone into using blockchain technology 

in WSNs. Researchers interested in using blockchain 

technology in WSNs might use this review as a starting point.  

 

This paper aims to answer the following two questions:  

1- What are the advantages of using blockchain in 

WSNs?  

2- What are the limitations of using blockchain in 

WSNs? 

II. BLOCKCHAIN-BASED WIRELESS SENSOR NETWORK 

Improvements in data security, data management and 

storage, node recovery, and WSN energy efficiency have 

been the primary goals of blockchain research into its 

application to WSN. 

 

A. Blockchain for Data Security and Reliability  

Cloud servers or a BS are usually used to maintain WSNs, 

verify them, and connect them. This is where data processing 

and storage are usually done. There are a lot of major 

problems with this style of device interaction that 

compromise data accuracy and network security:  

1) It's possible for any one node to become a bottleneck or a 

single point of failure in the network. Domain name system 

(DDoS) assaults, hacking, data theft, and remote 

management capture are especially dangerous for Internet of 

Things (IoT) devices. The BS is vulnerable to hacking, and it 
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is against the law to access or utilize its data. Everything 

linked to it could be at risk. For instance, in "smart" water 

meters, which gather data and send leak alerts to customers' 

smartphones, hackers can learn when homeowners aren't 

there since they have access to water consumption data.  

2) It is easy to manipulate the centralized model. There is no 

assurance that the data collected in real-time will be utilized 

for its intended purpose. It is possible for municipal 

authorities or utility suppliers to alter the data and analytical 

information gathered by wireless sensor nodes equipped with 

air and water pollution sensors if they fear legal action or 

excessive expenditures. In the Russian Federation, such 

sensors could avoid the notorious Volokolamsk landfill 

scandal, in which city officials misled residents for months 

into believing that the air was safe and that the concentrations 

of the pollutants did not exceed legal limits [15].  

After reviewing the existing WSN system's security flaws, 

Feng et al. (2018) suggested a platform for processing sensed 

data that uses a collocation storage architecture based on 

blockchain technology. An asymmetric signature scheme and 

a hierarchical Byzantine Fault Tolerant (BFT) consensus 

mechanism are the building blocks of the suggested WSN 

blockchain. Experiments and simulations confirmed that the 

suggested architecture and scheme achieves great output 

performance while maintaining good security. They made 

sure that blockchain can function as a service solution for 

WSN's distributed storage system using the suggested 

scheme [16]. 

Buldin et al. (2018) propose WSNs based on blockchain 

technology as the next generation of industrial networks. 

Data transmission and storage in such networks is based on 

the blockchain's decentralized paradigm. Built on top of the 

EDNCP routing protocol, the model is validated in real time 

with Onion Omega2+. Among the ways in which the 

experimental results demonstrate that the suggested approach 

can improve network security are: 

 

1) All received transactions are protected from spoofing and 

phantom device injection by utilizing a unique digital 

signature.  

 

2) Prevent tampering with the original code and data storage 

on nodes by controlling information distortion caused by 

hacking devices.  

 

3) Ensure data privacy by encrypting traffic coding. All 

information is securely stored and is accessible solely to 

those users who are directly involved in a specific 

transaction.  

 

4) Prevent data destruction by using a decentralized data 

storage system. Decentralized public key infrastructure is 

used by the model to authenticate users. Also, this model can 

serve as warranty proof if the network nodes input data about 

the electronic device manufacturer.  

 

Utilizing the blockchain concept and smart contracts to 

guarantee data stability, the created model offers control over 

data integrity and safe data transport. Because the firmware 

hash is compared to its value in the previous blocks when a 

new block is added to the blockchain, this architecture has the 

limitation of not being able to upgrade the software. 

A system architecture for dam site surveillance was proposed 

by Youssef et al. (2019). It comprises a sensor cloud and a 

cloud of unmanned aerial vehicles (UAVs). Dam monitoring 

center (DMC) data is collected and sent by the UAV cloud, 

while the sensor cloud is in charge of sensing. Blockchain 

technology, which the proposed system relies on, allows for 

the storage, verification, integrity, and traceability of data as 

well as the payment of entities involved in sensing and 

delivery. A simulation is run and the data delivery delay ratio 

is determined to assess the proposed system. There is a 

negative correlation between the amount of time that passes 

between alert generations and the delay ratio; as this 

correlation grows, less data is generated and the delivery 

delay falls [17].  

Internet of Things (IoT) monitoring can provide useful data 

for assessing mussel quality when in cold storage, as 

demonstrated by Moinet et al. (2017). However, this data 

storage is vulnerable because it depends on a centralized 

architecture [18]. In order to enhance trust and transparency 

in cold storage, they suggested a blockchain-based 

multi-sensors (WSN) monitoring system. This technique 

would collect and validate data on quality metrics.  

In order to forecast and categorize the quality loss of frozen 

shellfish, quality evaluation apps utilized SVM algorithms 

and K-means. The results demonstrate that WSN monitoring 

based on blockchain technology can continually monitor 

dynamic indicators while ensuring the confidentiality and 

reliability of data. There is an accuracy of 88.89% in the 

training set and an accuracy of 87.17% in the test set. The 

SVM model achieved an RMSE of 0.1502 on the training set 

and 0.1793 on the test set. Both the K-means and SVM 

models outperform the neural network model in terms of 

accuracy. By using the suggested system, food loss can be 

reduced and the quality and safety of cold-stored frozen 

shellfish can be better managed.  

It has been demonstrated by Casado-Vara (2018) that WSN 

sensors have the potential to provide inaccurate data. If the 

inaccuracy of the sensors is unknown, this leads to poor data 

quality and a high maintenance cost for the WSN. In order to 

anticipate when the accuracy of the sensors would begin to 

decline, the author suggests using a stochastic model built on 

the Blockchain. In order to carry out necessary maintenance 

and preserve data quality, the results anticipated that the very 

accurate prediction would reveal sensors that will be 

inaccurate in the near future [19]. 

 

B. Blockchain for Data Management and Storage  

Managing data storage is crucial for a WSN since the 

network is data-centric. Data, not the network or sensor node, 

is what matters to WSN consumers. Despite WSNs' ability to 

facilitate efficient and dependable data access and storage 

even in environments that are inherently unpredictable or 

heterogeneous, the energy and storage capacity available to 

individual nodes remain finite. The subject of how to make 

the most efficient use of limited storage space for data has 

been the subject of multiple studies. Collaboration amongst 

network nodes is an integral part of any WSN's typical 

operation. Unfortunately, some nodes in the network may act 
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selfishly since they don't have enough resources. The entire 

network will malfunction if a large number of nodes in the 

network act selfishly and fail to relay packets. One of the key 

goals of research in WSNs is to find ways to motivate selfish 

nodes to work together for the benefit of the network [20].  

The initial blockchain-based node incentive mechanisms for 

data storage in WSN were developed by Ren et al. (2018). 

According to the suggested setup, every node's data storage is 

like a blockchain block. The node that stores the data will 

receive the digital money reward; as the data saved grows, so 

does the reward for the node's implementation. Two 

blockchains are also constructed. Two databases exist: one to 

hold information about each node and another to manage who 

can access the data. Furthermore, they take the role of the 

proof of work (PoW) in the main bitcoin network, which is 

responsible for mining and storing the new data block. In 

contrast to the PoW approach, it drastically reduces the 

amount of processing power needed. The new data is saved in 

the node that is closest to the existing data to use the 

preserving hash functions. Additionally, only distinct 

sub-blocks are stored. The suggested solution can 

significantly reduce node storage requirements as a result 

[20].  

Novel approaches are required to address the data storage and 

management challenge in distributed heterogeneous WSNs. 

A nonlinear cooperative control algorithm was suggested by 

Casado-Vara (2019) that combines elements of blockchain 

technology with game theory. The author introduced a novel 

approach to the autonomous administration and processing of 

dispersed WSNs that exhibit heterogeneity. Indoor surface 

temperature data quality is improved using the proposed 

technique. In order to ensure the dependability and 

robustness of the data acquired, the researcher utilized an 

algorithm. The WSN gathers the information and records it 

on a blockchain. The information held in a blockchain is 

subsequently subjected to game theory (GT). The game's 

distributed and self-organizing nature means it can function 

on any WSN, regardless of the network's design, sensor 

count, or sensor type [21]. 

 

C. Blockchain for Node Recovery  

In a WSN, the storage, energy, and processing power of the 

network nodes are constrained. Environmental factors, 

depleting battery power, adversary attacks, and other similar 

events are likely to cause nodes to fail. In the event of a node 

failure, a robust recovery mechanism is required. A 

Blockchain-based Node Recovery (BNR) mechanism for 

WSNs was proposed by Noshad et al. (2019). The BNR 

technique uses the node degree to determine how to recover 

from failed nodes. Using the active or inactive state of cluster 

heads, the scheme's algorithm identifies the nodes that have 

failed. After then, the dormant nodes are restored using the 

recovery method. Recovering the failed cluster heads is the 

primary goal of this step, which aims to return the cluster 

nodes to an active state. The goal of writing a node recovery 

smart contract is to do this. In order to guarantee the safety of 

the proposed method, the researchers conduct a security 

study and a cost analysis for node recovery. We can see how 

well the suggested model works in the simulations [23]. 

 

D. Blockchain for Energy Efficiency  

The scientific community is interested in studying smart 

buildings because they see them as an improvement over 

conventional building management system. In addition, 

regulatory bodies enact legislation to promote the use of 

smart buildings. Because technology increases the value of 

their assets and makes buildings more energy efficient, 

construction contractors have started to adopt a 

technology-driven approach [24]. In order to facilitate the 

remote control, automation, and management of a building's 

numerous sensors, objects, and functions, a collection of 

technologies referred to as a "smart building" has been 

developed [24]. 

III. DISCUSSION 

For a variety of reasons, researchers have suggested 

implementing blockchain technology in WSNs; nonetheless, 

most of these studies have focused on enhancing the 

trustworthiness and security of WSN data. They take 

advantage of blockchain's decentralized format, which is 

more trustworthy and secure than WSNs' centralized form, to 

transmit and store data. Due to the finite resources of each 

node—energy and storage space—many researchers employ 

blockchain to manage and store sensor data. Each node's 

stored data is viewed as a block in the blockchain. 

Additionally, numerous researchers have used blockchain to 

enhance WSN energy efficiency. Blockchain technology has 

the potential to increase the energy efficiency of smart 

buildings and WSNs based on monitoring systems, according 

to researchers.  

IV. CONCLUSION 

Because it integrates many sensor, computer, and wireless 

communication technologies it has broad practical uses. 

Communication, microelectronics, networks, databases, etc., 

have all made wireless sensor networks a popular area of 

study. They are a component of the long-term goals for the 

expansion of the Internet of Things. A network's overall 

performance is impacted by sensors' energy, storage, and 

security restrictions. We can improve the WSNs' 

performance by using blockchain, which is a strong 

distributed peer-to-peer technology. In order to increase the 

network's longevity, security, and stability, this article offers 

new methods for WSNs that are based on the blockchain. 
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