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Abstract— Blockchain technology is very useful in multiple
areas in our day-to-day world. Along with many social
networking platforms there is a possibility of data theft or
tampered or data leakage and hence we need our data to be
secure and immutable. One of the best solutions to this
problem is blockchain technology. It replaced the traditional
centralized system with a distributed, decentralized database
system. A centralized system requires third parties like
servers, banks, or any intermediary for transactions between
two users where decentralized systems do not require any
central authority to work in between two users. Blockchain
technology fully works on a decentralized system. By using a
cryptographic consensus algorithm, we achieve privacy,
security, and immutability. This paper presents the survey of
the most important technology, also presents prerequisites of
the technology. The purpose of this paper is too familiar with
the innovative, revolutionizing technology as well as
awareness of the technology. This paper gives an idea of
whether we choose blockchain or not as the right solution for
our application based on its characteristics, design, and
implementation.

Index Terms— Blockchain, bitcoin, ethereum, smart
contracts, PoW, and PoS.

l. INTRODUCTION

There is a question, why we need blockchain?
Imagine A and B are two friends living far away and want to
transfer money to each other. To transfer the money, they rely
on a third party on which they have trust. Besides, what will
be the possible results by doing this way in transactions?
There are high transaction fees associated with it. For any
transaction, the bank will charge a high amount of transaction
fees. There could be internet-based frauds, hackers attack
financial institutions and gain unauthorized access to steal
money or any type of assets. There could be poor data
recovery. Also, retrieving lost data is very difficult in a
centralized system. But as compared to the distributed
databases, distributed ledger technology like blockchain is
easy as that information is distributed across multiple nodes.
Now, these problems can be solved using blockchain
technology.
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Blockchain is a decentralized, distributed, public ledger
system [4]. It can be described as a collection of records;
linked with each other; robust resistant to alteration;
protected using cryptography. A hacker will not be able to
alter the data in the blockchain because each user has a copy
of all the records, the data within the blocks are encrypted by
algorithms. All of this is made possible with the help of
blockchain technology. The concept of a blockchain that
ensures records are immutable means cannot be altered by
any of the users within the network through a public
distributed ledger, proof-of-work, proof-of-stake, and
cryptographic hash encryption. This paper presents the
importance of blockchain technology, presents prerequisites
that need to know for the implementation of the technology.

Il. BACKGROUND

In 2008, firstly the blockchain technology was proposed by a
person (or group of peoples) named Satoshi Nakamoto [1],
who invented the first digital cryptocurrency known as
bitcoin. Bitcoin aimed to solve the problems faced by fiat
currencies, with the help of blockchain technology. The
transaction details are permanently inscribed in the block of
the blockchain. It does not need a central authority that is a
third party. It is fully based on a decentralized, distributed
ledger. Bitcoin works on peer to peer decentralized network
known as a distributed system. Every user in the bitcoin
network has two keys one is private, another is a public key
because of this, we achieve confidentiality and
authentication. The public key can be visible to all the users
in the network, the private key is a unique address that the
only user knows of. Bitcoin uses a cryptographic algorithm
SHA-256 where ethereum uses ethash.

I1l. PuBLIC V/S PRIVATE BLOCKCHAIN

A. Permissioned /private Blockchain

A private blockchain is a permissioned blockchain.
They certainly allowed participants in the network access the
permissioned block. It can be called as an additional
blockchain security system. Authorized participants have
done the verification of transactions of the permissioned
blockchain. One or more entities have the right to handle,
read, and write the contents of the transactions in the block,
whereas other entities will not be able to access it. The ledger
does not require a consensus algorithm to ensure tamper
resilience. Hyperledger Fabric and R3 Corda are examples of
the permissioned blockchain [6].

B. Permissionless/public Blockchain

A public blockchain is a permissionless blockchain.
It is open to all participants in the network. Anyone could be
joined the network, there are no restrictions on accessing the
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transaction. Anyone can have the rights to update the
transaction, view the contents of the block. For security, the
ledger requires the cryptographic consensus algorithms, to
help to design the structure of the permissionless blockchain.
Data on a public blockchain are secure as it is not possible to
modify or alter, once they have been validated on the
blockchain. Bitcoin and Ethereum are examples of a
permissionless blockchain [1].

IV. ARCHITECTURE

A. Cryptographic algorithms for Hashing

In the Hashing technique, an arbitrary length of data
provided as an input to hash function which produces the
hash value of a fixed length [3]. Fixed hash is based on the
algorithm which has been used in the hashing. Once the hash
value is generated it cannot reverse back to the actual input
value. Every different input has a unique hash. In case, two
inputs generate the same hash then the collision occurs.
SHA-256 algorithm, SHA-512 algorithm is used for hashing
technique. A cryptographic hash is like a signature for a text
or a data file. SHA-256 algorithm generates a unique,
fixed-size 256-bits hash [1]. Cryptographic hashes have
maintained data integrity in the blockchain.

B. Consensus

If the participants are done some transactions, a
new block is created from that transactions and there is a
necessity to securely store it in the blockchain. So who will
add it to the chain is defined by the consensus algorithm. The
consensus is also used to identify the validation of the
transaction, checks maliciousness as well. If the consensus is
based on proof-of-work, each participant starts finding the
appropriate  proof-of-work. Based on permissions or
permissionless blockchain we have different consensus
algorithms.

C. Proof-of-Work (PoW)

PoW is the consensus algorithm responsible for
building a new block on the blockchain through the
computational hashing power competition among the nodes.
The node who won the competition has the right to link block
to the chain as well as achieve rewards. It is the consensus
algorithm used in bitcoin [6].

D. Proof-of-Stake (PoS)

PoS is one of the consensus algorithms used in
digital currencies. Like the proof-of-work algorithm, PoS not
spend the number of computational power resources. The
node who has the potential to investing cryptocurrencies will
have more stake means have more right to build a new block
on the blockchain.

V. ETHEREUM

Ethereum is a decentralized, public, open-source
platform on the blockchain network which has a prominent
concept of smart contracts [4]. It is a platform where
decentralized applications were created known as Dapps.
Ethereum was invented by Vitalik Buterin. It is come up with
an innovation that opened the door of executing many
different ideas over the blockchain is a decentralized Turing
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Complete Virtual Machine known as EVM (Ethereum
Virtual Machine) [3][4]. EVM is used to run the software,
applications on the blockchain. Ethereum has its digital
cryptocurrency named Ether. Ether is used to pay for the
computational resources and the transaction fees on the
ethereum network.

Smart Contracts

A smart contract is a simple computer program that
facilitates to exchange of any valuable assets between two
users. By the use of the Ethereum network, we can write the
programming codes if those codes represent any type of
contract called smart contracts. They are self-enforcing
contracts written into lines of code. It is proof of transactions
carried out among anonymous participants without the need
for a central authority to be trusted and transparent. The
cryptocurrency ether has the capability of powers the
programmable smart contracts [5]. They render transactions
traceable, transparent, and irreversible [4].

VI. DESIGN

In the bitcoin blockchain, after there are done some
transactions, the block is mined by miners and updates the
blockchain. Before uploading the block on the blockchain,
they will compete with each other by doing the computational
work called proof-of-word [3]. And who will succeed the
competition of consensus can upload the block in the
blockchain network and get rewards by means will achieve
security. Block in the blockchain has transactions contains
with block header.

The Block header holds the timestamp to know
when the block was created, and also, the version which we
used. It contains the Merkle root is the one hash of all n
number of transactions of the block. It also carries difficulty
target and nonce. Block header contains a hash of its previous
block. Every block generates its hash value by hashing
technique. Fig. 1 shows a block header.

Fig. 1 Block Header

Fig. 2 shows the hashing of peer to peer network of
the blockchain. Blocks are connected in chronological order
to each other. In the blockchain, the first block is a genesis
block. The hash value of block 1 is H1 is present in the next
block that is block 2. Similarly, the hash value of block 2 is
H2 is present at block 3. The hash value of the previous block
should present in the current block [3]. By hashing technique,
data would be secured because if anyone tried to change the
hash of a block, ultimately the hash value changes of all
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blocks. And it cannot be possible at any cost. So, our data will
be secured by using a hashing technique.

Block1 Block2 Block3 Block4

Data Data Data Data

H1 H2 H3 H4

Fig. 2 Blockchain Hashing Technique

VIl. APPLICATIONS

Blockchain technology spread in the various fields
by its features or its characteristics. Blockchain technology
also has the potential to disrupt the insurance industry [6]. It
is applicable in the fields like Finance Services, the Internet
of things (loT), Smart Healthcare, Smart Government, and
many more. Following there is some applications are given
below:

e Inthe field of Finance Services, blockchain provides
a new way of managing trust and can be effectively
applied in insurance and domains like finance [2], it
is useful for asset management, insurance claims
processing, and also for Cross-Border Payments.

e In the field of Smart Property, it is useful for the
Money Leading, Smart Car, and Smart Phone.

e In the field of Internet of Things (IoT), blockchain
eliminates the usage of centralized devices the loT
[2], it is useful for the Smart appliances, and Supply
chain sensors.

e Inthe field of Smart Healthcare, It is envisioned that
the blockchain can have significant applications in
smart healthcare with the Internet of Medical Things
(1oMT) or the Internet of Health Things (IoHT) [2],
it is useful for the Personal Health Record-Keeping,
Access Control, Healthcare Management, and
Insurance Processing.

e Inthe field of Smart Government, it is useful for the
Electronic Passport, Birth certificate, Wedding
Certificates, and so on, Personal Identification, and
Smart Community.

VIIl. CONCLUSION

Blockchain is the technology that is needed for
various rationales to the industries. More and more
companies are realizing the revolutionary potential of this
technology by knowing its characteristics, and are looking to
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leverage it for their daily operations. Blockchain is a platform
for sharing information across the globe that cannot be
manipulated or changed through cryptographic hashing
technique, consensus algorithms like proof-of-work,
proof-of-stake. It follows a community-verified work system.
And my motive to publish this review paper is to readers
should be aware of this technology, and they should be taken
the benefits of the technology to build their application or
software based on this useful blockchain technology.
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